¥ Securden

Endpoint Privilege Manager (EPM)

Administrator
Guide




Table of Contents

Getting Started ... e 5
Starting the EPM SerVer ...t e s ane e 5
Launching Web Interface ...cccviiiiiiiiii e 5

SECTION 1: General Configuration Settings........ccivvmiinncnssnnnnnns 6
Configure Mail Server Settings ....oocvviiiiiiii e 6
ProxXy Server SetliNgS...ouiiiii i 8
Securden Server ConNeCtiVILY ..ouv i e 9
Integrating Active Directory DOMaiNS ....vvvviiiiiiiiiinieisiiiiiiissesessssnnnnnnnes 13

Import Domain Controllers Certificate......ccooviiiiiiiiiiiiiii 16

SECTION 2: User Management........cccvvvemmmmnnnmmsnssnsssnssnssssssnnssnnnnnnnnns 17

Onboarding Users t0 WPM . ... e e 17
Import Users from Active DIireCtory ..ooovviiiiiiiiiic e 17
IMPOort from AZUIE AD .. e e r e anneeas 25
IMPOrt from File .. s e 30
Add Users ManuUally ...cooeeiii i e 34
Privilege Elevation Approvers for USers .....ccviiiiiiiiiiiiiiiiiii i e 53
L LY T =T o T ] o 55

€] 0 111 1 57
Import User Groups from AD ...oiiiiiiii i eaea s 58
Import User Groups from Azure AD .....eiiiiii e 64
Add User Groups Manually .....ccooieiiiiiiiiiii e e e 68
Configure Periodic Synchronization of Groups .......c.vciviiiiiiiiiiiniinenns 70

Configure Multi-Factor Authentication.........ccooiiiiiiiiii 73
ACHIVAEE TR A 74

=T N 77



Securden EPM Administrator Guide

Google Authenticator/ Microsoft Authenticator/ TOTP Authenticator..... 77
Self-support any TOTP Authenticator.......cooiiiiiiiiiiiiii 78
RADIUS Authentication .......oceviiiiiiii e 79
Email to SMS Gateway Configuration ........c.cooviiiiiiiiiii e 81
YU K Y e e 82
Enforcement Options ...ocviiiiiiii e 85
Selective MFA Enforcement ..o 86
Configure SAML-based SSO.....ciiiiiiiiiiiii i e 89
SECTION 3: Privilege Management Configurations ...........ccveivueiuaes 97
Step 1: Deploy Securden Agent on COMPpULers ....ccviiiiiiiiiii i, 97
Manual Installation ..o 98
Agent Installation Using GPO ......cciiiiiiiiiiii e ree e e 98
Discover Workstations (Optional) .....ccceviiiiiiiii e 100
(@] g o1 01U | o] g ©F o 11 o 1= 103
Importing groups from AD ...iiuiiiiiii i 104
Manually Adding Computer GroUPS....c.cvvireiiie i riiee i eaneaannens 107
Add MEMDEIS .. 108
Synchronizing With AD ... e 108
Step 2: Discover and Add ApplicationS......ccieiiiiiiii i 110
Automatic Discovery of Applications ......ccccviiiiiiiiiiiii 111
Adding Applications Manually.......ccviieiiiiiii e ae s 111
Step 3: Define Application Control Policies ......ccovvviiiiiiiiiiiiiieeeens 115
Adding @ DOmMain=-PoliCY ..uiiuiiiiiii i 116
Add a NON-domMain POLICY ...ciiuiiii i e 120
Step 4: Remove Local Admin RightS.....ccoviiiiiii e 120
Move Users from One Group to Another.......coooiiiiiiiiiiiiiciiee, 123
Technician ACCESS POlICIES ..uuuiiii i e aes 124



Securden EPM Administrator Guide

SECTION 4: Privilege Elevation........cciiiiiiicnnnscsnsssssssssnsnnsannss 135
Privilege Elevation Scenarios (for USErs) ....civiviiiiiiiiiiiiiiiiiieiiinennnnenn, 135
Scenario 1: Elevating Privileges for Whitelisted Applications ............. 135
Scenarios 2 & 3 : Requesting Elevated Access .....coovvvviiiiiiiiiiinnnnnns 139
Monitor Changes to Domain Admin GroUp ....cveveviiiiieiiiiiie i eeanns 145
Privilege Elevation RequestS......cciiiiiiiiii i 147
PN 0] 0] g0 )V AT gl I =T 18 113 149
Automatic Approval PoliCieS.....ccuviiii e 150
Adding a domain approval poliCy......cciiiiiiiii e 151
Adding a non-domain approval poliCy .....cceviiiiiiiiiiii e 153
Privilege Elevation in Offline SCeNArios ......cvoiviiiiiiiiiiiiiiiiie e 156
Management Operations from Computers Tab ......ccooviiviiiiiiiiiiiieninnns 169
Monitor the Securden AGENt ......ooiiiiiiiii e 169
Application Policies for Specific Computers ........ccovviviiiiiiiiiiieeiaens 170
Computer SpecCific REPOIS .viiviiiiii i e as 172
SECTION 5: High Availability ...ccccciiiciiiiinsnn s s s s ssnnnnnnas 174
Configure High Availability .......ccoooiiiiii e 174
Configuring High Availability with PostgreSQL backend .................... 174
Configuring High availability with MS SQL backend database............ 182
Database BaCKUpD ..viiiiiii i i e 188
Steps fOr Data RECOVEIY ...viiiii i e e s e e e aneens 192
SECTION 6: Audit, Compliance & Reports ......cccrvmmmsnnsmsnsssnnssnnnsnas 194
Standard REPOIS. . ..uiiitiiii i it 195
[=peqnTe] au=Te I o'<T o] o =3 223
Event NOtifications ..o 224



Securden EPM Administrator Guide

SECTION 7: Miscellaneous........cccvimriemmimsnmssmssm s ssnsssm s snnssnnsnnnas 228
Admin Dashboard .......c.oiiiiiiii e 228
Customize Securden WPM ... ..o ae e e 229

Create and Manage Custom User ROIES.....ccvviiiiiiiiiiiiiiiie e cciaeeeas 230
Changing Logo, Theme, and TeXt....cccviiiiiiiiiii e 238
Product Language Selection.......cooiiiiiiiii i 242
SeCUNitY SetliNgS v 244
Monitor Changes to Domain Admin GroUpPS.....c..veevvireiiineiinnerinesnnnens 244
Change the Encryption Key Location......cccooiiiiiiiiiiiiici e 248
[ o Te 18 ol a0 ] o To | =T [ PP 252
Replace Self-signed Certificate ......cooviiiiiiiiii e 255
Manage Product LICENSE KEY .....ciiriiiiiiiiii it iee e e 256



Securden EPM Administrator Guide

Getting Started

Starting the EPM Server

e You can start and shut down EPM from Windows Services
Manager(services.msc).

e Locate Securden WPM Service and start, stop as required. This
takes care of starting and stopping the dependent services too.
You may safely ignore the other service named Web Service-
Securden WPM, which is taken care of by Securden

automatically.

Launching Web Interface

To launch the web interface manually, open a browser and connect to
the URL as explained below:

https://<EPM server hostname>:5151
To access an unconfigured setup, the default login details are as below:

Username: admin
Password: admin

Once you configure your setup, use the appropriate credentials to access the
interface.
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SECTION 1: General Configuration
Settings

Upon deploying Securden EPM, you need to configure certain basic settings
before proceeding with setting up the features. These settings are listed under

the Admin >> General section.

The settings include configuring the mail server to enable Securden to send
email notifications, proxy server settings (if your organization makes use of a
proxy server to regulate internet traffic), and Securden server connectivity
settings specifying how to connect to the Securden web interface from client
machines and the name with which the client machines identify the Securden

server host.

Configure Mail Server Settings

Securden sends various email notifications to the users and to facilitate that,
SMTP server details are to be configured. To configure the SMTP server

settings, navigate to Admin >> General >> Mail Server Settings.
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Configure SMTP Server Settings

In this GUI, enter the following details:

e SMTP server name: Enter the hostname or IP address of the machine
that runs the SMTP server.

e Connection Mode: Select the mode in which the SMTP accepts
connections. Select TLS or SSL for encrypted connections. The option
None indicates the default SMTP connection mode (not recommended).

e SMTP Port: Specify the port in which the SMTP service listens. The
default port for TLS is 587 and SSL is 465.

e Sender Email Address for Notifications: The email address specified
here will be used as the From address, when Securden triggers email
notifications to users.

e Supply Credentials: If authentication is required to gain access to your

SMTP server, you need to supply the appropriate credentials.

After providing the required details and authentication credentials, click Save.

You may test the configuration setting by sending a test email.
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Proxy Server Settings

If your organization makes use of a proxy server to regulate internet traffic,
configure the proxy server details to facilitate Securden to connect to the

internet.

To configure proxy server details, navigate to Admin >> General >> Proxy

Server Settings and switch the toggle Enable Proxy to green.

To add a proxy server, click on Add Proxy Server.

In the text fields below, enter the Hostname or IP Address of the machine
that hosts the proxy server. Also, enter the Port used by the proxy server to

allow client connections.



BN securden EPM Administrator Guide

@ Securden Endpoint Privilege Manager 2 av

Add Proxy Server

If the proxy server requires authentication, you need to enable the checkbox

Supply Credentials and enter the credentials.

Save the settings and then run a test to verify the connection.

Securden Server Connectivity

Before your users start using Securden, you need to specify how your users
can connect to the Securden web interface from endpoints and the name with

which the end user machines identify the Securden server host.

To configure server settings, navigate to Admin >> General >> Securden

Server Connectivity. In the GUI that opens, enter the following details.
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Q‘. Windows Privilege Manager

Dashboard Computers Applications Privileges Users Reports Admin

Admin > Securden Server Connectivity

Securden Server Connectivity

This setting is to specify how to connect to Securden web interface from client machines and the name with which the client machines identify the Securden server host while

deploying agents

URL to access Securden server: You can specify below the exact details of the host in which Securden server is running to enable client machines to establish a connection with the

server. In case, you have configured an alias, you may specify the same.

Server Machine Address: Specify the exact address of the machine where Securden server is running to enable client machines identify the Securden server while deploying agents.

https://sec-demo-2k16:5151

sec-demo-2k16

URL to access Securden server: This URL refers to the exact details of
the host server on which Securden is running. These attributes enable client
machines to establish a connection with the server. If you have configured an
alias name, you may specify the same. You can also enter the IP address or
domain name. Securden server uses port 5151 by default. If you wish to

change the Server port, follow the steps below.
To change the server port,

e Navigate to the <securden installation folder> /conf directory. Open
the file named server.properties with Wordpad or notepad++.

10
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conf X oy
ONew- ¥ © @ B @ N
<« v A > ThisPC > Windows (C:) > Program Files > Securden > Windows_Privilege_Manager > conf

Name Date modified Type
app_import_hash_not_needed
- app_import_not_needed

- app_server

3 builtin

3 installer
Idap_attributes
license

pgsal_upgrade

[ productversion

[ public keyxey
remote_launcher

[) securdenkey

© securden_key

[ securden-certpem

[™) securden-cert-copy.pem

[) securden-key.pem 03-08-2023 1042 PEM File
[ securden-key-copy.pem
[ server.cont

| server 27-07-2023 15:50 PROPERTIES File

20items  1item selected 3.18K8

e Look for the entry SERVER_PORT and enter the required port number.

server x +

File Edit View

SECONDARY_DATABASE_HOST = 127.0.0.1
SECONDARY_DATABASE_PORT = 5252

IS_DB_CONN_WIN_AUTH = True
SQLSERVER_DRIVER = ODBC Driver 13 for SQL Server

IS_BUNDLED_DB = True

A _PORT = 5151
SERVER_REDIRECT_FOR_PORT_80 = False

TORNADO_SERVER = 127.0.0.1
TORNADO_PORT = 5621
TORNADO_PROXY_PORT = 5622
IS_TORNADO_SERVER_START = False

SERVER_FIPS_MODE = False

RDP_GATEWAY_ADMIN_PORT = 5624
RDP_GATEWAY_PORT = 5625

RDP_GATEWAY_PROXY_PORT = 5626
IS_RDP_GATEWAY_START = False

API_SERVER_WEB_SOCKET_SERVER = 127.0.0.1
API_SERVER_WEB_SOCKET_SERVER_PORT = 5133
API_SERVER_WEB_SOCKET_SERVER_PROXY_PORT = 5134
IS_START_API_SERVER_WEB_SOCKET_SERVER = False
EXTERNAL_SERVER_PORT = 6161
EXTERNAL_TORNADO_PROXY_PORT = 6622
EXTERNAL_RDP_GATEWAY_PROXY_PORT = 6626
ENABLE_INTERNAL_CLIENT_AUTH = False

ENABLE_SERVER_SPECIFIC_HOSTNAME_ONLY_ACCESS = False
SERVER_ACCESS_HOSTNAMES =

SERVER_TLS_V1.2 = False

# SERVER SSL CIPHER SUITE TYPE : Allowedvalues - GCMRC4, GCM, RC4
Ln1,Col 2

e Restart Securden WPM Service from

services.msc.

100%

Windows (CRLF)

UTF-8

X

11
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File Acion View Help

& m ds He »eup
Services (Local) =) Servicas (Local)
Securden WPM Service Name Description Log On As
£ Secondary Logon Enables start. Local System
£ Securden Agent Observer Se.. Securden ag. Local System
&), Securden Agent Service Agent servic.  Run ic(De-. Local System
& Securden PAM Service Privileged Ac.  Run c(De.. Local System

Description Q
Prvileged Access Security - Securden g
Service

Securden Voult Service Privileged Ac
Securden WPM Service Privileged Ac.  Run
ing Pro.. Provides sup-. Run
The startup
The WSCSVC..

ic (De.. Local System
. Local System

£, Shared PC Account Manager
£ Shell Hardware Detection

£ Smart Card

£ Smart Card Device Enumerat.. Creates soft
& Smart Card Removal Policy  Allows the s..
G SNMP Trap Receives tra.
£ Software Protection Enables the
£ Spatial Data Service i
G Spot Verifier
&, SSOP Discovery

TrFzezze2

£ Storage Tiers Management
G Synaptics helper service
&) Sync Host_14e71360

ZzZzzZZZEZZEZEEEZE

Extended / Standard /

If you wish to open the Securden WPM interface without entering the port

number, you can use the default port number 443.

After updating the server.properties file, you may enter the modified port in

the server connectivity field.

Troubleshooting tip

If you are not able to connect to the Securden server using the domain name,
then you can connect using the IP address of the server on which the service

is hosted.
Server Machine Address: Specify the exact address of the machine where

the Securden server is running to enable client machines to identify the

Securden server while deploying agents.

12
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Integrating Active Directory Domains

All users and endpoints in your network are linked with your domain. Domain-
connected computers, users and OUs in your domain can be easily fetched by

Securden WPM into its interface for management.

Securden allows you to add multiple AD domains. You can add all the domains
here. Basically, you need to specify the IP address of the domain you want to

add and its connectivity details.

To add a new domain, navigate to Admin >> Integrations >> Active

Directory Domains

@ Securden Endpoint Privilege Manager

Privilege Management Security

{2 Privilege Elevation Requests

High Availability
Notifications £ Database Backup
i Event Notifications High Availability

Mail Notifications

Maintenance & Upgrades

Customization Product Upgrades

Product Language Selection o License

If you are about to add your first AD domain to Securden, you will be directly
redirected to the Add Domain page. If you have already added a domain, it

will appear in the list. To add a new domain, click on Add Domain.

13
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This page shows the list of all Active Directory domains added to Securden. You can supply the privileged credentials to perform various remote operations on the domain here. You may also delete the domains that are not

needed.

a c m

Domain Name *

SECURDEN.AWS.COM

Showing 1to 1 of 1 25 v

Address

172.31.1.11

NetBIOS Name

SECURDEN-AWS

In the GUI that opens, enter the following details:

q’ Securden Endpoint Privilege Manager

Computers Applications

ry Domains > Add Domain

Add Domain

This step basically imports the domain from Active Directory.

Secondary IP Addresses (Optional)

Connection Mode

SSL

Supply Administrator Credentials

Userame

Password

Users

Reports

Showing 1to 1 0f 1 25 v

Credential

Administrator

Help

Domain IP Address

Specify the FQDN or IP address of the domain to be scanned
You have the option to enter any number of secondary IP
addresses in comma separated form. This will help Securden
establish connection if the primary IP address is not working,

Connection Mode

Specify the mode (SSL/non-SSL) through which Securden has
to establish connection with the AD domain. If SSL mode is
selected, the domain controller should be serving over SSL in
port 636 and the certificate of the domain controller should
have been signed by a CA. If the certificate of the domain
controller is not signed by a certified CA, you need to import all
the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller
and all the intermediate certificates if any. For details, click
here

Supply Administrator Credentials

You need to supply administrator credentials so as to enable
Securden 1o scan the members in the domain. You may enter
the username and password manually once and this will be
stored in Securden for use during subsequent import attempts.

14
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Domain IP Address

Specify the FQDN or IP address of the domain to be added. You have the
option to enter any number of secondary IP addresses in a comma-separated
form. This will help Securden establish a connection if the primary IP address

is not working.
Secondary IP Address

Specify the Secondary IP address of the domain, this is useful in case the

Primary IP is not reachable.
Connection Mode

Specify the mode (SSL/non-SSL) through which Securden has to establish a
connection with the AD domain. If SSL mode is selected, the domain controller
should be serving over SSL in port 636 and the certificate of the domain

controller should have been signed by a CA.

If the certificate of the domain controller is not signed by a certified CA, you
need to import all the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller and all the

intermediate certificates if any.

Supply Administrator Credentials

You need to supply administrator credentials to allow Securden to scan the
members in the domain. You may enter the username and password manually

once and this will be stored in Securden for subsequent use.

15
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Once all the fields have been filled, click Add Domain.

Once you’'ve added the domain, it will be visible on the Active Directory
Domains list. You may now connect to the domain and fetch computers and

users into Securden easily.

Import Domain Controllers Certificate

An example is provided below highlighting the steps involved in importing the
domain controller's certificate into the certificate store of the Securden server
machine. However, you may use any procedure that you would normally use

to import the SSL certificates to the machine's certificate store:

e In the Securden server machine, launch Internet Explorer and
navigate to Tools >> Internet Options >> Content >>
Certificates.

e In the GUI that pops up, click Install Certificate and then choose
Local Machine in the next step.

e Browse and locate the root certificate issued by the CA.

e Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.

e Click Import again.

e Browse and locate the domain controller certificate.

e Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.

e Apply the changes and close the wizard.

e Repeat the procedure to install other certificates in the root chain.

16
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SECTION 2: User Management

Onboarding Users to WPM

User management deals with onboarding the users into Securden WPM. Since
application control policy creation could involve workstations/servers as well

as users, this step is needed.
Prerequisite:

Before you proceed with onboarding the users, you should have configured
the mail server settings, as the login information will be sent to the registered

email address of each user.

Import Users from Active Directory

When you integrate with AD, Securden scans your AD domain and obtains the
users and groups in the domain. You can search for any specific user(s) or a
group of users and add them to Securden. Importing from AD is a two-step

process.

Navigate to Users >> Add >> Import Users From AD.

17
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shboard pplications

m Morew Q

F 3 All Users v

Users

=
g admin@ Import Users From Azure AD

User Groups Adminis  Add Users Manually

Import From File
=i Bala

balagovindarajar

ecurden.com

Auditor

&5 Balasubramanian Venkatramani
bala@securden.com

Administrator

& Kumaran Balan
kumaran@securden.com

User

4 Parthasarathy Dharmalingam
parthasarathy@securden.com

User

& Pradhyumnan

pradhyumnand@amail.com

1t080f8 25 v n

Privileges
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sers Reports Admin

Details  Privilege Elevation Approvers ~ Repoit  Concurrent Logins

Administrator

Username

Bl Administrator

Login Name

El Administrator

Email

admin@securden.com

Domain

Bl SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name
CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

Role

Administrator

Phone Number

Step 1: Establish Connectivity

Actions v # Edit [ Delete

Q
3
c
]

This step requires you to provide certain details to enable Securden WPM to

scan members of the AD domain.

@ Securden Endpoint Privilege Manager

Dashboard

Your license allows a maximum of 100 users. You can add 92 more.

Import Users from AD

-3 Step 1: Establish Connectivity

Securden scans your Active Directory domain and obtains the users and groups in the domain. You can discover any specific user(s) o a group of users and add them to Securden. User

discovery s a two-step process

SECURDEN

Secondary IP Addresses (Optional)

Connection Mode

o
@

Supply Administrator Credentials

The following account already supplied will be used to connect to the active directory domain

Administrator [Modity]

-

Help

Importing users from AD is a two step process. In the first step
here, you need to supply certain details to enable Securden to
scan the members in the domain

Domain IP Address

Specify the FQDN or IP address of the domain to be scanned.
You have the option to enter any number of secondary IP
addresses in comma separated form. This will help Securden
establish connection if the primary IP address is not working

Connection Mode

Specify the mode (SSL/non-SSL) through which Securden has
to establish connection with the AD domain. If SSL mode is
selected. the domain controller should be serving over SSL in
port 636 and the certificate of the domain controller should
have been signed by a CA. If the certificate of the domain
controller is not signed by a certified CA, you need to import all
the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller
and all the intermediate certificates if any. For details, cl

Supply Administrator Credentials

You need to supply administrator credentials so as to enable
Securden to scan the members in the domain. You may enter
the username and password manually once and this will be
stored in Securden for use during subsequent import attempts.

18
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In the GUI that opens, enter the following details:

Domain IP Address: Specify the FQDN or IP address of the domain controller
to be scanned. You have the option to enter any number of secondary IP
addresses (secondary domain controllers) in a comma-separated form. This

will help Securden establish connection even if the primary IP is not accessible.

Connection Mode: Specify the mode (SSL/non-SSL) through which Securden

has to establish a connection with the AD domain.

If SSL mode is selected, the domain controller should be serving over SSL in
port 636 and the certificate of the domain controller should have been signed
by a CA.

If the certificate of the domain controller is not signed by a certified CA, you
need to import all the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller and all the

intermediate certificates if any.

Supply Administrator Credentials: You need to supply administrator
credentials to enable Securden WPM to scan the members in the domain. You
may enter the username and password manually once and this will be stored
in Securden for use during subsequent import attempts. You can discover any
specific user(s) or a group of users and add them to Securden with these

admin credentials.

After entering all the details, click on the Next button.

19
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Step 2: Import Users

This step is to select and fetch the required users and groups from the AD
domain specified. The GUI offers the flexibility to fetch users from OUs/Groups
in bulk and even specific users, in a single step. That means you can discover,

search, and add the users, OUs, and groups to be imported in a single step.

You can enter the discovery details in any combination of OUs, groups, and

users as you wish.

To import OUs, select the OU tab.

Import Users from AD

Step 2: Discover and Import

= =3

Verify the Objects Selected for Discovery

1. Enter the OU name in the field named Search OU and click Discover.

2. You can also browse from the OU tree by clicking on the Browse OU
Tree and Select. You can select the required OUs from here and select
Add.

20
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SECURDEN.AWS.COM

Allusers
AWSComputer
Computers
Domain Controllers
Domain Members

& Failover Cluster
ForeignSecurityPrincipals
IT_USER

B Keys
Mananad Qaniica Arearinte

Cancel

3. Once all the required OUs are selected, you can verify the selected OUs

in the Verify the Objects Selected for Discovery section.

To import users from groups, select the Groups tab.

Yourlicense allows @ matimum of 100 users. You can 3dd S2 more.

a =
Import Users from AD Help

Tris stepis o fetch the required users and groups from the AD
domain speciied

a Step 2 Discover and Import

na
Securden fetches A specified When you importuser groups, Securden wil mainesin the same group structse here ton You havethee optins here and you can exercie any or @ combination ofth tree options below as requied na single step. snge s, Vou can emer the dsconey s any
combinason 25 you wish

R For example i you
DomainlP: 17231 Group, first enter
Discover. Then o
of the Group, lck
inally click Import S«uje'\m\ et ol s
of the O and Group specied

feich users from an OU and a
Domain Name : S& . i

Note: usewrpm subject 1o your icense limits. In case,the

of s actunly iered il condam 1 the enoe
count. Remaining users will ot be imported. You can veriy the
detaisin the et step.

Veiify the Objects Selected for Discovery

iy you uits before proceeding to importing them to Securden

When importing users, what showid be the user role?

User v

21
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1. Enter the group name and select Discover.

2. You can also browse from the OU tree by clicking on the Browse
Groups and Select Option. You can select one or multiple groups and
select Add.

SECURDEN.AWS.COM

Access Control Assistance Operators
] Account Operators
] Administrators

All Domain Member Computers

Allowed RODC Password Replication Group

Backup Operators

Cert Publishers

Certificate Service DCOM Access

3. You can then verify your selection in the Verify the Objects Selected
for Discovery.

22
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To import Users Individually, Select the Users tab.

Import Users from AD

Step 2: Discover and Import

o EHJSE

Verify the Objects Selected for Discovery

1. Enter the name of the user to be searched and select Discover.
2. You can then verify your selection in the Verify the Objects Selected

for Discovery section.

Once you have selected the required OUs, groups, and users, you may assign

a user role for the selected entities from the Role in Securden dropdown.

Before selecting import, you can look into the advanced settings which are

explained below.

Advanced settings

This option allows you to either include domain users of all subgroups of
the group being imported or ignore the subgroups and import only the

users of the first level group.

23
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@ Windows Privilege Manager Q av

[ oo oo e |

Verify the Objects Selected for Discovery

fy your search results before proceeding to importing them to Securden

When importing users, what should be the user role?

Advanced Settings (optional)

What would you like to do with subgroups when importing a group?

Ips to the group being imported (Users of subgroups will be imported; but subgroup structure will not be retained in Securden)

t only the users of the first level group

Note: User import is subject to your license limits. In case, the number of
users you try to import exceeds the license limit, the number of users
actually imported will conform to the license count. The remaining users
will not be imported. You may write to support@securden.com for an

upgraded license.

You can verify the details in the next step. On selecting the required OUs,

groups, and users, Click Import.

The process of discovering the OUs/Groups/Users will take a while to
complete. The discovered OUs/Groups/Users will be automatically
populated to Securden inventory after completion. The summary of

imported Users, OUs, and Groups will be displayed as shown below.

24



Import from Azure AD
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Discovery Process Completed

Following is the summary of Groups/Users discovered by Securden

Users Imported 1
Users Synchronized

Users Skipped

Groups Imported 1

Groups Synchronized

a ¢ m
User/Group Status
& serviceaccountl mported

& SecurdenUsers mported

import requires

Showing 1to 2 of 2 25 v

Reason

internet connectivity. If your

organization makes use of a proxy server to regulate internet traffic, you

should have configured proxy server settings (from Admin >> General >>

Proxy Server Settings).

Securden allows you to import users from Azure AD.

Navigate to Users >> Add >> Import Users from Azure AD
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@ Securden Endpoint Privilege Manager Q
Dashboard Computers Applications Privileges Reports Admin
v More >
2 All Users 2R voe- Q etails  Privilege Elevation Approvers  Report  Concurrent Logins
Import Users From
}% Administrator Actions v/ Edit T Delete

IS Add Users

Import Fr

rden.com Bl Administrator

Login Name

& Balasubramanian Venkatramani 3 Administrator

Email
) admin@securden.com
& Kumaran Balan

X Domain

3) SECUR

AWS COM (SECURDEN-AWS)

& Parthasarathy Dharmalingam Distinguished Name

asarathy@securden com CN=AdministratorCN=Users DC=SECURDEN.DC=AW

Role

& Pradhyumnan Administrator

pradhyumnand@gmail.com
Phone Number

A& Securden Administrator
3 1000000000433

Step 1: Establish Connectivity

In the first step, you need to supply certain connectivity details to enable
Securden to scan the members in the domain. This step requires integration
with Azure AD.

g Securden Endpoint Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
2 Your license allows a maximum of 100 users. You can add 92 more.
Hel
. Import Users from Azure AD P

Importing users from Azure AD is a two step process. In the
first step, you need to supply certain connectivity details to

K[ Step 1: Establish Connectivity enable Securden to scan the members in the domain. This step
requires integration with Azure AD and some configuration

User Groups steps. For details, refer to this document

Securden scans your Azure Active Directory domain and obtains the users and groups in the domain. You can discover any specific user(s) or a group of users

and add them to Securden. User discovery is a two-step process. Tenant ID

Directory ID (Your organization's ID with Azure AD)

Client ID
-Add New Domain- v

Application ID (Client ID of the application)

6dc1469-23bc-4r29-a804-7990844d81b0 Client secret

Secret Key Created for Securden

12353-69-31e0-4863-H336-H08ded23e8c Prerequisite: Azure AD import requires intemet connectivity. If
your organization makes use of a proxy server to regulate
internet traffic, you should have configured Proxy server

settings (Admin >> General >> Proxy Server Settings)
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In the GUI that opens, you need the following fields:

Tenant ID: Enter the Directory ID i.e., your organization's ID with Azure AD.
Client ID: Enter the Client ID of the application.

Client secret: This is the Secret Key Created for Securden.

(These details are available on your Azure AD interface)

Once the required details have been filled in, click Next.

Step 2: Import Users

This step is to fetch the required users and groups from the Azure AD domain
specified. This GUI offers the flexibility to fetch users from groups in bulk and
individual users, in a single step. That means you can enter the names of the

groups and users to be discovered in a single step.

To import Groups, select the Groups tab.

Q Securden Endpoint Privilege Manager Q 8 v
Dashboard Computers Applications Privileges Users Reports Admin
‘ Your license allows a maximum of 100 users. You can add 92 more.
Import Users from Azure AD
g{ Step 2: Discover and Import
:
Securden fetches users and user groups from the Azure AD domain specified. When you import user groups, Securden will maintain the same group structure

here too. You have two options here and you can exercise any or a combination of the two options below as required in a single step

nain Name: Tenant ID:

vers

Fetch all users who are part of the selected group(s). Your search text should contain the starting characters of the group names. Then click the ‘Discover button

Verify the Objects Selected for Discovery

erify your search results before proceeding to importing them to Securden

Azure test X
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1. Enter the required group name and select Discover.

2. You can then verify your selection in the Verify the Objects Selected

for Discovery.
3. You can select the role for the groups imported using the Role in

Securden dropdown.

To import Users, Select the Users tab

v Securden Endpoint Privilege Manager Q \ v
Dashboard Computers Applications Privileges Users Reports Admin
Hel
2 Import Users from Azure AD

Step 2: Discover and Import

¢ Grouy you import user groups, Securden will maintain the same group structure
e two options below as required in a single step.

Domain Nam Tenant I
Client ID:
croups ! ° = !
will not be imported. You
Fetch specific users. You can enter specific domain usernames. Your search text should contain the starting characters of the user names. Then click the ‘Discover
button.
b =32

Verify the Objects Selected for Discovery

Veriy your search results before proceeding to importing them to Securden

Azure test X Siva Kannapiran X

1. Enter the name of the user in the search bar and select Discover.
2. Verify your selection in the Verify the Objects Selected for

Discovery.
3. You can select the role for the Users imported using the Role in

Securden dropdown.

Advanced settings

It is common to have subgroups in AD. When importing a group, you have
the option to import all the subgroups along with the users. You can choose

to import the subgroup or ignore them.
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Verify the Objects Selected for Discovery

search results before proceeding to importing them to Securden

Advanced Settings (optional)

What would you like to d

subgroups when importing a group?

Note: User import is subject to your license limits. In case, the number of
users you try to import exceeds the license limit, the number of users actually
imported will conform to the license count. The remaining users will not be

imported. You can verify the details in the next step.

On selecting the required Users, OUs and Groups, click on Import.

The process of discovering and importing the OUs/Groups/Users will take
some time to complete. The discovered OUs/Groups/Users will be
automatically populated to Securden inventory after completion. The

summary of imported Users, OUs, and Groups will be displayed.
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Discovery Process Completed

Following is the summary of Groups/Users discovered by Securden

Users Imported 1
Users Synchronized

Users Skipped

Groups Imported 1

Groups Synchronized

a ¢ m
User/Group Status
& serviceaccountl mported

& SecurdenUsers mported

Import from File

Showing 1to 2 of 2 25 v

Reason

Importing users is very flexible in Securden. If you already have cataloged

users or if you have a file exported from another password

manager/repository, then you can import them using an XLSX/CSV file. As

part of the import process, you may need to convert the input file format to

Securden database file format using the mapping feature discussed below.

Typically, each line in the input file is added as a user.

To import users, navigate to Users >> Add >> Import From File.
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@' Securden Endpoint Privilege Manager Q av

Detal Privilege Elevation Approvers  Report  Concurrent Logins
a8 Administrator Actions v/ Edit Delete
. © Sync User
bala
Audit
Login Name
% Balasubramanian Venkatramani Eh Administrator
bala@securden.com
sministrat Email
Bl admin@securden.co
& Kumaran Balan
(T Domain
User E}j SECURDEN. AWS.COM (SECURDEN-AWS)
% Parthasarathy Dharmalingam
parthasarathy@securden.com URDEN,DC=AWS,DC=CON
Role
2 Pra dministrat

Phone Number

& Securden Administrator

User ID

E 1000000000433

In the GUI that opens, fill in the required details as below

File Format: Choose your input file format here. CSV will be selected by

default. If you need to import using excel sheet, then simply select the XLSX

option.

Q Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Reports
‘ Securden licensing is based on the number of users.
_— Import Users From File

User Groups [%]

csv XLSX

User v

Use username as password v

Browse

m Cancel
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If you are importing from a CSV file, you need to specify the delimiter in the
Delimiter field to separate the values in the file. You have comma, tab, colon,
and semicolon options to choose from the drop-down. Irrespective of your file
format selection, the rest of the GUI fields are the same. You should proceed

further to fill in other fields as below.

e Role in Securden: You can select the user role of the imported user(s)
from the dropdown.

e Password: Here you have the option to choose between sending an
email with the password creation link and using the username as a
password. Choose your option from the drop down.

e Browse: Browse the location of your input file and select it.

Once done, click Next.

Map Columns

Here you can map the columns in your input file to attributes in Securden
WPM.
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For example, you can map (LHS) --> (RHS),

Username ---> Name,
Password --> Password,
URL --> URL,

Hostname --> Hostname (created as additional field),

extra --> extra (created as additional field),

grouping ---> Folders.

Note: If you have used the first row of your file to define a user, you need to

select the checkbox named Include first row.

After mapping the fields, click Save.

The discovery process will take few moments to import and populate all the

users in Securden. Once the process is complete, a summary of users and

user groups that were imported, synchronized, skipped will be displayed.

Discovery Process Completed

Following is the summary of Groups/Users discovered by Securden

Users Imported 1
Users Synchronized

Users Skipped

Groups Imported 1

Groups Synchronized 0

a c m
User/Group Status
& semviceaccountl mported

& SecurdenUsers mported

Showing 1to20f2 25 Vv

Reason
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Note: When an attempt is made to import more users than what is
provisioned through the license, the number of users provisioned through the

license will be imported and the rest will be skipped.

Add Users Manually

You can also create users in Securden WPM manually. Similar to importing
from files, users added manually will get login credentials to access WPM.

Navigate to Users >> Add >> Add Users Manually.

@ Securden Endpoint Privilege Manager . o
G
F 3 All Users v m A 1 Privilege Elevation Approvers  Report ncurrent Logins
{mport Users From AC ——
R Import Users From Azure AD
mgin _ Administratol tions v Edit 1
Tmport From Fil
= Bala Usernam m
2 Administrat

& Pradhyumnan

& Securden Administrator

In this GUI, you will have to provide the following information to add a user.
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Q Winc

Dashboard

}

8

ows Privilege Manager Q v

Computers Applications Privileges Users Reports Admin

Your license allows a maximum of 100 users. You can add 92 more.

Add User

Perry Use username as password v

mkt@org.com

User v Phone Number

Enforce Two Factor Authentication On © off

First Name - Enter the user's first name in the respective field.
Last name - Enter the user’s last name. This field is not mandatory.
Username - Enter a unique username with which the user can log in
to Securden.
For the password, choose from three options:
o Use Username as Password - The password will be the same
as the username provided.
o Email Password Creation Link - An email will be sent to the
user using which they can create their own password.
Password Policy - Select a password policy from the drop-down.
Role in Securden - You can set the access level of the user by
selecting the role the user will be categorized as. You can choose from
five roles, Super Administrator, Administrator, Auditor, Account
Manager, and User. The access levels of each role are explained later

in the section Default User Roles.
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7. Phone Number, Department & Location - These three fields are
not mandatory, but you can add them to ensure precise user

information for efficient management.

You have the option to enforce two-factor authentication for the user created.

You can select the checkbox named User specific 2FA options and enable
2FA.

Once all the details are furnished, click Save to create the user.

Editing Users

After importing the users into Securden, you can make modifications to the

user attributes if you want. Select the required user and click Edit.

@ Securden Endpoint Privilege Manager 2 v

‘ All Users v m Morev  Q

Privilege Elevation Approvers  Report  Concurrent Login

You can modify any field you want.
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Q Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
F 3 All Users v n Morev  Q .
Edit User
L
po admir fen.com
e ) Administrator Administrator

&% Bala Govindarajan Kasthuri Rajan
balagovindarajan@securden.com admin@securden.con|

&2 Balasubramanian Venkatramani Administrator v Phone Number
bala@securden.com
ministrator

Department Location
&5 Kumaran Balan partme orane
kumaran@securden com
User

Enforce Two Factor Authentication on ® off
&% Parthasarathy Dharmalingam .

Access to Securden GUI ® ®  Allow Deny
parthasarathy@securden.com
User

1to8of8 25 v n

You can enable or disable two-factor authentication and temporarily deny or
allow specific users to access the Securden web interface as needed.

Make the required changes and click Save.

Assign Roles to Users

By default, the users imported from Active Directory or other means will have
the role User. You can change and assign roles for these users individually or

in groups.
To change the role of a user,

1. Navigate to the Users tab in the GUI, and select the required users.

2. Go to Actions >> Change Role.
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@ Securden Endpoint Privilege Manager

Dashboard

F 3

8

Alternatively, you

Computers Applications

All Users v m Morev  Q

Auditor

4 Balasubramanian Venkatramani

bala@securden.com

% Kumaran Balan
kumaran@securden.com

Use
& Parthasarathy Dharmalingam
parthasarathy@securden com

& Pradhyumnan

& Securden Administrator
Iocaladmin@seciirden com

1to80f8 25 Vv

Users Reports Admin

Detai Privilege Elevation Approvers

Administrator

Usemame

B} Administrator

Login Name

B Administrator

Email

B admin@securden com

Domain

B SECURDE SECURDEN-AWS)

Distinguished Name

CN=AdministratorCN=Users.DC=SECURDEN.DC=AWS.D

Role

Administrator

Phone Number

User ID

£ 1000000000433

Q v
Report  Concurrent Logins
Actions v/ Edit Delete
© Sync User
control Application Access
Configure Temp
=COM

may use the Edit option to change the role of users.

Under the drop-down named Role in Securden, you will find a list of three

default roles available in Securden. They are explained as below

v Windows Privilege Manager

Dashboard

a

8

User Groups

Computers Applications

All Users v

& Pradhyumnan

pradhyumnan@sec:

User

& Securden Administrator
localadmin@securden.com

Administrator

shyamsend9@gmail.com
User

& Surendar Pasupathi

securden.com

& TrexS
shyamsen99@gmail.com

Administrator

1t0100f 10 25 v

Privileges Users Reports

Edit User

SMathtew

shyamsen99@gmail.com

Admin

User

Administrator
Auditor

User

Custom User Roles

Approver

v | Phone Number

Location
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e Administrator - They can administer the application, including user
management. They will be able to manage privilege elevation requests
raised by users.

e Approver - They can manage privilege elevation requests raised by
users. They can choose to approve or reject requests once they vaildate
them.

e Auditor - They can view the reports and audit trails generated in the
application. They can manually add users.

e User - They will have general access to the web UI. Most of their
interactions will be with the Securden agent. They can raise privilege

elevation requests using the agent.

Custom User Roles

Other than the predefined/default roles, you can also create custom user roles
based on the specific needs of the organization. You can assign features at a
granular level by selecting specific features. After creating a role, if the
permissions are to be modified, the changes will have to be approved by

another administrator.

To create custom user roles, navigate to Admin >> Customization >>

Custom User Roles.
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Q Securden Endpoint Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin
Q Search

High Availability

Notifications Integrations & Database Backup
[] Event Notifications <J» Active Ditectory Domains -8 High Availability
2 Mail Notifications &= syslog for SIEM

Maintenance & Upgrades
# SAML SSO

Customization E& Product Upgiades
L@ Securden Agent Text Customization B4 Mail Server Settings

25 Configurations @ Proxy Server Settings

B3 Logo, Theme and Text 1}‘. Securden Seiver Connectivity

[@] Product Language Selection (5 License

A list containing all the existing roles and corresponding descriptions will be

displayed. In addition, you have the option to create new roles or delete
existing roles.

v' Windows Privilege Manager Q a&v
Dashboard Computers Applications Privileges Users Reports Admin

Admin » Custom User Roles
Custom User Roles

You can create custom user roles assigning specific access permissions to users based on the specific needs of your organization. You can assign features at granular level selecting specific features. After creating a role, if the permissions are to be
modified, the changes will have to be approved by another administrator.

a ¢ m Delete Roles Showing 1t030f3 25 Vv
Role Name Description Status Actions
Administrator All features accessible v Active &

Auditor General access and auditing features v Active =
User General access v Active =
Showing1t030f3 25 Vv n

To create a custom role, click on Create Custom Role. In this GUI, enter the

following details:
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9 Windows Privilege Manager Q v
Dashboard Computers Applications Privileges Users Reports Admin

Create a Custom Role

You can create custom user roles from here. You need to select the privileges required for the role from the list below

Role Description

Features
Select All Features

Privilege Management

B Admin Privilege Request Add Applications, Commands Configure Privilege Elevation Remove Admin Rights

User Management

Add User Edit User

s from AD

Concurrent Login: User Reports

Control Application Control

e Role Name: Name of the newly created role. This will be displayed in
all the role-related fields and drop-down menus in the GUI.

e Role Description: A short brief of the role.

e Features: You can select the features listed in checkboxes. Any user

assigned to this role will be able to access/perform these
features/activities.

9 Windows Privilege Manager Q &v
Dashboard [ ) N ES Applications Privileges Users Reports Admin

Admin > Custom User Roles > Create a Custom Role

—_—— —_——

e s ey s s e

Reports
Standard Reports Export Reports Dashboard Reports

Admin Operations
Approve Privilege Elevation R Automatic Approval Policies f. Automatic Approval Policies f. Delete Automatic Approval Po. Technician Access Policies fo. Technician Access Policies fo.
Delete Technician Access Pol. Manage Event Notifications Manage Custom Roles Securden Agent Text Customi Manage Configuration Settings Customize Logo, Text
Change Product Language Configure 2FA Manage Email to SMS Gateway Configure RADIUS Server Sett. Manage SIEM Integration Manage SAML SSO Integration
Manage Mail Server Settings Manage Proxy Server Settings Manage Securden Server Con. Manage Securden License Manage Domain Administrato. Change Encryption Key Locati
Configure Database Backup Configure High Availability Maintenance & Upgrades
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Once you have selected the required features. Click on the Save button to
complete role creation. The newly created role will be visible on the custom

user roles list.

Do
<

v Windows Privilege Manager Q
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Custom User Roles

Custom User Roles

You can create custom user roles assigning specific access permissions to users based on the specific needs of your organization. You can assign features at granular level selecting specific features. After creating a role, if the permissions are to be
modified, the changes will have to be approved by another administrator.

a com Delete Roles Showing1todof4 25 v
Role Name Description Status Actions
Administrator All features accessible
Approver Approves requests it =l a
Auditor General access and auditing features
User General access

Showing 1to 4 of 4 25 v n

Note: After creation, custom user roles have to be approved by another
administrator. You can assign a custom role to users once they have been

approved.

User Details

In the Details section, you can find the Username, Login Name, Email, and
other user information. You can select the Sync User option to synchronize

user details in WPM with corresponding user details in AD or Azure AD and

keep them up to date.
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9 Windows Privilege Manager

shboard

Jser Groups

Actions

Col

1to8of8

ters Application:

All Users v

=2 Administrat

admin@securden.com

Administrator

=i Bala Govindarajan Kasthuri Rajan
balagovindarajan@securden.com

User

= Balasubramanian Venkatramani
bala@securden.com

Administrator

& Harini
omgkrish.hai@gmail. com

Administrator

& Kumaran Balan

kumaran@securden.com

5
<

Privileges

m Moew Q

Users

Details

CN=Administrator,CN=Users,DC=SECURDEN,DC=

Reports

Privilege Elevation Approvers

Administrator

Username

El) Administrator

Login name

El Administrator

Email

Bl admin@securden.com

Domain

Bl SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name

Role

Administiator

Report

S,DC=COM

Concurrent Logins

Actions v

# Edit

Delete

Under Actions, you can find user settings such as Change Role, Enable or

Disable 2FA, Control Application Access, and Configure Temporary

Access. These settings are discussed in detail below.

Q' Securden Endpoint Privilege Manager

Dashboard

Jser Group:

Computers

1to80f8 25 v

Applications

All Users v

L nistrator

admin@securden.com

Administrator

4 Bala Govindarajan Kasthuri Rajan
balagovindarajan@securden.com

Auditor

% Balasubramanian Venkatramani
bala@securden.com

Administiator

% Kumaran Balan
kumaran@securden.com

User

&4 Parthasarathy Dharmalingam
parthasarathy@securden.com

User

Privileges

m Morev Q

Reports

Details

Administrator

Username

El Administrator

Login Name

El Administrator

Email

Elj admin@securden.com

Domain

Eh SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name

Privilege Elevation Approvers

Admin

Report

Concurrent Logins

Actions v

Change Role
Configure 2FA
Control Application Access

Configure Temporary Access

CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

Role

Administrator

# Edit

o

Delete

43



Securden EPM Administrator Guide

Change Role

You can change the role of the selected user(s) from here.

v Securden Endpoint Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin

‘ All Users v m Moew Q

Details Privilege Elevation Approvers Report Concurrent Logins

& Ad strator
@ admin@securden.com Administrator Actions v # Edit Delete
User Groups Administrator

Change Role

% Bala Govindarajan Kasthuri Rajan Username - < Sync User
Configure 2FA

balagovindarajan@securden.com El Administrator ?

Auditor Contiol Application Access

Login Name

Configure Temporary Access

& Balasubramanian Venkatramani Bl Administrator

bala@securden.com

Administrator Email

Bl admin@securden.com
&% Kumaran Balan

kumaran@securden.com Domain

User El) SECURDEN.AWS.COM (SECURDEN-AWS)

&% Parthasarathy Dharmalingam Distinguished Name

paithasarathy@securden.com CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

User

Role
1to80f8 25 v n R
Administrator

If any of the selected users possess administrator level privileges such as
approval privileges, you won't be able to downgrade the role of such user(s)

until alternative arrangements are made.

You can choose the role from the drop-down that appears and select Save.
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Change Role

You can change the role of the selected user(s) from here. If any of the selected
users owns accounts or possesses some admin privileges such as approval
privileges, you won't be able to downgrade the role of such user(s) until
alternative arrangements are made.

F

Administiator

Administrator
Auditor
User

Custom User Roles

Approver

To change roles of multiple users, you need to navigate to the Users tab,

select the required users and then go to More >> Change Role.

Q Securden Endpoint Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
More v
‘ All Users ~ m ! el Details Privilege Elevation Approvers Report Concurrent Logins
Users

Add Users to Group(s)

a 5 Administy
v - |wm
g’ ad’“'"iﬂ'secu'_ Balasubramanian Venkatramani Actions v # Edit 1] Delete

User Groups Administiator  Configure 2FA

- . Enable/Disable AD SSO

% Bala Govi Username & Sync User

balagovindara Enable/Disable RADIUS Authen. Eh Balasubramanian Venkatiamani

Auditor Control Application Access
Login Name

Configure Temporary Access
& Balasubre 9 poraty Elj bala
bala@securde Delete Users

Administrator Email
El bala@securden.com

% Kumaran Balan

kumaran@securden.com Domain

User [El) SECURDEN.AWS.COM (SECURDEN-AWS)

8 Parthasarathy Dharmalingam Distinguished Name

parthasarathy@securden.com CN=Balasubramanian

User Venkatiamani,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM
Role

Twsers [ v o
DECA Administiator
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Enable/Disable 2FA

Note: If you have not configured 2FA under Admin >> Authentication >>
Two Factor Authentication, you can simply select the Configure button

that appears and enable 2FA for the server.

Q Securden Endpoint Privilege Manager Q Av

Dashboard Computers Applications Privileges Users Reports Admin

‘ All Users m Mores Q

Users

Details Privilege Elevation Approvers Report Concurrent Logins

28 Administrator

g admin@securden.com sy B Administrator Actions v # Edit [l] Delete
User Groups Administrator
Change Role
2§ Bala Govindarajan Kasthuri Rajan Username ont P
onfigure
balagovindarajan@securden.com B Administrator 9
Auditor Control Application Access
Login Name
9 Configure Temporary Access
4 Balasubramanian Venkatramani Bl Administrator

bala@securden.com
Administrator Email

Bl admin@securden.com
% Kumaran Balan
kumaran@securden.com
User E SECURDEN.AWS.COM (SECURDEN-AWS)

Domain

18 Parthasarathy Dharmalingam Distinguished Name

parthasarathy@securden.com CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

User

Role
1to8of8 25 v n
o8 Administrator

Navigate to Users >> Details >> Actions >> Configure 2FA.

Configure 2FA

User Specific 2FA Options
Enable Two Factor Authentication ® on

Google Authenticator

. =
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You need to select the checkbox named User specific 2FA options and then
enable two factor authentication for the selected user. Then you need to select

all the allowed 2FA options for this user.

If you want to enable or disable 2FA for multiple users at the same time, you
can do so by selecting the required users and then navigating to Users >>

More >> Enable/Disable 2FA. The steps are similar as above.

v Securden Endpoint Privilege Manager Q Av

Dashboard Computers Applications Privileges Users Reports Admin

‘ All Users v m More~ Q

Details Privilege Elevation Approvers Report Concurrent Logins
User
Add Users to Group(s)
2 Administr
Change Role
g admin@secur 9 Parthasarathy Dharmalingam Actions v # Edit Delete
ser Groups »:drumstualml i I
Enable/Disable AD SSO
& Bala Govi Username o Yome et

balagovindara  Enable/Disable RADIUS Authen 3 Parthasarathy Dharmalingam

Auditor Control Application Access
Login Name
% Balasubre  CO"T9UIe Temporary Access B parthe
bala@securde  Delete Users
Administrator Email
h paithasarathy@securden.com
& Kumaran Balan
kumaran@securden.com Domain
User 4] SECURDEN.AWS.COM (SECURDEN-AWS)
& Partl

ysarathy Dharmaling Distinguished Name

parthasarathy@securden.com CN=Parthasarathy Dharmalingam,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM
User
Role

1to80f8 25 v n
User

Control Application Access

Using this feature, you can either allow or deny access to the interface for

specific users.
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Q Securden Endpoint Privilege Manager

Dashboard Computers

All Users v

Applications

Privileges

8 voe- Q

& Administrator

Administrator

admin@securden.com

% Bala Govindarajan Kasthuri Rajan

balagovindarajan@securden.com

Auditor

&4 Balasubramanian Venkatramani
bala@securden.com

Administrator

& Kumaran Balan

]
kumaran@securden.com
User
&% Parthasarathy Dharmalingam

parthasarathy@securden.com

User

1to80f8 25 v

Q
Users Reports Admin
Details Privilege Elevation Approvers Report Concurrent Logins
Parthasarathy Dharmalingam Actions v # Edit Delete
Change Role
Username © Sync User

Configure 2FA

Control Application Access

Configure Temporary Access

E} Parthasarathy Dharmalingam

Login Name

E} partha

Email

E} parthasarathy@securden.com

Domain

Bl SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name

CN=Parthasarathy Dharmalingam,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM

Role

User

If you want to allow or deny access to multiple users at the same time, you

can do so by selecting the required users and then navigating to Users >>

More >> Control Application Access as shown below.

Q Securden Endpoint Privilege Manager

Dashboard Computers

All Users v

% Administr
admin@securt

Administrator

&% Bala Govi
balagovindara
Auditor

&% Balasubrz
bala@securde

Administrator

Applications

Privileges

m Morew Q

Add Users to Group(s)
Change Role

Configure 2FA
Enable/Disable AD SSO

Enable/Disable RADIUS Authen

Control Application Access

Configure Temporary Access

Delete Users

%% Kumaran Balan

kumaran@securden.com

User

&4 Parthasarathy Dharmalingam
parthasarathy@securden.com

User

1to80f8 25 v

Users Reports Admin

Details Privilege Elevation Approvers Report Concurrent Logins

Balasubramanian Venkatramani Actions v 7 Edit Delete

Username

g
j

[} Balasubramanian Venkatramani

Login Name

[ bala

Email

[l bala@securden.com

Domain

[l SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name

CN=Balasubramanian
Venkatramani,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM

Role

Administrator

Click on Allow Access or Deny Access and then click Save.
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Allow or Deny Access to Securden %

You can allow or deny access to the password vault to the selected user(s) from here.
When you deny access, the user will remain disabled and won't be able to login to the
Vault. Disabled users will not be counted in licensing.

® Allow Access Deny Access

.

When you deny access, the user will remain disabled and won't be able to
login into WPM.

Note: Disabled users will not be counted in licensing.

Configure Temporary Access

This feature allows you to grant temporary access to the users to access the
Securden Web Interface. This feature comes in handy when you want to give

access to third parties for a limited duration.
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Q Securden Endpoint Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
More v
‘ All Users ~ m Q Details Privilege Elevation Approvers Report Concurrent Logins
Users
2§ Administrator
g admin@securden.com 4 Administrator Actions v # Edit [[] Delete
User Groups Administrator
Change Role
=
&% Bala Govindarajan Kasthuri Rajan Username & Sync User
X : . Configure 2FA =
balagovindarajan@securden.com El Administiator
Auditor Control Application Access
Login Name
9 Configure Temp
4 Balasubramanian Venkatramani El) Administiator
bala@securden.com
Administrator Email

El) admin@securden.com
3 Kumaran Balan
kumaran@securden.com Domain
User [ SECURDEN.AWS.COM (SECURDEN-AWS)

2 Parthasarathy Dharmalingam Diatinguished Nama

parthasarathy@securden.com CN=Administrato,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

User

Role
1to8of8 25 v n
080 Administrator

If you select Specify Duration, you will have to mention the date and time

when the user access will be disabled.

Configure Temporary Access

You can grant temporary access to Securden web-interface to select usei(s) by specifying access
expiration time. This feature will be useful in cases where you want to give access to third-parties for a
time-limited duration. At the end of the specified time, access to Securden will be terminated

Note: The current time on the server in which Securden runs is 16 Aug 2023 08:54 hrs. The execution time you set
here will follow the server time.

0 Specify Duration O Grant permanent access

The Access to user(s) will be disabled on DD/MM/YYYY at HH v MM Vv his

. [

If you select Grant Permanent Access, then the user will be able to access
the Securden web interface anytime they want. After choosing between

specific duration and permanent access, click Save.
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You can also configure temporary access to multiple users at the same time.
To do so, select the appropriate users and navigate to Users >> More >>

Configure Temporary Access.

@ Securden Endpoint Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin

‘ All Users v m Mores Q

Users

Details Privilege Elevation Approvers Report Concurrent Logins

Add Users to Group(s)
2 Administr

2 admin@securc - Change Role

User Groups Administrator  Configure 2FA

Kumaran Balan Actions v # Edit Delete

Enable/Disable AD SSO
& Bala Govi Username e
balagovindara Enable/Disable RADIUS Authen Eh Kumaran Balan

Auditor Control Application Access
J Login Name
‘Configure Temporary Access
BIE I Eh kumaran
bala@securde  Delete Users
Administrator Email

Eh kumaran@securden.com
& Kumaran Bal
kumaran@securden.com Domain
User El SECURDEN.AWS.COM (SECURDEN-AWS)
% Parthasarathy Dharmalingam Distinguished Name
parthasarathy@securden.com CN=Kumaran Balan,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM

User

Role
1to80f8 25 v n
User

Delete Users

If you need to remove a user from Securden, you can do so by selecting the
Delete icon beside the user.
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Q Securden Endpoint Privilege Manager

Dashboard Computers Applications Privileges
F 3 All Users + m Moev Q
Users

& Administrator
g admin@securden.com
User Groups Administrator

4 Bala Govindarajan Kasthuri Rajan
balagovindarajan@securden.com
Auditor

& Balasubramanian Venkatramani
bala@securden.com

Administrator

& Kumaran Balan
kumaran@securden.com

User

4 Parthasarathy Dharmalingam
parthasarathy@securden.com

User

1to80f8 25 v n

Users Reports Admin

Details Privilege Elevation Approvers Report Concurrent Logins

Administrator

Actions v # Edit

Username © Sync User
Bl Administrator

Login Name

Elj Administrator

Email

Ely admin@securden.com

Domain

El SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name

CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

Role

Administiator

If you want to delete multiple users at the same time, you need to select the

required users and navigate to Users >> More >> Delete Users and do so.

9-' Securden Endpoint Privilege Manager

shboal Computers Applications Privileges
F 3 All Users v m Moe~ Q
Users
Add Users to Group(s)
% Administr
po admin@securr  Change Role
User Groups Administiator  Configure 2FA

Enable/Disable AD SSO
4 Bala Govi

balagovindara  Enable/Disable RADIUS Authen

Auditor Control Application Access

Configure Temporary Access
&% Balasubrg g poray
bala@securdJEDERTIVECES

Administrator

% Kumaran Balan

v
= kumaran@securden.com
User
88 Parthasarath armalingam

parthasarathy@securden.com

User

1to80f8 25 v n

Q Av
Users Reports Admin
Details Privilege Elevation Approvers Report Concurrent Logins
Parthasarathy Dharmalingam Actions v /# Edit Delete
Username © Sync User

E} Parthasarathy Dharmalingam

Login Name

Bl paitha

Email

Eh parthasarathy@securden.com

Domain

Eh SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name

CN=Parthasarathy Dharmalingam,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM

Role

User
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Privilege Elevation Approvers for Users

By default, privilege elevation requests raised by the users go to all Securden
administrators for approval. If you want to send the requests for approval to

any specific administrator(s), you can configure the same here.

Navigate to Users >> Privilege Elevation Approvers as shown below

v Securden Endpoint Privilege Manager Q

Dashboard Computers Applications Privileges Users Reports Admin

} 3 All Users v m Morev Q

Details | Privilege Elevation Approvers |Repcrl Concurrent Logins

& Administrator

By default, privilege elevation requests raised by the users go to all Securden administrators for approval. If you want to send the requests
C Administrator
F

for approval to any specific administratoi(s), you can configure the same here. The approver(s) configured here is for approving the self-
service elevation requests only and not applicable for shared accounts
% Bala Govindarajan Kasthuri Rajan

balagovindarajan@securden.com

ol [¢] AAdd Privilege Elevation Approvers Remove Showing 1to 1 of 1 25 v
Auditor
Username Ema Approval Status Action
&2 Balasubramanian Venkatramani
bala@securden.com Securden Admins

Administrator
2§ Kumaran Balan
kumaran@securden.com
User
Showing 1to 1 0f 1 v n
4 Parthasarathy Dharmalingam

parthasarathy@securden.com
User

Tto8of8 25 v n

To add an approver, click on Add Privilege Elevation Approvers. A list of
all users with the ability to manage requests will be displayed.
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Q Securden Endpoint Privilege Manager

shboard

Computers Applicatiol

All Users v

Administrator
admin@securden.com

Administrator

& Bala Govindarajan Kasthuri Rajan

Privileges

m Morev Q

Reports Admin

Details Privilege Elevation Approvers Report Concurrent Logins

By default, privilege elevation requests raised by the users go to all Securden administrators for approval. If you want to send the requests
for approval to any specific administratoi(s), you can configure the same here. The approver(s) configured here is for approving the self-
service elevation requests only and not applicable for shared accounts

balagovindarajan@securden.com alle Remave Showing 110101 25 v
Auditor
Username * Emai Approval Status Action
&2 Balasubramanian Venkatramani
bala@securden.com Securden Admins
Administrator
& Kumaran Balan
kumaran@securden.com
User '
Showing 1to 10of 1 25 v n

&% Parthasarathy Dharmalingam
parthasarathy@securden.com

User

1to80f8 25 v n

From the drop down menu, choose the desired approver. This designated

approver will be handling privilege elevation requests raised by the selected

user.

Q Securden Endpoint Privilege Manager

Dashboard

mputers Applications

All Users v

2 Administrator

admin@securden.com

Privileges

Users Reports Admin

Configure Privilege Elevation Approvers

By default, privilege elevation requests raised by the users go to all Securden administrators for approval. If you want to send the
requests for approval to any specific administrator(s), you can configure the same here. The approvei(s) configured here is for

Administrator approving the self-service elevation requests only and not applicable for shared accounts
Clear All

4 Bala Govindarajan Kasthuri Rajan
balagovindarajan@securden.com & Administiators
Auditor
28 Balasubramanian Venkatramani & Balasubramanian Venkatramani (bala)
bala@securden.com
Administrator & Pradhyumnan (pradhyumnan)

& securden Administrator (admin)
& Kumaran Balan
kumaran@securden.com & Administrators -

User

& Parthasarathy Dharmalingam
parthasarathy@securden.com

User

1to80f8 25 v .

After designating the approver, click on Save.
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Report

This tab shows reports on the activities of a specific user. This includes
different types of activities such as user login, logout and so on. It also
captures every privileged activity done by the user such as privilege elevation
request raised, applications elevated, application control policies created,
elevated applications revoked and so on. In addition, the report will also reveal
if the user is part of any other groups such as domain admin, schema admin

and so on.

The report can be exported in the form of PDF, CSV or XLSX formats by simply
clicking the Export button.

You may make use of the search option based on the column headers to obtain
drilled down data. You also have an option to customize the column headers

as needed choosing only required columns you want to see in the report.

Q Securden Endpoint Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
More v

‘ All Users v~ m &2 Details Privilege Elevation Approvers Report Concurrent Logins

User
=

8)3 admin@securden.com Administrator Last generated on 16 May 2022 13:27 F u f

r Group Administrator
&% Bala Govindarajan Kasthuri Rajan User Activity
balagovindarajan@securden.com
Auditor a ¢ m Showing1to20f2 25 v
2% Balasubramanian Venkatramani Performed From Performed At Activity Type Username Reaso
bala@securden.com
— 49.37.215.248 29 Nov 2021 07:33 User logged out N/A B Use

49.37.215.248 29 Nov 2021 05:41 User logged in N/A AD:
&% Kumaran Balan 2 el logged ir oY
kumaran@securden.com
User
4 Parthasarathy Dharmalingam Showing1to20f2 25 v n
parthasarathy@securden.com
Jser
1to8of8 25 v n

Pt M s Tl
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Additional Settings

You can exercise granular control over the users in Securden. From the Users
tab, you can monitor the concurrent logins of each user separately. For
example, if a user has logged in to the Securden web interface through the
web on multiple browsers, and also through mobile apps, the Concurrent
Logins section lists out all the logins. You can review and even terminate any

or all the sessions, which will forcefully log out the user from Securden GUI.

In addition, from the More drop-down, you can exercise other controls such
as selectively enabling/disabling 2FA, AD SSO, granting temporary access to
Securden, temporarily disabling access, and even deleting users. These
options are provided to help perform the above-mentioned functions for
multiple users at the same time. You need to select the appropriate users and

then navigate to the required section from Users >> More.

g Securden Endpoint Privilege Manager Q Qv
Dashboard Computers Applications Privileges Users Reports Admin
More «
‘ All Users v~ m o' Q Details Privilege Elevation Approvers Report Concurrent Logins
er

Add Users to Group(s)
2 Administr|

KR /] s Change Role
admin@secur

: Administrator]  Configure 2FA

Balasubramanian Venkatramani Actions v # Edit Delete

Enable/Disable AD SSO

& Bala Govi o Username © Sync User
balagovindarg) ~ Enable/Disable RADIUS Authen 3 Balasubramanian Venkatramani

Auditor Control Application Access

Login Name
Configure Temporary Access
34 bala
B pala@secudd DeleteUsers
Administrator Email

= bala@securden.com
&2 Kumaran Balan
kumaran@securden.com Domain
User ) SECURDEN.AWS.COM (SECURDEN-AWS)

& Parthasarathy Dharmalingam Distinguished Name

parthasarathy@securden.com CN=Balasubramanian
Jsar Venkatramani,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM
Role
1to80of 8 25 v n .
Administrator
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Groups

You can organize the users in your organization into groups in Securden for
efficient administration. You can even replicate the team structure of your
organization. User groups help you carry out multiple operations for numerous

users at the same time.
There are a couple of ways using which you can create user groups - you can
either import groups directly from directories such as AD and Azure AD, or

add them manually.

Navigate to Users >> User Groups in the GUI to perform this step.

9 Windows Privilege Manager Q &v
Dashboard Computers Applications Privileges Users Reports Admin
Morev Q

A User Groups Add~ | mbers  Privilege Elevation Approvers  Report

sA t
R Group Name Administrators
2 Administrators have complete and unrest
Description Administrators have complete and unrestiicted access to the computer/domain
53 DnsAdmins
NStatoNs € Group ID 1000000000569
DNS Administrators Group
&5 Domain Admins 1 ¢ m LN Schedule Sync roup Setting Showing1to20f2 25 Vv
al i of the d
trators of the enterprise Administrator Administrator admin@securden.com

%5 Enterprise Key Admins Parthasarathy Dharmalingam User parthasarathy@securden.com
Members of this group can perform administrative action
% Hyper-V Administrators
Members of this group have complete and unrestricted a Showing 1t020f2 25 Vv n

1to100f 10 25 v n

You can define various access permissions at the group level, when a new

member joins the organization, by placing the member in the required group,
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the member can inherit the access permissions granted to that group

automatically.

Import User Groups from AD

Securden scans your Active Directory domain and obtains the groups in the

domain. You can discover a group of users and add them to Securden.

Navigate to Users >> Import Groups from AD.

v Securden Endpoint Privilege Manager

Dashboard Computers Applications Privileges Users Reports Admin

8 User Groups

m More>  Q Members

-
F 3 Admini:  Import Groups fiom Azure AD Group Name Administrators
Group Add Groups Manually Description
&3 Dns.
DNS Administrators Group Group ID 1000000000569

%3 Domain Admins

Q c [} Sync Members Schedule Sync

Designated administrators of the domain

Username Role
&5 Enterprise Admins
Designated administrators of the enterprise Administiator Administrator
23 Enterprise Key Admins Parthasarathy Dharmalingam  User

Members of this group can perform administrative action

5 Hyper-V Administrators

Members of this group have complete and unrestricted ac Showing 1102 of 2 25 v

2= iau Admine

1to110of 11 25 v n

Privilege Elevation Approvers

Administrators have complete and unrestricted access to the computer/domain

re Actions v Showing 1to 2 of 2 25 v

Emal Domair
admin@securden.com

SECURDEN.AWS.COM

parthasarathy@securden.com SECURDEN.AWS.COM

User group discovery is a two-step process. The first step is to establish

connection with the Active Directory domain and the second step is to scan

and add the required groups into the Securden database.

Step 1: Establish Connectivity

This step requires you to provide certain details to allow securden to scan

members in the AD domain.
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@ Securden Endpoint Privilege Manager

a Your license allows a ma users. You can add 92 more.
e Hel,
Import Groups from AD J
I

P Step 1: Establish Connectivity

econdary IP Addresses (Optional

Connection Mode

. Supply Administrator Credentials

Supply Administrator Credentials

unt already supplied will be used to connect to the active directory domain.

Domain IP Address: Specify the FQDN or IP address of the domain controller
to be scanned. You have the option to enter any number of secondary IP
addresses (secondary domain controllers) in comma-separated form. This will

help Securden establish a connection if the primary is not accessible.

Connection Mode: Specify the mode (SSL/non-SSL) through which Securden

has to establish a connection with the AD domain.

If SSL mode is selected, the domain controller should be serving over
SSL in port 636 and the certificate of the domain controller should have been
signed by a CA.

If the certificate of the domain controller is not signed by a certified CA,
you need to import all the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller and all the

intermediate certificates if any.

You can follow the example given below to import the domain controller's

certificate into the certificate store of the Securden server machine. (However,
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you may use any procedure that you would normally use to import the SSL

certificates to the machine's certificate store)

e Inthe Securden server machine, launch Google Chrome and navigate
to Settings >> Privacy and Security >> Manage Certificates.

e In this GUI, click Import.

e Select Next and browse and locate the root certificate issued by the
CA.

e Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.

e Click Import again.

e Browse and locate the domain controller certificate.

e Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.

e Apply the changes and close the wizard.

e Repeat the procedure to install other certificates in the root chain.

Supply Administrator Credentials: You need to supply administrator
credentials to enable Securden to scan the members in the domain. You may
enter the username and password manually once and this will be stored in
Securden for use during subsequent import attempts. You can discover any

group of users and add them to Securden.

After entering all the details, click on the Next button.

Step 2: Import Groups

This step is to fetch the required groups from the AD domain specified.

This GUI offers the flexibility to fetch user groups from OUs and Groups in bulk

in a single step. That means you can enter the names of the OU/Groups to be

60



Securden EPM Administrator Guide

discovered in a single step. You can enter the discovery details in any

combination as you wish.

To import OUs, select the OU tab from OUs | Groups

Q Securden Endpoint Privilege Manager Q a

Dashboard Computers Applications Privileges Users Reports Admin

Your license allows a maximum of 100 users. You can add 92 more.

A Help

B Import Groups from AD
This step is to fetch the required users and groups from the AD

domain specified

F3 Step 2: Discover and Import This GUI offers the flexibility to fetch users from OUs/Groups in
il bulk and even specific users, in a single step. That means, you
can enter the names of the OU/Groups to be discovered in a
Securden fetches users and user groups from the AD domain specified. When you import user groups, Securden will maintain the same group structure here single siep. You can enter the discovery details in any
100. You have two options here and you can exercise any or a combination of the two options below as required in a single step. DAl e ped sl
For example, if you want to fetch users from an OU and a
Group, first enter/browse and select the name of the OU, click
Domain Name : SE Domain IP n
Discover'. Then go to the ‘Groups' tab, select/browse the name
of the Group, click 'Discover. Verify your discovery details and
finally click Import. Securden will fetch all users that are part
OUs | Groups of the OU and Group specified
Note: User import is subject to your license limits. In case, the
Fetch all users who are part of the selected OU/OUs. Enter your search text. Then click the ‘Discover’ button. number of us you try to import exceeds the license limit, the

number of us

- count. Remaining users will not be imported. You can verify the
- Browse OU Tree and Select details in the next step.

Verify the Objects Selected for Discovery

s actually imported will conform to the license

Verify your search results before proceeding to importing them to Securden

1. Enter the OU name in the search bar and select Discover.

2. You can also browse from the OU tree by clicking on the Browse OU
tree and select option. You can select one or multiple OUs and select
Add.
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“CURDEN.AWS.COM

Allusers

AWSComputer

Computers

Domain Controllers
Domain Members

Failover Cluster
ForeignSecurityPrincipals
IT_USER

Keys

Mananad Qaniica Arearinte

Cancel

3. You can then verify your selection in the Verify the Objects Selected

for Discovery.

To import groups, select the Groups tab.

9" Securden Endpoint Privilege Manager Q Av

Privileg

Your license allows a maximum of 100 users. You can add 92 more.
Help

This step is to fetch the required users and groups from the AD
domain specified

Import Groups from AD

F3 Step 2: Discover and Import This GUI offers the flexibility to fetch users from OUs/Groups in
I bulk and even specific users, in a single step. That means, you
can enter the names of the OU/Groups to be discovered in a
Securden fetches users and user groups from the AD domain specified. When you import user groups, Securden will maintain the same group structure here single step. You can enter the discovery details in any

100. You have two options here and you can exercise any or a combination of the two options below as required in a single step. Ll o e ot

For example, if you want to fetch users from an OU and a
Group, first enter/browse and select the name of the OU, click
"Discover’. Then go to the ‘Groups' tab, select/browse the name
of the Group, click ‘Discover’. Verify your discovery details and
finally click 'Import.. Securden will fetch all users that are part
of the OU and Group specified

Domain Name : SECUI M Domain IP: 172.31.1.11

Note: User import is subject to your license limits. In case, the
number of users you try to import exceeds the license limit, the
number of users actually imported will conform to the license
count. Remaining users will not be imported. You can verify the

Q [search Groups m Browse Groups and Select details in the next step.

Verify the Objects Selected for Discovery

Fetch all users who are part of the selected group(s). Enter your search text. Then click the ‘Discover' button

Verify your search results before proceeding to importing them to Securden

62



Securden EPM Administrator Guide

1. Enter the group name and select Discover.
2. You can also browse from the group tree by clicking the Browse Groups

and Select option. You can select one or multiple groups and select
Add.

SECURDEN.AWS.COM

Access Control Assistance Operators

Account Operators

Administrators

All Domain Member Computers

Allowed RODC Password Replication Group
Backup Operators

Cert Publishers

Certificate Service DCOM Access

m Cancel

3. You can then verify your selection in the Verify the Objects Selected

for Discovery.

You can select the role of the users in the group(s) imported using the Role
in Securden dropdown. Before selecting import, you can look into the
advanced settings which are explained below.
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Advanced settings:

This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the

users of the first level group.

v Securden Endpoint Privilege Manager

Dashboard

Computers Applications Reports

=
b Browse Groups and Select de

“ Verify the Objects Selected for Discovery

Verify your search results before proceeding to importing them to Securden

Access Control Assistance Operators X

When importing users, what should be the user role?

User v

Advanced Settings (optional)

What would you like to do with subgroups when importing a group?

® Include domain users of all subgroups to the group being imported (Users of subgroups will be imported; but subgroup structure will not be retained in Securden)

Ignore subgroups. Import only the sers of the first level group

Note: User import is subject to your license limits. In case, the number of
users you try to import exceeds the license limit, the number of user groups
actually imported will conform to the license count. The remaining user

groups will not be imported. You can verify the details in the next step.

Import User Groups from Azure AD

Prerequisite: Azure AD import requires internet connectivity. If your
organization makes use of a proxy server to regulate internet traffic, you
should have configured proxy server settings (from Admin >> General >>

Proxy Server Settings).
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Securden allows you to import user groups from Azure AD. Navigate to User

Groups >> Add >> Import Groups from Azure AD

Q Securden Endpoint Privilege Manager Q v
shboard omputers Applications Privileges Users Reports
More v
8 User Groups m Q Members  Privilege Elevation Approvers  Report
Users
Import Groups from AD

= Adn
2% Adr

“ Admini 'mport Groups from Azure AD Group Name Administiators

Jser Grouy Add Groups Manually Description Administiators have complete and uniestricted access to the computer/domain
S0ons. ...
DNS Administrators Group Group ID 1000000000569
=
& Domain Admins Q ¢ m ELEEITEEE  schedule Sync More Actions v Showing1to20f2 25 v
Designated administrators of the domain
Username Role Emai Domain

23 Enterprise Admins
Designated administrators of the enterpiise Administrator Administrator admin@securden.com SECURDEN.AWS.COM
23 Enterprise Key Admins Parthasarathy Dharmalingam ~ User parthasarathy@securden.com SECURDEN.AWS.COM
Members of this group can perform administrative action
3 Hyper-V Administrators
Members of this group have complete and unrestiicted ac Showing 11020f2 25 v n

2% av Admine

Tto110f11 25 v n

Step 1: Establish Connectivity

In the first step, you need to supply certain connectivity details to enable
Securden to scan the members in the domain. This step requires integration

with Azure AD. In the GUI, you need the following fields:

9 Securden Endpoint Privilege Manager

Dashboard [ Applications Privileges Users Reports Admin

Your license allows a maximum of 100 users. You can add 92 more.

A Help

Import Groups from Azure AD

Importing users from Azure AD is a two step process. In the
first step, you need to supply certain connectivity details to

F3 Step 1: Establish Connectivity enable Securden to scan the members in the domain. This step
requires integration with Azure AD and some configuration
Us steps. For details, refer to this document
Securden scans your Azure Active Directory domain and obtains the users and groups in the domain. You can discover any specific user(s) or a group of users
Tenant ID

and add them to Securden. User discovery is a two-step process.
Directory ID (Your organization's ID with Azure AD)

Client ID
securdentech.onmicrosoft.com v
Application ID (Client ID of the application)
af b0 Client secret
Secret Key Created for Securden
2 8¢ Prerequisite: Azure AD import requires intemet connectivity. If

your organization makes use of a proxy server to regulate
internet traffic, you should have configured Proxy server
settings (Admin >> General >> Proxy Server Settings)
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Tenant ID: Enter the directory ID i.e., your organization's ID with Azure AD.
Client ID: Enter the Client ID of the application.
Client secret: This is the secret key created for Securden.

Once the required details have been filled in, click Next.

Step 2: Import User Groups

This step is to fetch the required user groups from the Azure AD domain

specified.

To import Groups, select the Groups tab

v Securden Endpoint Privilege Manager Q 8 v

Your license allows a maximum of 100 users. You can add 92 more

Import Groups from Azure AD

“ Step 2: Discover and Import

Securden fetches users and user groups from the Azure AD domain specified. When you import user groups, Securden will maintain the same group structure

Domain Nam D
lient I
o
will not be imported. You can verify the
Fetch all users who are part of the selected group(s). Your search text should contain the starting characters of the group names. Then click the Discover’ button
=2

Verify the Objects Selected for Discovery

Verify your search results before proceeding to importing them to Securden

1. Enter the starting letters of your group name and click Discover.
2. You can then verify your selection in the Verify the Objects Selected

for Discovery.
3. You can select the role for the groups imported using the Role in

Securden dropdown.
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Advanced settings

9 Securden Endpoint Privilege Manager Q 8 v
Dashboard Computers Applications Privileges Reports
l‘ Verify the Objects Selected for Discovery
Verify your search results before proceeding to importing them to Securden.

When importing users, what should be the user role?

User v

Advanced Settings (optional)
What would you like to do with subgroups when importing a group?

® Include domain users of all subgroups to the group being imported (Users of subgroups will be imported; but subgroup structure will not be retained in Securden)

Ignore subgroups. Import only the users of the first level group

This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the

users of the first level group.

Note: User import is subject to your license limits. In case, the number of
users you try to import exceeds the license limit, the number of user groups
actually imported will conform to the license count. The remaining user

groups will not be imported. You can verify the details in the next step.

After selecting the required groups, click on Import.

The process of discovering the groups will take a while to complete. The
discovered groups will be automatically populated to Securden inventory

after completion. The summary of imported groups will be displayed.
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Discovery Process Completed

Following is the summary of Groups/Users discovered by Securden

Users Imported
Users Synchronized
Users Skipped
Groups Imported

Groups Synchronized

User/Group

& serviceaccountl

& SecurdenUsers

Add User Groups Manually

Status

mported

mported

Showing 1to20f2 25 Vv

Reason

If you are not integrated with Active Directory or Azure AD, you can manually

import user groups into Securden by following the steps given below.

To add user groups manually,

Navigate to Groups >> Add >> Add Groups Manually. You can add a new

group and add specific users as members of the group from here.
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@' Securden Endpoint Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
a User Groups m More | Q Membe: Privilege Elevation Approvers  Report
= :
2 o AD Group Name Administrators
ser roups ﬁ Desciiption Administrators have complete and unrestricted access to the computer/domain
% Dns
DNS Administrators Group Group D
= Adn
2 Domain Admins com More Actions v showing1to20f2 25 v
Design inistrators of th
Jsermam Role Email Doma
= Enterprise Admins
Designated administrators of the enterprise Administrator Administrator admin@securden.com SECURDEN.AWS COM
% Enterprise Key Admins Parthasarathy Dharmalingam User parthasarathy@securden com SECURDEN. AWS COM
Members of this group can perform administrative actic
2§ Hyper-V Administrators

3 Key Admins

Members of this group can perform administrative actio

% Schema Admins

5 Securden Admins

In the GUI that opens, fill in the fields according to the guidelines below:

v Securden Endpoint Privilege Manager Q A

Dashboard Computers Applications Privileges Users Reports Admin

A
Add Group A2

Users
You can add a new group and add specific users as members

of the group fiom here.

§

Privilege Manager Admins Group for Administrators Group Name

Uniquely identifies the group being added

Add Members Description

Helps you easily search for and identify any particular group

m v
cllLL Add Members
Username You can add specific users as members of the new group being
created. You can do a search of the existing users based on
Email any criterion such as Username, Email Address etc. and select

the required users to be added as members of the group.
Role Name

Location

Department

e Group Name: Uniquely identifies the group being added.
e Description: Helps you easily search for and identify any particular

group.
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e Add Members: You can add specific users as members of the new

group being created.

You can search the existing users based on any criteria such as username,
email address, etc., and select the required users to be added as members of

the group.

After providing these details, click on Save, and the user group will get
created.

Configure Periodic Synchronization of Groups

You can keep the members of the group in synchronization with that of the
AD. When new members get added to or removed from the group in AD, the
changes get reflected here without requiring any manual intervention on your

part.

To do this, navigate to Users >> User Groups >> Members and click on

Schedule Sync.

Q Windows Privilege Manager Q Av
as! I omputers ications ivileges sers eports min
Dashboard Computs plicat Privileg Us Report: Adi
Morew Q
A User Groups 3 v Members Privilege Elevation Approvers  Report
A Group N A tat
rou| lame Administiators
R Administrators have complete and unrest “
Description ators have complete and uniestricted access to the computer/domain
&8 DnsAdmins
BN Adr e o Gick Group ID 1000000000569
% Domain Admins - Scher ? 5 Setting : 5
2 C [/ Sync Members \edule Sy up Setting Showing 1to 2 of 2 25 v
Designated administrators of the domain
L ame Role Email
5 Enterprise Admins
Designated administiators of the enterpiise Administrator Administiator admin@securden.com
28 Enterprise Key Admins Parthasarathy Dharmalingam User parthasarathy@securden.com
Members of this group can perform administrative action.
&8 Hyper-V Administrators
WD e e T i

1to100f 10 25 v n
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In the GUI that opens, you can either schedule the synchronization activity
for a one-time run or create scheduled tasks to run periodically and ensure

regular synchronization.

To synchronize once with your AD, click Synchronize Once

Q Windows Privilege Manager Q Av

Dashboard Computers Applications Privileges Users Reports Admin

A User Groups m More~  Q - . .

Uoer Periodically Synchronize Group Members With AD
% Enterprise Admins

l\ Designated administrators of the enterprise You can create a scheduled task to keep the members of this group in synchronization with that of the AD. When new members get added to or removed

from this group in AD, the changes get reflected here.

User Groups

2§ Enterprise Key Admins

Members of this group can perform administrative action.

Define Periodicity
2 Hyper-V Administrators
Members of this group have complete and unrestricted a Synchronize Once (O synchronize Periodically
& Key Admins Note: The current time on the server in which Securden runs is 28 Jul 2022 12:14 hrs. The execution time you set here will follow the server time

Members of this group can perform administrative action.
. Synchronize group memberson 19Jul2022 at HH v 10 v s
=

Designated administrators of the schema

2 Securden Admins

Group description not given in AD

3 Storage Replica Administrators

Members of this group have complete and unrestricted a

Select the Date and Time on which you want to synchronize. For periodic

synchronization, click Synchronize Periodically
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@ Priviteged Account Manager

shboard Accounts Folders Users

R voe- Q

User Groups

28 Administrat

Administrators have complete and unrest

2% DnsAdmins

DNS Administrators Group

3 Domain Admins
Designated administrators of the domain

% Enterprise Admins
Designated administrators of the enterprise

3 Enterprise Key Admins
Members of this group can perform administrative action

5 Hyper-V Administrators
Members of this group have complete and unrestricted a

52T LISFR

Ttollof11 25 v n

Periodically Synchronize Group Members With AD

Audit Sessions

You can create a scheduled task to keep the members of this group in synchronization with that of the AD. When new members get added to o

removed from this group in AD, the changes get reflected here

Will be executed next on 27/11/2020 01:00 hrs Di

Synchronize Once

& synchronize Periodically

Note: The current time on the server in which Securden runs is 27 Nov 2020 00:02 his. The execution time you set here will follow the server time.

Synchronize gioup members periodically starting from  26/11/2020

Synchronize members every 1 Hours v

his

You can choose the start time and date, and set the synchronization interval

of your liking.

Modify Group Setti

ngs

The Group Setting option allows you to modify the role to the users in groups

being imported into Securden.

9“ Windows Privilege Manager

Dashboard Computers Applications Privileges Users

B e

User Groups

R Administrators have complete and unrest

2% DnsAdmins

DNS Administrators Group

&5 Domain Admins

Designated administrators of the domain

25 Enterprise Admins

Designated administrators of the enterprise

5 Enterprise Key Admins

Members of this group can perform administrative action.

5 Hyper-V Administrators

Members of this group have complete and unrestricted a

25 Key Admins

Members of this group can perform administrative action.

1t0100f 10 25 v n

Members

Group Name
Description

Group ID

Q Cc

Username +

Administrator

Parthasarathy Dharmalingam

Reports Admin

Privilege Elevation Approvers Report

Administrators

Administrators have complete and unrestricted access to the computer/domain

1000000000569

Administrator

Showing 110 20f 2 25 v

User

Showing1t020f2 25 v

Email
admin@securden.com

parthasarathy@securden.com
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You also have the option to choose how subgroups are to be assigned while
importing. This means you can either choose to import domain groups of all

subgroups or ignore them.

a Windows Privilege Manager Q 2 v
Dashboard Computers Applications Privileges Users Reports Admin
A User Groups m More~  Q . .
Modify Group Settings
= Whe rt hat should be th le?
2 Adminictrators have combkete and unwest en importing users, what should be the user role
Auditor v

5 DnsAdmins

DNS Administrators Group

What would you like to do with subgroups when importing a group?
=3 Domain Admins
Designated administrators of the doma ® Include domain users of all subgroups to the group being imported (Users of subgroups will be imported; but subgroup structure will not be retained in
Securden)

8 Enterprise Admins Ignore subgroups. Import only the users of the first level group

Designated administrators of the enterprise

&8 Enterprise Key Admins

Members of this group can perform administrative action.

2 Hyper-V Administrators
Members of this group have complete and unrestricted a

2 Key Admins
Members of this group can perform administrati

ative action
1t0100f 10 25 v n

On making the required changes, click Save.

Configure Multi-Factor Authentication

For enhanced security, you can enforce the second layer of authentication for
your users to access the Securden interface. Typically, end users need not
have to access the interface at all. Only the administrators will need to access
it to configure privilege management. Once TFA is configured and enforced,
the users will have to authenticate through two successive stages. First by
providing their primary credentials followed by the second level of

authentication. Securden integrates with a wide range of two factor
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authentication (TFA) mechanisms and you may integrate with the one that

suits you the best.

Configuring TFA is a three-step process:

e Activate TFA
e Select the required TFA option and configure

e Configure the enforcement option

To configure two factor authentication, navigate to Admin >>
Authentication >> Two Factor Authentication.

9 Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Q Search
Privilege Management Authentication Security
) Prviege Elevaton Requests £, Domain Adminstitor Groups
Z8 Automatic Approval Policies 6> Email to SMS Gateway & Change Encryption Key Location
&, Technician Access Policies [ RADIUS Server Settings

High Availability
Notifications Integrations £ Database Backup
EZL Event Notifications <> Active Directory Domains [0 High Availability

&5 syslog for SIEM

Customization Maintenance & Upgrades
# SAMLSSO

& Custom User Roles Eg@ Product Upgiades

Eg Securden Agent Text Customization General

Activate TFA

The first step in configuring TFA is to activate the option. Toggle Activate
Two Factor Authentication to green.
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Q Windows Privilege Manager

Privileges Reports Admi

hboard Computers

Admin > Two Factor Authentication

Two Factor Authentication

For enhanced security, you can enforce a second layer of authentication for your users to access their Securden account. Users will have to authenticate through two successive stages. It is strongly recommended to activate Two
Factor Authentication (2FA)

Activate Two Factor Authentication (@D

Select the 2FA Option

Securden provides the following options for the second factor

« Mail OTP - Securden generates an one time password to be used as the second authentication factor and sends that to the registered email address of the respective user

* Google/Microsoft/TOTP Authenticator - You can use any Time-based One-Time Password (TOTP) authenticator app on your phone such as Google Authenticator, Microsoft Authenticator, and others. If you are using any other TOTP
authenticator, you may edit TOTP Identifier’ and give it the required name.

* RADIUS Authentication - You can integrate RADIUS server or any RADIUS-compliant two-factor authentication system like OneSpan Digipass, RSA SecurlD, Swivel Secure etc. for the second factor authentication.

« Email to SMS Gateway - if you are already using an Email to SMS gateway software, you can integrate that with Securden to send OTP to users through SMS

* YubiKey Authentication

Select the required TFA option

The next step is to select the required TFA option from the various supported

options.

Q’ Windows Privilege Manager

hboard Applications Reports
Admin > Two Factor Authentication
Select the desired 2FA option below:
Mail OTP Google Authenticator RADIUS Authentication Email to SMS Gateway
Configure Configure
YubiKey Microsoft Authenticator TOTP Authentication I...

Change
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At present, Securden supports

e Mail OTP - Securden generates a one-time password to be used as the
second authentication factor and sends that to the registered email

address of the respective user.

e Google/Microsoft/TOTP Authenticator - You can use any time-
based one-time password (TOTP) authenticator app on your phones
such as Google Authenticator, Microsoft Authenticator, and TOTP
authenticator. If you are using any other TOTP authenticator, you may

edit the TOTP Identifier and give it an appropriate name.

e RADIUS Authentication - You can integrate the RADIUS server or any
RADIUS-compliant two-factor authentication system like OneSpan,

Digipass, RSA SecurlD, etc. for the second-factor authentication.

e Email to SMS Gateway - if you are already using an Email to SMS
gateway solution, you can integrate that with Securden to send OTP to

users through SMS.

e YubiKey Authentication - If you want to use a YubiKey hardware

authentication device, you can configure that with Securden and use it.
Configuring Two-Factor Authentication - Once you select the required TFA

option, you need to configure its settings. Steps involved in configuring each

TFA option is discussed in detail below.
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Mail OTP

Securden generates an OTP and sends it to the user who tries to log in. This
option requires that the Mail Server Setting is configured and also an email
address is associated with each user. This OTP, sent through the email will

only be valid for the current session and expires when the user logs out.
To configure mail OTP for TFA:

1. Navigate to Admin >> Authentication >> Two-Factor
Authentication.

2. Select Mail OTP as your option.

Note: OTP through email requires email addresses to be associated with
users. Ensure that email addresses have been associated before
enabling this 2FA option. When you change the two-step verification
mechanism, the existing configuration for 2FA for the respective users
in Securden will be reset. The existing 2FA mechanism will be replaced

with the new 2FA mechanism chosen.

Google Authenticator/ Microsoft Authenticator/ TOTP
Authenticator

TOTP authenticators like Google Authenticator, Microsoft Authenticator, and
others provide a six-digit code to authenticate the second level of access.
Users just need to have the Google Authenticator/Microsoft
Authenticator/TOTP Authenticator app on their mobile phones or tablet

devices.
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To use Google/Microsoft/TOTP Authenticator as your 2FA method,

1. Navigate to Admin >> Authentication >> Two-Factor

Authentication.
2. Choose any of the options Google Authenticator/ Microsoft

Authenticator / TOTP Authenticator.

Self-support any TOTP Authenticator

If you are using any other TOTP authentication mechanism, you may self-
support it by configuring the TOTP Authentication Identifier. If you choose
to configure a TOTP authentication identifier, you will be prompted to enter an
identifier name. Enter the name of your TOTP authentication mechanism and

click Save.

Edit TOTP Identifier Name X

You can use any TOTP authenticator as the second authentication factor. You
may enter the name of the TOTP authenticator app for identification purposes.

TOTP Authentication Identifier
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RADIUS Authentication

You can integrate a RADIUS server or any RADIUS-compliant two-factor
authentication system like OneSpan Digipass, RSA SecurID, Swivel Secure,
etc. for the second-factor authentication. You need to configure RADIUS

server details for the integration to take effect.

9 Windows Privilege Manager Q &v
Dashboard Computers Applications Privileges Users Reports Admin
Q Search
Privilege Management Authentication Security
&) Privilege Elevation Requests (5@ Two Factor Authentication £, Domain Administrator Groups
Automatic Approval Policies ¢ Email to SMS Gateway @ Change Encryption Key Location
High Availability
Notifications Integrations €} Database Backup
Bl Event Notifications <> Active Directory Domains (41 High Availability
&5 syslog for SIEM
Customization Maintenance & Upgrades
# SAMLSSO
3 Custom User Roles Eg Product Upgrades
Eg Securden Agent Text Customization General

To configure RADIUS server, navigate to Admin >> Authentication >>
Two-Factor Authentication >> RADIUS Server Settings.

In this GUI, you need to enter the following details:
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Qﬂ Securden Endpoint Privilege Manager Q av

Configure RADIUS Server Settings

You can

integrate RADIUS server or any RADIUS-compliant two-factor authentication system like OneSpan Digipass, RSA SecurID, Swivel Secure etc. for the second factor authentication. You need to configure RADIUS server

details below for the integration to take effect

RADIUS

Server Nam

2

PAP W

e (Hostname or IP Address) * 1812

erver Secret * LOGIN_NAME v

Test RADIUS Authentication Cancel

Identifier - Name of the RADIUS-compliant authentication mechanism
you are trying to integrate. The name you enter here will appear on the
Securden login screen.

Servername - The hostname or IP address of the RADIUS server
Server Secret - The secret key that RADIUS clients use to access the
RADIUS server

Authentication Retries - The maximum number of times Securden
must try to authenticate with the RADIUS server

Authentication Protocol - Select the authentication method from the
list of supported protocols PAP, CHAP, MS-CHAP, MS-CHAPv2
Authentication Port - Enter the RADIUS server port (1812 by default)
User Login Format - The specific format in which the user would enter
the login name. This format will be sent to the RADIUS server for
authentication. You can select one of the predefined formats or add a
new one.

Authentication timeout (in seconds): The maximum time after which

the authentication attempt times out.
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After entering the details, click Save and you may check RADIUS

authentication once.
Email to SMS Gateway Configuration

As part of two-factor authentication, Securden integrates with Email to SMS
gateway providers to send one-time passwords as SMS to the phone numbers
of the users. You need to enter the country code for the phone numbers here.
Also, ensure that all your users have phone numbers added in Securden.
Otherwise, OTP cannot be sent through SMS.

e Navigate to Admin >> Authentication >> Email to SMS Gateway

to configure this setting.

Q Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Q Search
Privilege Management Authentication Security
B Privilege Elevation Requests [5g Two Factor Authentication £, Domain Administrator Groups
[E Automatic Approval Policies G Email to SMS Gateway &) Change Encryption Key Location
S; Technician Access Policies [Z2 RADIUS Server Settings

High Availability

Notifications Integrations € Database Backup

[l Event Notifications <> Active Directory Domains [ High Availability
&= Syslog for SIEM

Customization Maintenance & Upgrades
# SAMLSSO

{3 Custom User Roles E@ Product Upgrades

E@ Securden Agent Text Customization General

In the GUI that opens, fill the following fields:

e Display Name: The name you give here appears in the list of available

TFA options.
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e SMS Service Provider Domain Name: Enter the domain name of your
email service provider here.

e Country Code: Enter the country code that needs to be appended to
the mobile number. If the country code is already associated with users

you may leave this field blank.

Q Securden Endpoint Privilege Manager Q 3 v
Dashboard Computers Applications Privileges Users Reports Admin
> Email to SMS Gateway

Email to SMS Gateway Configuration

As part of two-factor authentication, Securden integrates with Email to SMS gateway providers to send one-time passwords as SMS to the phone numbers of the users. You need to enter the country code for the phone numbers
here. Also, ensure that all your users have phone numbers added in Securden. Otherwise, OTP cannot be sent as SMS.

SMS Gateway

ServiceProvider

B Prefix country code with the phone numbers of all users

After filling all the required fields, click Save.

Yubikey

Yubikey tokens supplied by Yubico can be integrated with Securden Windows
Privilege Manager for TFA. To configure your Yubikey in Securden, navigate to
Admin >> Authentication >> Two-Factor Authentication and select
Yubikey.

Each Yubikey has two slots, which are configured for either a mobile device or

a computer/laptop.
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To login to Securden WPM using Yubikey as the second factor of

authentication, users need to do the following:

¥ Securden

Windows Privilege Manager Login

Remove local admin rights, elevate
applications for standard users, whitelist
trusted applications, and prevent malware
propagation, cyber attacks.

ldmin

Local v

e Enter their Securden credentials and complete the first level of
authentication. Once it succeeds, you will be asked to enter the Yubikey
OTP.

¥ Securden
Windows Privilege Manager
Remove local admin rights, elevate

applications for standard users, whitelist
trusted applications, and prevent malware

propagation, cyber attacks I

Enter YubiKey OTP

2FA - Yubikey Authentication

eeccsesvescse
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Before generating a one-time password using the Yubikey, you need to decide
which of the two slots, slot 1 or slot 2, you intend to use for authenticating

with Securden.

In the USB port of your Computer/Mobile, insert the Yubikey and generate a

12-character key.

e Securden associates the 12-character key against your account in the
database. This key will be used to verify your identity during subsequent

login attempts.

Slot 1: If you tap the YubiKey once, it generates a 44-character security key
whose first 12 characters are unique to this slot. For every subsequent login
through this slot, the first 12 characters remain the same and the rest of the

32 characters are randomized.

Slot 2: If you tap and hold the YubiKey for 2-5 seconds, it generates a 44-
character security key whose first 12 characters are unique to this slot. For
every subsequent login through this slot, the first 12 characters will remain
the same and the rest of the 32 characters will be randomized.

Here is a sample output from a YubiKey where the button has been pressed
three times.

e cccjgdwkdjkwijdkjwikjdkhhfgrtnnlgedjlftrbdeut
e cccjgjubuebduhubnjkedjkehijeiocjbnublfnrev
e cccjgjgkcbejnvchfkfhiiuunbtnvgihdfiktncvlhck
Note:
By default, YubiKey generates slot 1 passcode for NFC configured mobile

devices. You can set slot 2 passcodes as default by changing the setting from
slot 1 to slot 2 using the Yubikey Personalization Tool.
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Securden matches the 12-character key against your account in its database
and verifies the same for the second level of authentication during future login
attempts.

e After submitting the YubiKey one-time password, click Register and
Login.

Note: For users logging in for the first time, the users will be prompted to

reset their login password after they register their YubiKey.

Enforcement Options

After the TFA option has been configured, the next step is to choose
enforcement options. You can choose which users will be required to access
WPM using 2FA.

From the Global Enforcement option at the bottom of the TFA configuration
page, you can do the following:

e Enable 2FA for all existing users

e Disable 2FA for all existing users
e Enable 2FA only for new user additions
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Admin > Two Factor Authentication
2FA Enforcement Options

Global Enforcement
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Users Reports Admin

You can enforce 2FA for all the existing users of your organization or enforce only to a few users or user groups. You also have the option to enforce 2FA for the users that are added in future too. You can revoke this enfoicement anytime.

Enforce 2FA for all existing users

Disable 2FA for all existing users

Enforce 2FA for new user additions

Selective Enforcement

You also have the option to selectively enforce / disable 2FA for specific users or user groups fiom User (or) User Group >> More Actions >> Enable/Disable 2FA. In addition, while enabling 2FA for all users, you can selectively exempt specific

users firom 2FA enforcement by disabling 2FA for them.

Enforce 2FA for specific users

Enforce 2FA for specific user groups

Selective MFA Enforcement

For Users

You have the option to selectively enforce/disable 2FA for specific users. On
clicking Enforce 2FA for specific users, you will be redirected to the Users
tab. Click on the required user and navigate to User >> Actions >>
Configure 2FA as per the below screenshot.

Q Securden Endpoint Privilege Manager

Dashboard Computers Applications Privileges
2 All Users 8 voe- Q
2 Administrator

2 admin@securden.com

Administrator

&% Bala Govindarajan Kasthuri Rajan
balagovindarajan@securden.com

Auditor

& Balasubramanian Venkatramani
bala@securden.com

Administrator

&% Kumaran Balan
kumaran@securden.com

User

2% Parthasarathy Dharmalingam
parthasarathy@securden.com

User

1to8of8 25 v n

Users Reports Admin

Details Privilege Elevation Approvers Report Concurrent Logins

Administrator Actions v

Change Role

Configuie 2FA

Control Application Access

Username

= Administiator

Login Name
Configure Temporary Access

3 Administiator

Email

El admin@securden.com

Domain

B} SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name
CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

Role

Administrator

Edit Delete
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In the popup, you need to enable 2FA for the selected groups and choose all
the applicable 2FA options from the list of checkboxes. Any 2FA option
configured from Admin >> Authentication >> Two-factor
Authentication will be displayed here.

You can also configure 2FA for multiple users at the same time. You need to
select all the required users and go to Users >> More >> Configure 2FA.

For User Groups

On clicking Enforce 2FA for specific user groups, you will be redirected to the
user groups section. All you have to do is to select the required user group
and then navigate to More Actions >> Configure 2FA as per the below

screenshot.
a Securden Endpoint Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
More ~
8‘ User Groups m Q Members Privilege Elevation Approvers Report
« G N, Ad trat
roup Name ministrators
R Administrators have complete and unrest P "
Description Administrators have complete and unrestricted access to the computer/domain
3 DnsAdmins
NS Administrators GIC Group ID 1000000000569
DNS Administrators Group
Designated administrators of the domain
ername Role Gioup Setting Domain
22 Enterprise Admins :
Designated administrators of the enterprise Administrator Administrator SECURDEN.AWS.COM
23 Enterprise Key Admins Parthasarathy Dharmalingam  User parthasarathy@securden.com SECURDEN.AWS.COM
Members of this group can perform administrative action
&% Hyper-V Administrators
Members of this group have complete and unrestricted ac showing1to20f2 25 n

2= vav Admine

Ttollof11 25 v n

In the popup, you need to enable 2FA for the selected groups and choose all
the applicable 2FA options from the list of checkboxes. Any 2FA option
configured from Admin >> Authentication >> Two-factor
Authentication will be displayed here.

You can also configure 2FA for multiple user groups at the same time. You

need to select all the required user groups and go to Users >> User Groups
>> More >> Configure 2FA.
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Allow Users to Trust Browser

You have the option to allow your users to mark their browsers as Trusted
and skip TFA. Upon entering the second authentication factor, the users can
mark the browser as trusted for a specific number of days or forever. Once it
is marked so, users won't be prompted to enter the second authentication

code until the end of the trust period.

v Windows Privilege Manager Q 3 v
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Two Factor Authentication

———— —
Disable 2FA for all existing users

Enforce 2FA for new user additions

Selective Enforcement

You also have the option to selectively enforce / disable 2FA for specific users or user groups from User (or) User Group >> More Actions >> Enable/Disable 2FA. In addition, while enabling 2FA for all users, you can selectively exempt specific
users from 2FA enforcement by disabling 2FA for them

Enforce 2FA for specific users

Enforce 2FA for specific user groups

Allow Users to Trust Browser

You have the option to allow y

users won't be prompted to ente

To enable this feature, click the Configure Browser Trust Option link, and
a pop-up box will appear. Here, you can specify the maximum period until
which the browser trust option would be in effect. You may either enter a
specific number of days or even choose to have it enabled forever. After the
end of this period, the user will have to enter the second authentication factor

code once and exercise the trust option again.
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Configure Browser Trust Option X

You can specify the maximum time period until which the browser tiust option would be in effect after being
enabled by a user. You may either enter a specific number of days or even choose to have it enabled forever
After the end of this period, the user will have to enter the second authentication factor code once and exeicise
the trust option again.

® Specific Days Forever

Configure SAML-based SSO

Securden leverages SAML 2.0 to seamlessly integrate with SAML-compatible
federated identity management solutions like Okta, G Suite, Microsoft ADFS,
OnelLogin, Pingldentity, Azure AD SSO, and others for single sign-on.
Securden serves as the SAML service provider (SP) and it integrates with SAML
identity providers (IdP). Once the configuration is done, you can provide your

users the single sign on experience to access Securden GUI.

Securden integrates with any SAML-based SSO solution. The integration

process involves three steps:

e Step 1: Add Securden WPM as an application in the IdP (Okta,
OnelLogin, etc.)
e Step 2: Configure IdP's details in Securden

e Step 3: Provision access to Securden for your users in the IdP
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To start the integration, you would require certain details about Securden,

which you can obtain from the product interface as explained below:

Navigate to Admin >> Integration >> Configure SAML SSO. In the GUI
that opens, toggle the Enable SAML SSO button to green.

v' Securden Endpoint Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
min > SAML SSO
Configure SAML SSO

Securden leverages SAML 2.0 to integrate with SAML-compatible federated identity management solutions like Okta, G Suite, Microsoft ADFS, OneLogin, Pingldenity, Azure AD SSO and others for Single Sign On. Securden
serves as the SAML Service Provider (SP) and it integrates with SAML Identity Providers (IdP). Once this is done, users who login to solutions like Okta (IdP), will be automatically logged in to Securden. The IdP and Securden
exchange validation details in the background. Steps below involve providing details about the SP to the respective IdP.

Step 1: Add Securden as an application in the IdP (Okta, OneLogin etc.)
Step 2: Configure IdP's details in Securden

Step 3: Provision Securden access to users in |dP

Enable SAMLSSO @D

Enter Securden Details in the IdP

Use the following information in IdP and add Securden as an application.

SP Entity ID 3h https://sec-demo-2k16:5151/saml_sso [Edit Access URL]
Assertion Consumer URL B} https//sec-demo-2k16:5151/saml_sso
SP Metadata &, securden_meta.xml

Step 1: Add Securden as an application in your IdP

For adding Securden (The service provider) as an application in your IdP, you

would typically require the following details:
SP Entity ID - https://sec-demo-2k16:5151/saml_sso
Assertion Consumer URL - https://sec-demo-2k16:5151/saml_sso

SP Metadata - securden_meta.xml

Enter the details mentioned above in the interface of your IdP portal, and then

proceed with the next step.
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(Note: The .xml file is available for download from the above GUI on clicking

the L icon)

Step 2: Configure IdP's details in Securden

Once you have completed step 1 and added Securden as an application in your
IdP portal, you would have certain details obtained from the IdP like IdP entity
ID, IdP login URL, and protocol type. You need to supply those details on the
Enter IdP Details page on the Securden interface.

You have two options here -

e Configure IdP Details
e Upload IdP’s Metadata
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Configure IdP Details

Enter IdP Details in Securden

Configure IdP Details ) Upload IdP Metadata

nnnnnnn

Fill in the following details:

Identifier - This will appear on the Securden WPM login page and
enable users to identify the SAML identity provider.

IdP Entity Id - A globally unique name for the identity provider

Login URL - The URL to login into the IdP

(IdP entity Id and login URL details should be fetched from your IdP
interface)

Protocol type - This can either be an HTTP POST or an HTTP redirect
protocol.

Certificate File - The digital certificate of the IdP browsed from your
system and added here.

Custom Rule for Securden Login Name - This is an optional field. As
part of the integration, one of the important aspects is the Login name
format. The identity provider returns a login name, which Securden uses

as the username for logging in to the application. If you want to map
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the name returned by the identity provider with a different name, you
can create custom rules. Basically, you can make use of the following
string functions to create custom rules to manipulate the login nhame
returned by the identity provider. In the string function, str denotes the

name returned by the identity provider.

Function Input Parameters Example Output

stringAppend (String  str, stringAppend(This is'," a test’) This is a test
String suffix)

toUpperCase (String str) toUpperCase(This is a test') THIS IS A
TEST
toLowerCase (String str) toLowerCase('This is a test’) this is a test

substringBefor (String  str, substringBefore('abc@securden.com'  abc
e String ,'@")
searchString)

substringAfter (String  str, substringAfter(‘abc@securden.com’, securden.co
String ‘@) m

searchString)

On filling in the details, click Save.
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Upload IdP’s Metadata

Enter Securden Details in the IdP

Enter IdP Details in Securden

On clicking Upload IdP Meta, fill in the following details:

e Identifier - This will appear on the Securden WPM login page and
enable users to identify the SAML identity provider.

e Metadata - Data in a .xml format that provides the details of the IdP,
including the IdP entity data, login URL, protocol type, and digital
certificate.

e Custom rule for Securden Login Name - This field is optional. As
part of the integration, one of the important aspects is the Login name
format. The identity provider returns a login name, which Securden uses
as the username for logging in to the application. If you want to map
the name returned by the identity provider with a different name, you

can create custom rules.
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You can make use of the following string functions to create custom rules to
manipulate the login name returned by the identity provider. In the string

function, str denotes the name returned by the identity provider.

Function Input Parameters Example Output
stringAppend (String  str, stringAppend(This is'," a test’) This is a test
String suffix)
toUpperCase (String str) toUpperCase('This is a test) THIS IS A
TEST
toLowerCase (String str) toLowerCase('This is a test’) this is a test
substringBefor (String  str, substringBefore('abc@securden.com' abc
e String ,'@)
searchString)
substringAfter (String  str,  substringAfter(‘abc@securden.com’, securden.co
String ‘@) m
searchString)

Step 3: Provision access to Securden for your users in the IdP
After completing the integration, remember to provision access to Securden

WPM for your users in the IdP. Without provisioning access, users will not be

able to access Securden WPM by leveraging SSO capabilities.
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Troubleshooting Tips

After integration, if you get invalid user response, following are the typical

reasons:

The username format could be the cause of this issue. For authentication,

Securden validates the value against the Username in Securden.

When you import users from AD, Securden maintains the username as
DomainName\username. (When you add users locally instead of importing

from AD, it will be just username alone).

So, in the SSO configuration page, if you change the Custom rule for

Securden login as below, the issue might be resolved:
stringAppend('DOMAINNAME\ ', loginname)

Example: stringAppend('SECURDENDEV\', loginname)

In addition, there might be an email mismatch with username.

If an email is received from SSO, the domain name has to be trimmed from

the value:
stringAppend('DOMAINNAMEY\', substringBefore(loginname, '@"))
For extracting username from email:

substringBefore(loginname, '@")

The above steps typically apply for integrating any SAML-based SSO solution.
If you need any assistance in integrating with any specific IdP, write to

support@securden.com .
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SECTION 3: Privilege Management
Configurations

Configuring privilege management in Securden is a simple four step process.

e Step 1: The first step is to deploy the Securden agent on the required
workstations/servers. Once the agent is installed, it will populate all the
endpoints it is deployed on. Then, it starts discovering the applications
and processes (that require admin rights) that are present in the
endpoints.

e Step 2: In addition to automatic application discovery, you can also
manually add applications.

e Step 3: The third step is to create control policies.

e Step 4: The final step is to remove local admin rights.
Prior to deploying the agent, optionally, you can do a discovery of the

workstations and deploy the agent from the GUI on the discovered computers

too.

Step 1: Deploy Securden Agent on Computers
To elevate applications and processes for standard users, you need to deploy
the Securden agent on workstations and servers. The agent takes care of
elevating the whitelisted applications and processes for standard users.
Securden agent can be deployed in three ways:

1. Installing manually on workstations and servers
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2. Install in bulk using group policy objects (GPO) or by using your SCCM
solution
3. You can also push the agent on the required workstations from the

product interface

Manual Installation

Navigate to Computers >> Securden Agents to download and install the

agent manually on the required workstations and servers.

Agent Installation Using GPO

Navigate to Computers >> Securden Agents and scroll down to GPO

Instructions

g Securden Endpoint Privilege Manager Q v

Dashboard Applications Reports

Securden Agent Installation

Q You can deploy Securden agents on endpoints and servers either manually or in bulk using Group Policy Objects. Agents can be deployed on endpoints running Windows 7 and later; and Windows Server 2008 and later. Refer to
the instructions below to install agents using GPOs.

Downloads Agent Details

SecurdenAgent (MSI) rsion 6.0.2

Licensed to install on 100 endpoint:
O 0D ’

Installed on 2 endpoints and 1

Can by

stalled on 98 mo

GPO Instiuctions  SCCM Instiuctions
Step By Step installation

oo Il oo

VB Script

You can push Securden agents to multiple computers at once by using a group
policy object. You can either push the agent to all computers belonging to an

OU or push the agent to computers belonging to specific groups. You can find
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step-by-step instructions to configure a GPO using the gpmc.msc service as a

downloadable PDF in the Securden user interface for both deployment options.

Securden Agent Text Customization

The Securden agent displays various labels, context menus, and forms. You
can customize the message text and labels in such a way that your end users
will be able to understand the options without any training. You can change
the labels in the tray icon context menu, elevation request form, Securden

text editor, and others.

To customize the agent text, navigate to Admin >> Customization >>

Securden Agent Text Customization and select the required option.

@' securden Endpoint Privilege Manager 2 av

Dashboard Computers Applications Reports

> Securden Agent Text Customizat

Agent Text

mize the labels and messages in the Securden Agent interface. You can change the labels in the tray icon context menu, elevation request form, and others. Select the required feature, refer
on top of the page, and carry out the change i the edit section below.

Tray Icon Context Menu
Right Click Menu

Elevation Request Form
Elevation Request Dialogues
Write to Folder

Securden Text Editor

Technician Access

Securden Authentication Popup

Request Admin Privilege

Offline Access Popup
iew Approval Status

Start Technician Access

The menu located at the left hand side lists the different types of messages
related to the Securden agent. You will see the related screenshots in each

section. In the text fields below the respective screenshots, you have the
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option to customize the text. Once the agent text changes are done, click

Save to save your changes

Discover Workstations (Optional)

As explained earlier, you can push agents to workstations directly from

Securden GUI. If you want to do this, you need to discover the required

computers.

To discover computers, navigate to Computers tab and click Discover

2 KUMARAN-PC Operating System Windows 10 Pro

Securden Agent Details

& SEC-BUILD-1

&8 SEC-DEMO-2K16

Status

&8 SEC-SUPPORT-1

&8 SEC-TEST-2K19-1

Discovery is a two-step process:
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First, you need to establish connectivity to the domain. To connect with the
domain, certain details such as domain IP address and administrator

credentials are required.

Additionally, you need to specify the connection mode (SSL/non-SSL) through
which Securden has to establish a connection with the AD domain. If SSL
mode is selected, the domain controller should be serving over SSL in port
636 and the certificate of the domain controller should have been signed by a
CA. If a certified CA does not sign the certificate of the domain controller, you
need to import all the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller and all the

intermediate certificates if any.

Based on the details furnished, Securden will connect with the AD Domain and

fetch the computers and computer groups available.

9 Securden Endpoint Privilege Manager Q

Discover Computers from AD

first ste
=) Step 1: Establish Connectivity Securden 1o s

Domain IP Address

Connection Mode

y IP Addresses (Optional)

Connection Mode and al

Supply Administrator Credentials

Supply Administrator Credentials

account already supplied viill be used to connect to the active directory domain.

Once Securden connects with the AD domain, it discovers computers and

computer groups in the AD. You have three options here (OUs, Groups,
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Computers) to select the computers to be onboarded. You can exercise any or
a combination of the three options as required in a single step to import

computers from the AD domain.

@ Securden Endpoint Privilege Manager 2 v

Discover Computers from AD t—{elp

Step 2: Discover and Import

Verify the Objects Selected for Discovery

ults before proceeding to importing them to Securder

For example, if you want to fetch computers from an OU and a Group, first
enter/browse and select the name of the OU, click Discover. Then go to the
Groups tab, select/browse the name of the group, and click Discover. Verify
your discovery details and finally click Import. Securden will fetch all

computers that are part of the OU and group specified.

In the advanced settings, you can choose whether to ignore subgroups while
importing computer groups. If you choose to ignore subgroups, Securden will
still import computers in the subgroup since all computers are a part of the
parent group. However, the imported computers will not follow the subgroup

structure in Securden.

Once the required computers are onboarded to Securden, you can view them

from the Computers tab. For computers that don’t have an agent installed,
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the steps to directly push the agent from the Securden UI will be displayed.

You need to follow these steps and to install the agent on the device.

Deleting Computers

You can delete computers from Securden by navigating to Computers and

selecting the computer(s) to be deleted.

To delete the selected computers, click on More >> Delete.

@' securden Endpoint Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin

m More >

= All Computers v m Q Agent  UserAccounts  Applications  Software  Report

e ’ DESKTOP-BSQI0Q7 View Generated Offline Codes Generate Code for Offline Use
= ARAN-PC DNS DESKTOP-BSQIOQ7
(] = KUMARAN-PC
WixiowslIOE Operating System Windows 10 Pro

&8 SEC-BUILD-1
Wind erver 2016 Datacenter
JRDEN A

Securden Agent Details

Status © Not Running
= SEC-DEMO-2K16
Windows Server 2016 Datacenter

Last Connected Time 12 Jul 2021 19:09

&8 SEC-SUPPORT-1

&8 SEC-TEST-2K19-1

Tto6of 6 25 v n

Computer Groups

Computer Groups are used to place similar computers and organize them with
a defined structure and hierarchy. These groups can be used to enforce group

control policies in Securden for effective privilege management.
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Adding a Computer Group

You can add any number of computer groups in Securden. Adding a computer
group can be done in two ways. You can either

1. Import from AD directly (or)

2. Add groups manually.

Importing groups from AD

To import computer groups from AD, navigate to Computers >> Computer
Groups (In the left side pane) >> Add >> Import from AD.

v Securden Endpoint Privilege Manager Q A v

Showing 0to00f0 25 v n

Ttodof4 5 v n

Note: You can add groups to Securden along with computers during the

discovery process as well.

In this two-step process, you need to furnish certain details related to the AD
so that Securden can establish a connection. After this step is completed,
Securden will search for computer groups within the AD and fetch everything
discovered. You can then select the computer groups needed and import them

to Securden.
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Step 1: Establishing AD Connectivity

9 Securden Endpoint Privilege Manager 2 v

Import Computer Groups from AD

[ Step 1: Establish Connectivity

e Directory domain and obtains the OUs, Groups and computers in the domain

Connection Mode

Secondary IP Addresses (Optional)

Connection Mode

SSL Supply Administrator Credentials

Supply Administrator Credentials

account already supplied will be used to connect to the active directory domain

You need to specify the domain, domain IP address (or) FQDN, and add
secondary IP addresses if needed. Further, you need to specify the connection
mode (SSL/non-SSL) through which Securden establishes the connection with
the AD domain.

If SSL mode is selected, the domain controller should be serving over SSL in
port 636 and the certificate of the domain controller should have been signed
by a CA. If a certified CA does not sign the certificate of the domain controller,
you need to import all the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller and all the

intermediate certificates if any.

You need to supply the administrator credentials to Securden which will be

used to authenticate the connection between Securden and the AD domain.

Finally, click Next.
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Step 2: Select and Import Computer Groups

In the next step, Securden will display all the computer groups and OUs

discovered from the AD domain.

@ Securden Endpoint Privilege Manager

Import Computer Groups from AD s
This st

™ Step 2: Discover and Import

U/OUs. Enter your search text. Then click the ‘Discover'button.
Browse OU Tree and Select

Verify the Objects Selected for Discovery

)

In this GUI, you have the flexibility to fetch computers from OUs/Groups in
bulk in a single step. That means you can enter the names of the OU/Groups
to be discovered in any combination as you wish. Once the discovery process
is over, you can browse the groups and OU tree and select the required

groups.

For example, if you want to fetch computers from an OU and a group, first
enter/browse and select the name of the OU, click Discover. Then go to the
Groups tab, select/browse the name of the group, and click Discover. Verify
the selected entities and finally click Import. Securden will fetch all computers

that are part of the OU and group specified.

In the advanced settings, you can choose whether to ignore subgroups while

importing computer groups. If you choose to ignore subgroups, Securden will
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still import computers in the subgroup and place them inside the first-level

group.

Manually Adding Computer Groups

You can create a new computer group in Securden and add specific computers
as members to the newly created group. When you need to manage endpoints
that are not a part of the domain, you need to onboard the computers and
group them as workgroup computers to effectively manage all the endpoints

available in your organization.

To manually create a computer group, navigate to Computers >> Computer
Group >> Add >> Add Groups Manually.

v Securden Endpoint Privilege Manager Q av

& Computers
Showing 010 0 of 0
=8 Domain Members

Group descript

& workgroup
Yet to give a descriptior

Showing 0t000f0 25 v n

1tod4of4 25 v n

In the GUI that opens, enter the following details:
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v Securden Endpoint Privilege Manager oy a v
Dashboard Computers Applications Privileges Users Reports Admin
L Hel
. Add Computer Group P

You can add a new computer group and add specific
computers as members of the computer group from here.

]

- Group 1 Description Group Name

Uniquely identifies the computer group being added

[?) Add Members = Description
Helps you easily search for and identify any particular

SEC-TEST2K19-1 x | SEC-DEMO-2K16 x computer group

Add Members

;

and o
to be added as members of the computer group.

You need to provide a suitable group identifier for identification purposes. You
can also add a group description to help you easily search and identify

particular computer groups.

Add Members

You can add specific domain computers as members of the new computer
group being created. You can search the existing computers based on any
criteria such as Computer Name, DNS, OS, and others. Then select the

required computers to be added as members of the computer group.

Synchronizing with AD

When a new computer group is created or new changes are made in an
existing group, you can update the same in Securden by clicking on Sync
Members in the Computer Groups section. Securden will then run the
discovery process again and check for any changes that need to be reflected

in Securden.
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Additionally, you can schedule tasks in Securden for periodic synchronization
with the AD domain. You can either choose to Synchronize Once or

Synchronize Periodically.
The first option is used to schedule the synchronization on a specific date. This
is often useful when you are expecting a change to be made in the AD domain

soon.

To schedule member synchronization, you need to specify the date and time

in the UL
Q Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
More +
S Computer Groups B3R voe- Q Details  Periodically Synchionize Computers
]
- ded You can create a scheduled task to keep the computers in Securden in synchronization with those in the AD.
v IRDEN.A'
o & Domain Members Define Periodicity
=0]
g roup d not given in AD
e CURDEN A M Synchronize Once ) Synchronize Periodically
& workgroup Note: The current time on the server in which Securden runs is 05 May 2022 07:29 hrs. The execution time you set here il follow the server time.
y added
ynchronize computers on at HH v MM v hris
110303 25 v n

You can also choose to run this synchronization process every few days to

ensure that Securden is up-to-date with the changes made in the AD domain.
You need to specify the date and time at which the first synchronization needs

to be performed. You should also specify the interval at which subsequent

synchronization needs to be executed.
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cution time you

set here will follow the server time

v MM v hrs

v Windows Privilege Manager
Dashboard Computers Applications Privileges Users Reports Admin
Morev C

g Computer Groups [ Mo®= @ peie  periogicaly Synchvonize Compute

|

= C t You can create a scheduled task to keep the computers in Securden in synchronization with those in the AD.

[} = Domain Members Define Periodicity

0]

roup description not given in AD
A ") Synchronize Once Synchronize Periodically
& workgroup N The current time on the server in which Securden runs is 05 May 2022 07:29 hrs. The exe:
nchronize computers periodically starting from at HH
Synchronize computers every Days v
Hours
Mont
1to30f3 5 v n

Note: The scheduled task will be executed at the specified date and time with

respect to the time on the server in which Securden is running. This is

displayed in the UI and can be seen while scheduling the task.

Step 2: Discover and Add Applications

The essential aspect of privilege management is elevating the privileges for

applications and allowing users to run them whenever required. You can

whitelist the trusted applications that can be installed/run by standard users

with elevated privileges. The term application refers to any Windows

process/executable. You need to consolidate all your applications prior to

creating whitelists and policies.

When you install the Securden agent on Windows workstations and servers,

the applications that normally require admin privileges are discovered and

added to Securden. You can also manually add applications. You can review

the consolidated list and add any other application that needs to be controlled.
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Automatic Discovery of Applications

Once you install the Securden agent on the workstations and servers, the
agent starts discovering the applications and adds them to the applications

inventory.

The discovery process initially would run in learning mode and it takes about
a couple of weeks to complete the initial discovery process. This is because
the agent discovers and adds only the applications that require elevated

privileges and not all processes/applications unnecessarily.

You can view the discovered applications in the Applications section.

Adding Applications Manually

While the automatic discovery takes time, if you want to add applications

instantly, you need to manually add them. To add applications, navigate to
the Applications section in the GUI and click the button Add.
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In the GUI that opens, you need to specify the type of application
(exe/msi/msc, etc.) and the attributes that would help Securden identify the

application.
The application types are as follows:

e Application (.exe)

e Windows Installer (.msi)

¢ Management Console (.msc)

e PowerShell Script (.psl1)

e VB Script (.vbs)

e Batch File (.bat)

e Securden Text Editor - To allow editing of text using Securden’s text
editor

e Control Panel file (.cpl)

e Write to Folder: To restrict users from accessing (or) modifying the
contents of a specific folder. Some folders might hold configuration files

and other sensitive information.

After selecting the application type, you need to specify the attributes that
would help the Securden agent to identify the applications properly. The
attributes could be digital signatures, actual file path, original file name, and
the hash value of files. You may provide any number of attributes as desired

by using the option shown below.
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Add Application

Help

Note: If you choose the attribute File Hash Value, you can make use of the
application provided in the UI to readily find the SHA-256 value for the
application. To find the file hash value, you need to specify the exact file

location of the application.

Give the fullpath of a file to find its checksum.

Searching Applications
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You can use the filter and choose the type of applications you want to look at.

Column chooser helps you search for specific information in each column

while the Filter helps in displaying applications with specific attributes. You

can select any number of attributes when using the filter to effectively search

for the required application.

Application View Filter

You can create a filtered view of the applications by selecting the required ones below.

Type
Application (.exe)
PowerShell Script (.ps1)
Control Panel Item (.cpl)

File/Folder Deletion

Approval Status

Active

Active Pending for Approval

Bl o

Editing and Deleting Applications

Windows Installer (.msi)
VB Script (.vbs)

Securden Text Editor

Pending for Approval

Management Console (.msc)
Batch File (.bat)

Write to Folder

Pending Deletion

Attributes of applications previously added to Securden can be modified

whenever required. However, any changes made to the applications need to

be reviewed and approved by other administrators.

114



Securden EPM Administrator Guide

You can remove applications from the list at any time. Once you remove an
application from the list, Securden will not automatically rediscover the same
application. If you need to add the application back to the list, you have to

manually do it.

To remove applications, select the required applications and click Delete.

For example, in the image displayed above, the three selected applications

will be deleted once you click Delete.

Step 3: Define Application Control Policies
(Whitelist/Blacklist Applications)

This step helps you to define policies for the seamless, on-demand elevation
of applications for standard users. Control policies created here are to be
associated with the required computers and users or user groups. For
example, you can create a policy whitelisting the ADUC application and

associate it with computers in Department A for User X and Usergroup Y.
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ADUC will be elevated for User X and all users of the group Y on the computers
in Department A. The control policy created by one administrator will have to

be approved by any one of the other available administrators.

Configure an application control policy

Prerequisite: Deploy agents on all the required endpoints to discover and
populate the endpoints in Securden. Let the agents discover applications that

require administrator privileges on endpoints and list them in Securden.

Navigate to Privileges>>Application Control Policies

Q Windows Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports

Application Control Policies

g‘@ This step helps you to define policies for seamless, on-demand elevation of applications for standard users. Application control policies created here are to be
associated with the needed computers and users or user groups. For example, you can create a policy whitelisting the ADUC application and associate it with
computers in ‘Department A’ for 'User X' and 'Usergroup Y. ADUC will be elevated for User X and all users of the group Y on the computers in Department A. The
control policy created by one administrator will have to be approved by any one of the other available administrators

Note: Application control policies created or edited by one administrator will have to be approved by another administrator.

acom v Showing 1 to 909 100 v

Name Description Type Privilege Elevation Status

Aircall Policy Non-domain Computer Policy Local Administrator Privilege s Active
Blacklisted Apps Domain Computer Policy Blacklisted [Pending

Free Cam Application Domain Computer Policy Local Administrator Privilege v Active
Network Adaptors Non-domain Computer Policy Local Administrator Privilege v Active -

Adding a Domain-policy

You can create and use domain policies to control application usage on domain

joined computers. While creating domain policies, you can associate the policy
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with domain joined computers and domain users. To create a domain policy,
navigate to Privileges >> Application Policies, click on Add Policy and

select Add Domain Policy.

v' Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
=

Application Control Policies

Application Policies

(s This step helps you to define policies for seamless, on-demand elevation of applications for standard users. Application control policies created here are to be
associated with the needed computers and users or user groups. For example, you can create a policy whitelisting the ADUC application and associate it with
computers in ‘Department A' for 'User X' and 'Usergroup Y’ ADUC will be elevated for User X and all users of the group Y on the computers in Department A. The
control policy created by one administrator will have to be approved by any one of the other available administrators

Remove Privileges

Note: Application control policies created or edited by one administrator will have to be approved by another administrator.

Delete Policies Showing 1to90f9 100 v

Add Domain Policy

Name Type Privilege Elevation Status
Add Non-domain Policy
Aircall Policy Non-domain Computer Policy Local Administrator Privilege v Active
Blacklisted Apps Domain Computer Policy Blacklisted [Pending
Free Cam Application Domain Computer Policy Local Administrator Privilege v Active
Network Adaptors Non-domain Computer Policy Local Administrator Privilege v Active -

Enter the following details in this GUI.

Dashboard o Applications

Add Application Control Policy

Application Elevation Preference

Select Applications

Associate Policy with Domain Computers/Computer Groups

® Aldomain

Associate Policy with Users/User Groups
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Control Policy Name: The name that you enter here helps you uniquely
identify the control policy being created. This name will appear on the control

policies list.

Description: A brief explaining the purpose of the application control policy.

Application Elevation Preference

e Elevate with local admin privilege: You can run the application with
local admin rights, this means the app elevated can make use of admin
rights to configure system settings

e Elevate with domain admin privilege: Domain administrators are a
part of local administrator group of all domain joined devices. This
privilege can be used to allow the user to run domain apps such as
domain tree etc.

e Elevate with system privilege: You can run processes and scheduled
tasks without the wuser intervention by elevating with system
administrator privilege.

e Blacklist: Blacklist works purely to stop certain applications from
running. This is done in case your policy requires you to block specific

applications.

Select Applications

Your policy allows you to choose the applications that will run under the
selected elevated privileges. If you have chosen blacklist then these

applications will be prohibited from running.

You can use the Search application field to select the application from the

list, or enter the application name and select it. Now that the applications for
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the policy are selected, you can associate them with the required users, and

computers.

Associate Policy with Domain Computers/Computer Groups

You can choose to have all domain computers follow this policy, or choose a
specific set of computers to adhere to it. To associate selective computers with
the policy, you can enable the Specific domain computers/groups option

and choose the computers from the drop down which will be running with this

policy.

Associate policy with Users/User Groups

This step lets you granularly select specific domain users and user groups and

associate this application control policy with the selected users.

e To associate the policy with all domain users enable All users.

e To select individual users or groups, use the Include specific
user/groups and choose from the list of users/groups.

e To associate this policy with all users except a select few, you can select
Exclude specific user/groups and choose from the Ilist of

users/groups.
Once the preferences are selected, click Save.
On completing this step, the control policy will be created and sent to review.

It will take effect after it is reviewed and approved by a fellow administrator.

Once it is in effect, it will be listed on the control policies page.
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Add a non-domain policy

To add a non-domain policy, you can follow the same steps as given above
for the domain policy, the only difference here is that non-domain policy
cannot be associated with AD domain users. However, you may associate a

non-domain policy with Azure AD users and local users on endpoints.

Once you select the required elevation preference, and the applications, you

need to associate the policy with the required computers and users.

You have two options when associating with computers. You can either choose
to associate the policy with all non-domain computers in the inventory or

choose specific non-domain endpoints.

Similarly, you can choose to associate the policy with all local users and Azure

AD users or specify individual users and groups.

Once all the required preferences have been selected, you may click on Save.

Step 4: Remove Local Admin Rights

Along with the device discovery, the Securden agent captures the list of local
administrator accounts on each computer. This GUI allows you to remove local
admin privileges in bulk from many users and make them standard users.
Securden lets you remove all or specific users from the Administrators group
in all or specific computers (except domain controllers). This option is quite
flexible and helps you remove the admin rights of any number of users on any

number of computers in a single click.
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To remove the local admin accounts, navigate to Privileges >> Remove

Privileges in the GUI.

e Step 1: Select all the specific users/user groups whose local admin
privileges are to be removed.
e Step 2: Specify the computers on which the admin rights are to be

removed for users selected in step 1.

Select The users/user groups

On clicking All Users, you have the option to select Local Users, Domain
Users, or Users in Domain Groups. You can select all three of them to

include every user.

v Windows Privilege Manager Q a
DEELLLEN] Computers Applications Privileges Users Reports Admin

Remove Admin Rights

Application Policies

Least privilege enforcement requires removal of local admin rights of users across servers and endpoints. This GUI allows you to remove local admin privileges
in bulk from many users and make them standard users. Securden lets you remove all or specific users from the ‘Administrators’ group in all or specific
computers (except domain controllers)

> 8

This option is quite flexible and helps you remove admin rights of any number of users on any number of computers in a single click. All you need to do is to
select (in step 1) all / specific users whose local admin privileges are to be removed. Then, in step 2, you need to specify the computers on which the admin
rights are to be removed for the users.

1. Users

Select the users/user groups whose admin privileges are to be removed

® All Users Specific Users/User Groups

Local Users Domain Users Domain Groups

On clicking Specific Users/User Groups, you have the option to select

individual users or user groups from the drop-down.
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Q Windows Privilege Manager Q &

Dashboard Computers Applications Privileges Users Reports Admin

rights are to be removed for the users.

C

Application Policies

- 1. Users

Remove Privileges
Select the users/user groups whose admin privileges are to be removed

All Users ®) Specific Users/User Groups

er/l N
®

Administrator (CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS,DC=COM)
partha (CN=Parthasarathy Dharmalingam,0U=Developer,0U=AllUsers,DC=SECURDEN,.
bala (CN=Balasubramanian Venkatramani,OU=Developer,0U=AllUsers,DC=SECURDEN,
kumaran (CN=Kumaran Balan,0U=Developer,0U=AllUsers,DC=SECURDEN,DC=AWS,DC
Enterprise Admins (CN=Enterprise Admins,CN=Users,DC=SECURDEN,DC=AWS,DC=COM)
DnsAdmins (CN=DnsAdmins,CN=Users,DC=SECURDEN,DC=AWS,DC=COM)

Domain Admins (CN=Domain Admins,CN=Users,DC=SECURDEN,DC=AWS,DC=COM)

Select Computers/Computer groups

To include every computer, click All Computers.

Q Windows Privilege Manager Q &

Dashboard Computers Applications Privileges Users Reports Admin

Enter User/User Group Name ®
Application Policies
- %3 Domain Admins X g Enterprise Admins X & Administrator X
Remove Privileges

2. Computers

Select the computers/computer groups in which the admin rights are to be removed for the users listed in step 1 above.

® All Computers Specific Computers/Computer Groups

On clicking Specific Computers/Computer Groups, you have the option to

select individual computers or computer groups from the drop-down.
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Q Windows Privilege Manager

Q a
Dashboard Computers Applications Privileges Users Reports Admin
Application Policies
= 2. Computers

Remove Privileges
Ll Select the computers/computer groups in which the admin rights are to be removed for the users listed in step 1 above

All Computers I ® Specific Computers/Computer Groups l
Enter Com

SEC-DEMO-2K16 (sec-demo-2k16.SECURDEN.AWS.COM)

SEC-SUPPORT-1 (SEC-SUPPORT-1)

Computers (CN=Computers,DC=SECURDEN,DC=AWS,DC=COM)

Domain Members (OU=Domain Members,DC=SECURDEN,DC=AWS,DC=COM)

workgroup

On selecting the required users and computers, click on Proceed.

Q Windows Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin

Application Policies

2. Computers

- Select the computers/computer groups in which the admin rights are to be removed for the users listed in step 1 above.

Remove Privileges All Computers ® Specific Computers/Computer Groups

Enter Computer/Computer Group Name

[J DESKTOP-BSQIOQ7 X ‘<2 Domain Members X 2 Computers X

On clicking Proceed, all the computers/computer groups selected will be

accessible without administrative rights for the users/user groups selected.

Move Users from One Group to Another
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In addition to removing users from the administrator groups, Securden allows
you to move an user from any one group to another. To explore this option,
click on Would you like to remove users from one group and add them
to a different group? Explore the advanced settings (Optional).

Once you click this, you will be able to see the options displayed below.
@ Securden Endpoint Privilege Manager I

Applications

1. Users

4. Add to Group

elect the groups from which the users (specified in step 1 above) are to be added to the group. If you know of any other groups with excess privileges, select those specific groups oo

® Add to the 'Users’ group Add to specific group(s

You need to select the group from which the user(s) needs to be removed and
the group to which they need to be added.

Once you have selected your preferences, click Proceed.

Technician Access Policies

IT help desk technicians often log on to end-user machines with administrative
privileges to carry out certain tasks. This leads to various security and
operational issues. To overcome such issues, Securden helps you define

Technician Access Policies.
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Typically, you can create policies authorizing specific technicians to perform
administrative tasks on specific endpoints. Technicians can log on to end-user
machines with standard user privileges and offer the required assistance.
Their privilege will be elevated on-demand temporarily. You can specify the

computers on which specific technicians can have technician access.

Creating technician access policies

To create a technician access policy, navigate to Admin>> Privilege

Management >> Technician Access Policies

g Securden Endpoint Privilege Manager Q Av

Dashboard Computers Applications Privileges sers Reports

Q Search
Privilege Management Authentication Security
(&) Privilege Elevation Requests (23 Two Factor Authentication £, Domain Administrator Groups
&2 Automatic Approval Policies G Email to SMS Gateway &) Change Encryption Key Location
&%, Technician Access Policies 52 RADIUS Server Settings
High Availability
Notifications Integrations &} Database Backup
[#] Event Notifications <> Active Directory Domains [14] High Availability
EZ mail Notifications &3 syslog for SIEM
Maintenance & Upgrades
# SAMLSSO
Customization Eg Product Upgrades
{3 Custom User Roles General
< Securden Agent Text Customization EA Mail Server Settings
- @
25 Configurations @ Proxy Server Settings

You need to create policies for domain-joined computers and non-domain
computers separately. When creating the policy, you need to select Domain

Policy or Non-domain Policy as required.

Steps to create a technician access policy

The policy creation involves specifying the computers on which specific
technicians should be able to access to perform various operations. The

process is quite flexible - you can allow a technician or a group of technicians
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to access all computers or only specific computers. The technician could be a

user or a group in Securden.

To create a policy,

Click Add Policy and select Add Domain Policy or Add Non-domain Policy

as needed.

9' Windows Privilege Manager Q a&v
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Technician Access Policies

Technician Access Policies

You can create policies authorizing specific technicians to perform administrative tasks on specific endpoints. This may be useful when technicians (with standard user privileges) logon
to endpoints to offer assistance. Their privilege will be elevated on-demand temporarily. You can specify the computers on which specific technicians can have technician access.

Q ] [T | Add Policy v Delete Policies Showing 1to20f2 100 v

Add Domain Policy

Name + Type Status Actions
Add Non-domain Policy
Helpdesk Technician . w.... . weven Domain Computer Policy [Pending For Approval]
Test Domain Computer Policy v Active
Showing 1to20f2 100 v n

In the GUI that opens, enter the following information:
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9“ Windows Privilege Manager Q v
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Technician Access Policies > Add Technician Access Policy

Add Technician Access Policy

Name*

escripti
Policy A For UK based Technicians

Associate Policy with Domain Computers/Computer Groups

You can associate this policy with all or specific domain computers/groups that have already been added to Securden.

®) All domain computers in Securden Specific domain computers/groups in Securden

Associate Policy with Users/User Groups

You need to associate this policy with the required users or user groups imported to Securden from AD/Azure AD domain. That means the policy will take effect on the users/groups
selected here on the computers chosen in the previous step. Note: The policy will take effect for a specific user on a specific computer only if the user has login privileges on that
computer.

e Policy name: The name that you enter here helps you uniquely identify
the policy being created.

e Description: A brief of the policy for a quick overview

The next step would be to associate the policy with all computers or specific
computers in the domain. The computers associated with this policy will allow

technicians to access them with ease.

All the OUs and groups imported from AD will be displayed as Computer
Groups in Securden. In this step, you will specify the computers and
computer groups that you want to authorize the technician to access and carry
out the tasks. You can allow access to all computers or only for specific

computers.
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e Windows Privilege Manager

Dashboard Computers Applications Privileges Users Reports Admin

Admin > Technician Acc

olicies > Add Tec!

Add Technician Access Policy

Tech1 Description

Associate Policy with Domain Computers/Computer Groups
You can associate this policy with allor specific domain computers/groups that have already been added to Securden.
D All domain computers in Securden @ Specific domain computers/groups in Securden
[ SECTEST2K191 X '© Computers X |search computer/group
Q secauiL>1
D secoemo-2k16

S Domain Members the computers chosen in the previous step. Note: The policy will take effect for a specific

© workgroup

® All AD/Azure AD users imported to Securden Specific users/groups imported to Securden from AD/Azure AD

Associate policy with the technician

The final step is to associate the policy with the required technicians or groups.
The technician could be a user or a group in Securden. You can select either
all users or specific users/groups alone. For example, you can designate all

members of the IT Help Desk group in Securden to access the computers
selected in the previous step.

Associate Policy with Users or Accounts

You need to associate this policy with the required domain users/user groups or domain accounts/folders. That means the policy will take effect on the

users/groups/accounts/folders selected here on the computers chosen in the previous step. Note: The policy will take effect for a specific user on a specific computer only if the user
has login privileges on that computer.

O Al domain users/accounts imported in Securden ~ (®) Specific domain users/groups/accounts/folders in Securden

Associate with Users/Groups
Clear All

& Securden Service Account % | Search user/group

Associate with Accounts/Folders
Clear All

(3 Databases x ﬁearch account/folder

e To associate the policy with all domain users/groups, enable All domain

users/groups imported in Securden
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e To select individual users or groups, use the Search user/group and

choose from the list of users/groups.

Q Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
Admin > Technician Access Policies > Add Technician Access Policy

You can associate this policy with all or specific domain computers/groups that have already been added to Securden.

®) All domain computers in Securden Specific domain computers/groups in Securden

Associate Policy with Users/User Groups

You need to associate this policy with the required users or user groups imported to Securden from AD/Azure AD domain. That means the policy will take effect on the users/groups
selected here on the computers chosen in the previous step. Note: The policy will take effect for a specific user on a specific computer only if the user has login privileges on that

computer.

All AD/Azure AD users imported to Securden ® Specific users/groups imported to Securden from AD/Azure AD —
ear

£ Administrators X bearch user/group

[ s (I

Finally, click Save.

Approval for policies

On completing this step, your technician access policy created will be reserved
for review and approval by another administrator. You can check the approval
status on the technician policies page. Approved policies will be shown as

Active.

How to approve policies?
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Administrators can approve the policies created by other administrators from
Admin >> Privilege Management>> Technician Access Policies.
Administrators will receive email notifications when a policy is created and

awaits approval.

q Securden Endpoint Privilege Manager Q av

Dashboard Computers Applications

dmin > Technician Access Policies

Technician Access Policies

You can create policies authorizing specific technicians to perform administrative tasks on specific endpoints. This may be useful when technicians (with standard user privileges) logon to endpoints to offer assistance. Their privilege will be elevated on
demand temporarily. You can specify the computers on which specific technicians can have technician access.

a ¢ m Y Delete Policies Showing 1to30f3 100V
Name * Description Type Status Actions
Helpdesk Technician Admin Access Domain Computer Policy
Technician Test policy Domain Computer Policy Review Policy
Test Domain Computer Policy Review Deletion
Showing1to30f3 100V n

The administrator who has to approve the policy will click on Review Policy,
in the GUI that opens policy details will be displayed and the administrator
can decide whether to approve the policy for the specified computers and

users. On clicking Approve, the policy will become Active.

Delete an existing policy

To delete a policy that has been previously created for a Technician,

select the Policy Name from the list and click on Delete Policies.
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v Windows Privilege Manager
Dashboard Computers Applications Privileges Users Reports Admin

dmin > Technician Access Policies

Technician Access Policies

You can create policies authorizing specific technicians to perform administrative tasks on specific endpoints. This may be useful when technicians (with standard user privileges) logon to endpoints to offer
assistance. Their privilege will be elevated on-demand temporarily. You can specify the computers on which specific technicians can have technician access.

Name scription Type

—> Helpdesk Technician Admin Access Domain Computer |

Test Domain Computer |

Showing 1to20f2 100V n

Workflow for Technicians

How do technicians commence access?
When a technician wants to access an endpoint, the technician has to access

the Securden tray icon present in the required machine. (See the icon shown

inside the red circle in the image below).
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Upon clicking the tray icon, the technician will see a menu in which Start

Technician Access will be one of the options.

Request Admin Privilege

l Start Technician Access ‘

11:32 AM D
11/29/2021

Get Latest Changes from Server =KD (f’ ENG
When that option is clicked, the technicians will be prompted to enter their
credentials for authentication. Technicians have to enter their domain account
credentials to authenticate. Upon successful authentication, technician access

will commence.

To use an application the technician should right-click the application and

select Run as Administrator.
When doing so, the technician will see the UAC (User Account Control) prompt,

but along with that Securden screen will also overlay as shown in the

screenshot below.
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User Account Control

Do you want to allow this app to make g’securden
changes to your device?

Elevate application with
§s technician access
QA Advanced User Accounts Control Panel privileges.

Verified publisher: Microsoft Windows to Ap tion

To continue, enter an admin username and password.

On clicking Elevate Application, technicians will be able to log in with their

user credentials and click Authenticate. On authentication, the application

will be run.

¥ Securden

Authentication

Authorized technicians can log in to perform administrative
tasks and offer specific assistance on this computer. Enter
your credentials below for authentication.

Username

Password

Sign in to SECURDEN-DEV6

How do technicians end access?
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Finally, the technician has to click the End Technician Access option which

is available in the tray icon menu.

Request Admin Privilege

View Approval Status

End Technician Access

Get Latest Changes from Server A=ED) ﬂ’ ENG
<

11:32 AM |:|
11/29/2021
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SECTION 4: Privilege Elevation

Privilege Elevation Scenarios (for Users)

There are primarily three scenarios related to privilege elevation for

standard users:

1. Elevating privileges for whitelisted applications
2. Requesting privilege elevation for new applications

3. Requesting time-limited, temporary admin access

Scenario 1: Elevating Privileges for Whitelisted
Applications

Standard users running applications that would normally

require administrator rights.
You can run applications with admin privilege in three ways:
1. Context Menu (Right-click the application)

2. Using Run Command (Command Prompt)

3. Double-clicking the Application
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Option 1: Elevating by Right-clicking (Context Menu)

Open

Run with graphics processor

Open file location
Author
@ Run with Securden privilege

' Run as administrator

Pin to Start
CRC SHA

Open with

Pin to taskbar

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Standard users can run/use an application that would normally require
administrator rights anytime on-demand by right-clicking the respective

application.

The context menu of all executables (.exe files) / applications will have an
option named Run With Securden Privilege. You need to click that to
get elevated privileges. However, Start Menu executables will not have this

Option.

Alternatively, users can simply use the Run as Administrator option that is

available by default.

Security Verification (one-time activity per session)
For security reasons, in order to ensure that it is exactly the authorized user

is trying to access, Securden enforces users to go through a verification

process as explained below. This is a one-time activity per session.
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Immediately after clicking the menu Run with Securden privilege or Run

as Administrator, users will be prompted to enter the following:

e A verification code sent by Securden to the email address of the user
who raised the elevation request.

e User’s login credentials (the credentials used by the user to access
the endpoint and NOT administrator credentials. If you are trying

elevation as a standard user, you need to enter your login credentials).

Option 2: Using Run Command (or) Command Prompt

You can make use of the run command prefixing secudo with the exact

command.

Example: secudo Powershell

CA\WINDOWS\system32\cmd.exe

C:\>NET START "SQL Server (SQLEXPRESS)"
System error 5 has occurred.

Access 1is denied.

C:\> secudo NET START "SQL Server (SQLEXPRESS)"

E5 >
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Security Verification (one-time activity per session)

For security reasons, in order to ensure that it is exactly the authorized user
is trying to access, Securden enforces users to go through a verification

process as explained below. This is a one-time activity per session.

Immediately after running the command, users will be prompted to enter the

following:

e A verification code sent by Securden to the email address of the user
who raised the elevation request.

e User’s login credentials (the credentials used by the user to access
the endpoint and NOT administrator credentials. If you are trying

elevation as a standard user, you need to enter your login credentials).

Note: Every time during the first time login to the endpoint, the users will
have to authenticate once by entering their login credentials (the credentials

used by them to access the endpoint).

Option 3: By Double-clicking the Application (A different agent
installation and additional configuration required)

This is perhaps the straightforward option for end users. However, using the
option requires the installation of a different agent on endpoints. In addition,
you need to create an antivirus exclusion for the Securden installation
folder. If you are ready to add this exclusion, contact Securden Support
(support@securden.com) for information on downloading the agent required

for this purpose.
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Scenarios 2 & 3 : Requesting Elevated Access

Scenario 2: Requesting privilege elevation for new applications (that

are not whitelisted already)

Scenario 3: Requesting time-limited, temporary administrator access
When users need access to the applications that are not whitelisted already,
they can raise a request for accessing that specific application alone.
Sometimes, users might require administrator access for a temporary time
period. In the case of granting temporary administrator access also, only
applications are elevated for standard users. However, the main difference is

that there will not be any restrictions on the applications that are to be run.

These two scenarios are handled through a well-defined workflow. Users will
have to raise a request and go through an approval workflow to get elevation
privileges. Administrators will review the request and grant privilege elevation.

There are provisions for granting auto approvals to smoothen the workflow.

Raising Elevation Requests

Requests to access a specific application or to get time-limited,

temporary administrator access can be raised in two ways:

e Using Securden tray icon

e Using Securden web-interface (Full admin access only)

Option 1: Using Securden Tray Icon
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Once you install Securden agents on endpoints, the Securden tray icon would

be visible on all endpoints and servers.

Al @ ENG 2 Q) ® 15:27 o

IN 08-08-2023

When you click the tray icon, three options will be displayed. The option
Request Admin Access pertains to raising a request to access a specific
application or to get time-limited administrator access. When you click that,

you will see the following popup:

9 Securden Windows Privilege Manager

Request admin access View approval status

You canraise a request to get either temporary full admin access or admin access
to a specific application on this machine for the currently logged on account

@® For a specific application O Time-limited full admin access

You will see two options:

e Raise a request for admin access to a specific application alone:
In this case, you need to browse and select the application to be run
with admin privilege. Once you submit, your administrator will review

the request and approve it.
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v' Securden Windows Privilege Manager

Request admin access  View approval status

You can raise a request to get either temporary full admin access or admin access
to a specific application on this machine for the currently logged on account

@® For a specific application O Time-limited full admin access

Application Advanced User Accounts Control Panel
Original File Name  NETPLWIZ EXE
File Path C:\Windows\System32\Netplwiz. exe

Browse a different application

Specify when you need access

Till 05:45 PM Till 06:00 PM Forever Custom

Reason™*

Alternatively, users can simply try to elevate and run apps that are not
whitelisted yet. The following window will be displayed.
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¥ Securden

Info

This application has not been marked to run with elevated privileges by your
administrator. Contact your administrator

Request Admin Privilege

Users can click on Request Admin Privilege and arrive at the same window

discussed in the previous step.

e Raise a request for time-limited administrator access: In this
case, you need to specify when you require access. Once you submit,

your administrator will review the request and approve it.
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v' Securden Windows Privilege Manager

Request admin access  View approval status

You can raise a requestto get either temporary full admin access or admin access
to a specific application on this machine for the currently logged on account

O For a specific application @ Time-limited full admin access

Specify when you need access

Till 05:45 PM Till 06:00 PM Till 06:30 PM

Start Time Novembs - ' - v
End Time Nove v ~ 4 v
Reason”

You can check the approval status of your request by clicking the option View

approval status.

Option 2: Through Self-Service Portal

The second option is to log in to the web interface and raise the request. To
do this, navigate to Privileges >> Request Privilege. Domain users will

directly see the self-service request portal upon logging in to the product.

This option will come in handy for domain users to get temporary

administrator access.
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V Windows Privilege Manager Av
Request Time-Limited Admin Privilege < View Approval Status <
You can raise a request to get admin privilege for your domain account on specific computers for a specified time duration on any

desired date and time. Administrator will review your request and will approve accordingly.

You haven't raised any privilege elevation

request yet
) RG1.securden developer v

Request

® Now Specify

End Time 18 Aug 2023 nov 15 v

(Current Time on Server 18 Aug 2023 1057 hrs )

Reason *

Domain users have the option to request for temporary administrator access

for a later time or right away.

@ Windows Privilege Manager av
Request Time-Limited Admin Privilege < View Approval Status <

You can raise a request to get admin privilege for your domain account on specific computers for a specified time duration on any
desired date and time. Administrator will review your request and will approve accordingly.

You haven't raised any privilege elevation

request yet
] RG1.securden.developer v

Request
Now @ Specify

Start Time 18 Aug 2023 nov oo v

End Time 18 Aug 2023 Nov s v

( Current Time on Server. 18 Aug 2023 10:57 hrs )

Reason *

Gaining Privilege Elevation
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The process to run applications with elevated privileges is the same as the one

explained for Scenario 1 above.

Monitor Changes to Domain Admin Group

Manipulating a domain administrator group could make the organization
susceptible to security risks. You can create a scheduled task to get notified if
there is any modification to the domain administrator groups. When new
members get added to or removed from the domain administrator groups, you

will get notified about the change.

Navigate to Admin >> Security >> Domain Administrator Groups >>
Schedule Notify to perform this action.

v Securden Endpoint Privilege Manager Q v
Dashboard Computers Applications Privileges Users Reports Admin

> Domain Administratc
Domain Administrator Groups Change Notification

Manipulating a domain administrator group such as ‘Domain Admins’ group could make the organization susceptible to security risks. You can create a scheduled task to get notified if there is any modification in the domain administrator groups
When new members get added to or removed from the domain administrator groups, you will get notified about the change

Domain Name: SECURDEN.AWS.COM @

Me er L Disting

& Administrator Administrator CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS DC=COM

ers,DC=SECURDEN,DC=AWS

C=COM

& Enterprise Admins CN=Enterprise Admins,CN=Users,DC=SECURDEN,DC=AWS,DC=COM

& Parthasarathy Dharmalingam  partha CN=Parthasarathy Dharmalingam,OU=Developer,OU=AllUsers,DC=SECURDEN,DC=AWS,DC=COM
a

& Administrator Administrator CN=Administrator,CN=Users,DC=SECURDEN,DC=AWS DC=COM

You need to schedule these notifications by specifying the date, time, and the

recipients. You have the option to schedule notifications once and periodically.
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@' Securden Endpoint Privilege Manager
Applications

Privileges Users Reports

Dashboard [

> > Chr

ecurity risks. You can create a scheduled task o get notified if there is any modification in the domain administrator groups. When new members get added to or

Schedule Domain Administrator Groups Change Notification

Domain Admins’ group could make the organization susceptible to

Manipulating a domain admin > such as
u will get notified about the change.

removed from the domain adm

Domain Name: SECURDEN.AWS.COM

Define Periodicity

Notify Once D) Notify Periodically

hich Securden runs is 09 Aug 2023 04:51 hrs. The execution time

The current time on the server in w

Notify on Y at HH v MM

Send information about security group change to

Administrators
Super Administrators

Enter specific email addresses

If you choose to schedule notifications periodically, you need to specify the

periodicity with which the notifications need to be sent.

9 Securden Endpoint Privilege Manager
Reports

Dashboard Computers

> Chang
ps. When new members get added to or

0 security risks. You can create a scheduled task to get notified if there is any modification in the domain administrator g

could make the organiza
about the change

Manipulating a domain administr
removed from the domain administ

Domain Name: SECURDEN.AWS.COM

Define Periodicity

Notify Periodically
server time

™) Notify Once
ill follow the

you set here

shich Securden runs is 09 Aug 2023 04:51 hrs. The execution time

te: The current time on the server in

Notify periodically starting from
Notify every Days

Send information about security group change to

Administrators

Super Administrators

Enter specific email addresses

Additionally, you can synchronize Securden with your domain administrator

group by clicking on Sync Members.
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9 Securden Endpoint Privilege Manager

Applications

he organization susceptible to security risks. You can create a scheduled task to get notified if there is any modification in the domain administrator groups. When new members get added to or

Domain Name: SECURDEN.AWS.COM @

clm Showing 1109019 | 100

SECURDEN.DC=AWS.DC=COM

S Parthasarathy Dharmalingam ~ partha CN=Parthasarathy Dharmalingam.0U=Developer.0U=AllUsers.DC=SECURDEN.DC=AWS DC=CON

Once you click Sync Members, the process status will be displayed.

Privilege Elevation Requests

Privilege elevation requests are made by standard users, or users without the
required privileges to access certain applications with admin rights when the
need arises. These requests are managed by the administrator or authorized
users. On approval, the standard user will be able to run applications with
admin rights on their local system. Elevated access can be requested for a

defined time duration.
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g Securden Endpoint Privilege Manager Q v
Dashboard Computers Applications Privileges Users Reports Admin
Q Search
Privilege Management Authentication Security
E] Privilege Elevation Requests (g Two Factor Authentication £, Domain Administrator Groups
\) Automatic Approval Policies @ Email to SMS Gateway &) Change Encryption Key Location
£, Technician Access Policies =1 RADIUS Server Settings

High Availability

Notifications Integrations &} Database Backup
[l Event Notifications «J» Active Directory Domains B High Availability
EZ2 Mmail Notifications &5 syslog for SIEM

Maintenance & Upgrades
# SAMLSSO

Customization Eg Product Upgiades
G Custom User Roles General
2 Qariwden Snent Tavt Puctamizatinn RA Mail Qarver Qattinae e

As an administrator or an authorized user, to track and/or approve/reject
elevation requests you can navigate to Admin >> Privilege Management

>> Privilege Elevation Requests.

vﬂ Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Privilege Elevation Requests

Privilege Elevation Requests
You can approve, reject and track the list of all requests from here. By default, the requests pending approval are listed below. Use the filter to view historic data. You can also use this

GUI to terminate privilege elevation 'in use’ anytime.

Filters: All Requests To Be Approved To Be Used In Use Active Requests C Refresh Q Search Requester, Computer or Reason

Inactive Requests Rejected Requests

[J christus requested privilege elevation for Zoom Meetings

Computer Account Reason Start Time End Time

SEC-SUPPORT-1 christus test ®© 02 Nov 2021 17:35 ®© Forever

In this GUI, you will see the requests pending approval by default. However
to track all historical data you can use one of the following filters:
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All Requests: Displays all requests, including past requests.

To be Used: Displays approved requests which are to be used by the user.
In Use: Displays approved requests which are in use by the user.

Active Requests: Displays active requests.

Inactive requests: Displays requests which have timed out.

Rejected requests: Displays all the rejected requests.

Approving requests

As an administrator or an authorized user, you have the ability to approve a
raised request, to do so, skim over the request and then click on Approve.

In doing so you will be shown a GUI on the side which provides a quick
overview of the request.

Approve Elevation Request X

chiistus

SEC-SUPPORT-1

Application Zoom Meetings
Publisher Zoom Video Communications, Inc.

File Path C:\Users\christus\AppData\Roaming\Zoom.

Start Time 02 Nov 2021 17 v 35 v
End Time Forever [Specify End Time]

( Current Time on Server. 06 Jul 2022 10:00 his)

Reason

Create a Control Policy Cancel

When you grant approval for elevated access for this application, you have
the option to create this as a new application control policy or add this to an
existing policy.
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Add to/as a Control Policy X

When you grant approval for elevated access for this application. you have the
option to create this as a new application control policy or add this to an existing
policy.

If you don't have the need to create a control policy, you can simply approve
the request by clicking Approve.

L. . christus
Dashboard Computers Applications Privileges

omputer Name

SEC-SUPPORT-1

Application Aircall

Publisher AIRCALL.IO, INC.

File Path C:\Users\christus\AppData\Local\Aircall...
Start Time 23 Aug 2021 05 Vv 55 v
End Time 23 Aug 2021 06 Vv 30 Vv
( Current Time on Server. 07 Apr 2022 11:21 hrs)
Reason

Create a Control Policy Cancel

Automatic Approval Policies

You can configure Securden to automatically approve admin access requests
raised by specific users who may require privileged access to perform certain
administrative tasks. You may add a domain policy for AD users and a non-

domain approval policy to automate the approval process.
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You can navigate to Admin >> Privilege Management >> Automatic
Approval Policies to set up the policy.

v Windows Privilege Manager Q av

Dashboard Computers Applications Privileges

Q Search

Privilege Management Authentication Security

ﬂ Privilege Elevation Requests 58 Two Factor Authentication £, pomain Administrator Groups

I E Automatic Approval Policies 6 Email to SMS Gateway & Change Encryption Key Location

: ; . =} o Availabili

f)a Technician Access Policies RADIUS Server Settings ngh AVaIlabIhty

Notifications Integrations € Database Backup

EL Event Notifications <> Active Directory Domains 040 High Availability

Customization & syslog for SIEM Maintenance & Upgrades

L) )
f{i Custom User Roles @ SAML SSO 5@ Product Upgrades

Adding a domain approval policy
To add a domain policy click on Add Policy and select Add Domain Policy.

v' Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Admin > Automatic Approval Policies
Automatic Approval Policies

This step helps you to configure automated approvals for full admin access requests. You can specify the computers on which specified users will get automated approvals for elevation

requests.
Q (¢} m Y Add Policy v Delete Policies Showing1to10of1 100 v
Name Add Domain Policy Type Policy Actions
Add Non-domain Policy
Helpdesk Technician. Domain Computer Policy Full Admin Access Policy 2]
Showing 1Tto10of 1 100 v n
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In this GUI, enter the following details:

v Windows Privilege Manage Q

Dashboard Computers Applications Privileges Users Reports Admin

dmin > Automatic pproval Polces > Add Approval Polic

Add Approval Policy

DMet Description

Associate Policy with Domain Computers/Computer Groups

) SECTEST2K1S- X | Search computer/growp

effect on the users/groups selected here o

e Policy Name: The name that you enter here helps you uniquely identify
the policy being created.

e Description: A brief of the policy for a quick overview

You need to associate this policy with the required computer/computer
groups. As a prerequisite, all the devices/computers should have been added
to Securden.

To select All domain computers in Securden, you can click on All domain
computers/groups in Securden.

To select specific domain computers in Securden, you can click on Specific
domain computers/groups in Securden and then use the search to choose
a computer and/or a group.

You need to associate this policy with the required users or user groups
imported to Securden from AD/Azure AD domain. That means the policy will
take effect on the users/groups selected here and on the computers chosen
in the previous step.
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You can use the Search user/group bar to select the users and groups who
will adopt this policy.

Once you have selected all the computer/groups and user/groups you may
save the changes by clicking on Save.

Note: The policy will take effect for a specific user on a specific computer only
if the user has login privileges on that computer.

Adding a non-domain approval policy

You can add automatic approval policies for non-domain computers/groups
and the local, Azure AD users of the respective non-domain computers. To

add a non-domain policy click on Add Policy and select Add Non-Domain
Policy.

Qﬁ Securden Endpoint Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
=

licie Application Control Policies

L—:()) This step helps you to define policies for seamless, on-demand elevation of applications for standard users. Application control policies created here are to be associated with the needed computers
vl and users or user groups. For example, you can create a policy whitelisting the ADUC application and associate it with computers in 'Department A’ for 'User X' and 'Usergroup Y. ADUC will be elevated
’ for User X and all users of the group Y on the computers in Department A. The control policy created by one administrator will have to be approved by any one of the other available administrators.

Note: Application control policies created or edited by one administrator will have to be approved by another administrator

Y [EEURUERVE  Delete Policie Showing 1to 13 of 13 100 v

Name Add Domain Policy
Aircall Policy :
Blacklist - Test

Blacklisted Apps

Type

Non-domain Computer Policy

Domain Computer Policy

Domain Computer Policy

Privilege Elevation

Local Administrator Privilege

Blacklisted

Blacklisted

Free Cam Application Domain Computer Policy Local Administrator Privilege Active
Network Adaptors Non-domain Computer Policy Local Administrator Privilege Active
Non Domain Policy Non-domain Computer Policy Local Administiator Privilege Active
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In this GUI, enter the following details:

Dashboard Computers Applications Privileges

Add Approval Policy

Associate Policy with Non-domain Computers

e Policy Name: The name that you enter here helps you uniquely identify
the policy being created.

e Description: A brief of the policy for a quick overview

The next step is to associate this policy with the required non-domain
computer/computer groups.

To select all domain computers click on All hon-domain computers in
Securden.

To select specific non-domain computers, you can click on Specific non-
domain computers/groups in Securden and then use the search to choose
a computer and/or a group.

After selecting the computers, you then need to associate this policy with the
required local and Azure AD users and user groups in Securden. You have the
option to associate this policy with all hon-domain users or select specific
users.
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You can use the Search user/group bar to select the users and groups who
will adopt this policy.

Once you have selected all the computer/groups and user/groups you may
save the changes by clicking on Save.

Note: The policy will take effect for a specific user on a specific computer only
if the user has login privileges on that computer.

Delete automatic approval policies

To delete policies individually, you may click on the Delete icon beside the
policy.

9‘ Windows Privilege Manager Q v

Dashboard Computers Applications Privileges Users Reports Admin
Admin > Automatic Approval Policies
Automatic Approval Policies

This step helps you to configure automated approvals for full admin access requests. You can specify the computers on which specified users will get automated approvals for elevation
requests.

Q ¢] m Y Add Policy v Delete Policies Showing1to20f2 100 v

Name Description Type Policy Actions
Helpdesk Technicians Domain Computer Policy Full Admin Access Policy 3] D
ND Policy TEA Non-domain Computer Policy Full Admin Access Policy

Showing 1to20f2 100 v n
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To delete policies together, you can select them and then click on Delete
Policies.

Q Windows Privilege Manager Q fi
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Automatic Approval Policies

Automatic Approval Policies

This step helps you to configure automated approvals for full admin access requests. You can specify the computers on which specified users will get automated approvals for elevation
requests.

Q c m Showing 1to20f2 100 v
Name Description Type Policy Actions
Helpdesk Technicians Domain Computer Policy Full Admin Access Policy
ND Policy TEA Non-domain Computer Policy Full Admin Access Policy
Showing 1to20f2 100 v n

You will receive a popup asking you to confirm the deletion. On clicking OK
the selected policies will be deleted.

Privilege Elevation in Offline Scenarios

It is common to have employees in the field who need elevated access to
applications. You have the option to allow users to generate privilege elevation
codes and use them when they are offline.

Configuring Offline Codes for Privilege Elevation

In situations where the agent cannot establish connectivity with the server,
users can elevate applications and gain temporary admin privileges by using
Offline Codes.
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Note: Users can utilize Offline Codes to elevate privileges - only when the
administrator explicitly allows them to do so. The Offline Codes can be
utilized in two ways:

e Allow users to generate codes themselves.
e The administrator can generate offline codes and share them with the
user(s)when they require offline access.

Configuration - For Codes to be Generated by Users

To enable this option, navigate to Admin >> Configurations >> Offline
Access.

Locate Do you want to allow offline automatic approval for privilege
elevation requests if the user who is raising the request has already
generated offline access codes? and set the value for this as Yes.

Once you select Yes, a dialog box will pop up. In this dialog box, you have
the option to allow Application Access, and Full Admin Access either
separately or Both at the same time.

You can specify the number of codes that can be generated at once, per user
(maximum 99).

Configure Offline Automatic Approval
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Once enabled, the user can generate these offline codes using the agent’s tray
icon and store them for future use. (The user can only generate codes when
the agent is connected to the Securden WPM server)

When the user attempts to run an application using administrator privilege,
the user will be prompted to use the offline codes. This can be done only if:

e The agent cannot establish connectivity with the WPM server.
&
e The permission to auto-elevate the application is not already
facilitated through any application control policy.

Note: The agent automatically synchronizes with the server every 60
minutes. If the application control policy was pushed into effect and
synchronization hasn’t taken place, the user will be prompted to use the offline
codes.

Users can also manually synchronize the agent with the server by right-
clicking the agent try icon and selecting Get Latest Changes from the
Server.

Note: Each offline code generated by a user can only be used once. After it is
used, the code becomes inactive. The activities done during this time will be
captured by the Securden agent and will be populated in the Audit section
once connectivity is re-established.

Configuration - For Codes to be Generated by
Administrators

To enable this option, navigate to Admin >> Configurations >> Offline
Access

Locate Do you want to allow privilege elevation in offline scenarios
using access codes generated by the admin? and set the value as Yes.
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Once you select Yes, a dialog box will pop up. In this dialog box, you have
the option to allow application access and full admin access separately, or both
at the same time.

Configure Offline Access using Admin-Generated Codes i

Once enabled, the administrator can generate offline codes from the WPM
interface and share them with the user. When the user attempts to run an
application using Securden privilege, the user will be prompted to use the
admin offline code.

Generating Offline Access Codes for Yourself

To elevate applications using offline codes, users need to generate the codes
while connectivity is established between the agent and the WPM server. When
the connectivity is lost and they are offline, they can utilize these codes.

1) To generate codes, users can click on the Securden Agent tray icon and
click Get Offline Codes for Privilege Elevation.
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Windows Privilege Manager

Securden offers a predefined number of codes that will facilitate
privilege elevation in offline scenarios (when the Securden agent
doesn't have connectivity with the server). You can generate the codes
here. Ensure that you copy the codes before leaving the screen. If you
close without copying, you won't be able to get the codes.

If you want to generate a new set of offline codes, click on 'Generate'

After the codes are generated, a pop-up window will appear from which users
can copy the generated codes and store them for future use.
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¥ Securden

Generate Offline Access Codes

Securden offers a predefined number of codes that will facilitate privilege
elevation in offline scenarios (when the Securden agent doesn'thave
connectivity with the server). You can generate the codes here. Ensure that you
copy the codes before leaving the screen. If you close without copying, you
won'tbe able to getthe codes

691fed7c-34e6-43d3-adf2-9f1debaba640 I

f92cb036-4a37-4c9e-bd24-1654899455¢ch

Close

Elevating an Application Using User-Generated Offline
Codes

1) When the Securden Agent cannot establish connectivity with the WPM
server, a pop-up window appears when users try to run an application with
administrator privilege.

¥ Securden

Info

Securden agent not able to access server. Contact your administrator

In the GUI that opens, click on Start Offline Access.
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In the window that opens, select For a specific application (or) Time-
limited full admin access based on the requirement.

Users have to specify the time until when they might need access and the

reason why they need to elevate the application. After furnishing the required
details, they may click Request.

¥ Securden
Windows Privilege Manager

Request admin access  View approval status

You can raise a request to gettemporary full administrator access. administrator
access only to a specific application on this machine for the currently logged in
account. permission to write into a folder and to edit a specific file

For a specific application Time-limited full admin access

Specify when you need access

Till 05:00 PM Till 05:15 PM Till 05:45 PM Custom
Reason* l
Request Cancel

When the agent cannot establish connectivity with the server, the window
shown below pops up. Users need to paste one of the active offline codes in
the field and click Verify.
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¥ Securden

Offline Access Code Verification

To start offline access, enter an offline access code you
have already generated

Offline Access Code |

Once the code is verified, access will be granted and users can start using the
application.

Note: Access will be revoked just as soon as the duration expires and all
activities performed within this time will be recorded locally by the agent.
These recorded activities will be populated in the Audit section of WPM once
connectivity is re-established.

Note: Once a specific code is used, it becomes inactive and cannot be used
again.

In case, the users fail to generate offline codes themselves, they may
request an administrator to generate a code for them.

Administrators Generating Codes for Users

To elevate applications using offline codes for users, administrators may
generate the offline code. This can be done in the absence of agent-server
connectivity, in the case a user goes offline without generating offline codes.

To generate a code, administrators may navigate to Computers >> Select
a computer and click on Generate an offline code.
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v Windows Privilege Manager Av
Dashboard Computers Applications Privileges Users Reports Admin
= All Computers v ’ Q Agent User Accounts Applications Software Report
Computers
22 W10PF2YC6VJ
~ o
= © Windows 11 Pro W10PF2YC6VJ @ View Generated Offline Codes | @, Generate Code for Offline Use |Ac|ions v
Computer Groups <> Non-domain Computers
DNS W10PF2YC6VJ
e v
Securden Agents Operating System Windows 11 Pro
Securden Agent Details
Status @ Running
Version 6.03
Last Connected Time 10 Aug 2023 10:30
Ttolof1 25 v -

The administrator has to provide a reason for generating offline access code
in this GUI. After providing the reason, click Generate.

Generate Code for Offline Use %

What is the purpose of offline access codes?

In scenarios where the Securden agent is unable to connect to the server, you
can generate an offline access code and share it with the user. Users can then
use the offline code for elevating privileges.

All activities performed by the user with elevated privileges will be audited by the
Securden agent. Once the connection between the agent and the server has
been restored, the audited activities will be available as trails in the 'Audit’ tab.

On generating the code, the administrator may copy the offline code(s) and
share it with the user by any means.
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Generate Code for Offline Use

Wit « the purpose of oMfine access codes?

 eemarwn whem e P Leturden et 1 unebie 15 corveet 13 e B YT
L Qe ate wn oo aocess code wnd Whine @ Wik the s Ueers e en
re e Mg (it e shevaton) fo rmdeges

AN Stvhms e i Ted Sy P e WIS ehvaied 2 Teimge wl b St by T
Secuden sgert Once the connecton beteewn the sgent acd the sevw has

Bttt coatr ot e marthed sctrtary vl e @redaiie se T a0t e Autt o

d9048b76.6902-4432-beb9-1552a0c6edf0 n

Previously generated codes are also accessible to administrators from View
Generated Offline Codes.

View Generated Offline Codes X

What is the purpose of offline access codes?

In scenanios wheee the Securden agent is unable 10 connect 10 the server, you can generate an offine access code and share it with the user. Users can then use the offline
code for elevating privileges

All actritses performed by the user with elevated privileges will be audited by the Securden agent. Once the conmcthion Between the agent and the server has been restoned
the audted activitses will be avadable as trails in the ‘Audit tad

2 o m Showing 11040l 4 100V
Access Code Genersted At senetoted By Aeoson
Ul 40a8faad- 0028 470f bbe 7- 2776089233 28 Novw 20221059 Securden Administr atos fghd
l 20007¢90 2427 44190504051 07 1c0e5a 28 Now 20221057 Securden Administrator of
£ 6001 7360004411 -8a 74890096202 706 26 Now 20221538 Secirden Administy atos sal
Bl 104788984350 4840 b2 24347302854 26 Novw 20221520 Securden Administratos 2
Showing 1040l 4 100V n
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Elevating an Application Using Admin-Generated Offline
Codes

When the Securden Agent cannot establish connectivity with the WPM server,
a pop-up window appears when you try to run an application with Securden
Privilege. (Either by clicking Request Admin Privilege or by running an
application with administrator privilege)
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In the pop-up window that appears, users may click on Use Code Generated
by Admin.

¥ Securden

Start Offline Access

Unable to communicate with the Securden server. Offline access has been
configured by your administrator for privilege elevation.

1. If you have generated offline codes earlier, you can use one
to elevate privileges.

Use Code Generated by You

2. If you do not have an offline code, your administrator can
generate one for you. You can use that code to elevate
privileges. To get an offline code, contact your administrator.

Use Code Generated by Admin

In the window that opens, they may select For a specific application (or)
Time-limited full admin access based on the requirement.

Users have to specify the time until when they might need access, and the
reason to why they need to elevate the application.

After furnishing the required details, they click Request.
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¥ Securden
Windows Privilege Manager

Request admin access  View approval status

You can raise a requestto gettemporary full administrator access, administrator
access only to a specific application on this machine for the currently logged in
account, permission to write into a folder and to edit a specific file.

For a specific application Time-limited full admin access

Specify when you need access

Till 05:00 PM Till 05:15 PM Till 05:45 PM Custom

Reason*

When the agent cannot establish connectivity with the server, the window
shown below pops up. You need to paste one of the active offline codes in the
field and click Verify.

¥ Securden

Offline Access Code Verification

To start offline access, enter the offline code generated
by your administrator.

Offline Access Code

Verify
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Once the code is verified, access will be granted and the user can start using
the application.

Note: Access will be revoked just as soon as the duration expires and all
activities performed within this time will be recorded locally by the agent.
These recorded activities will be populated in the Audit section of WPM once
connectivity is re-established.

Once a specific offline code is used, it becomes inactive and cannot be
used again.

Management Operations from Computers Tab
Monitor the Securden Agent

You can check the attributes of agents present on each computer in the
Computer >> Agent section. Computer details such as name, DNS, and
operating system version along with the Agent details such as version, status,

and time when the agent last connected with Securden can be viewed in this

section.
Q Securden Endpoint Privilege Manager Q Qv
Dashboard Computers Applications Privileges Users Reports Admin
| Vs
= All Computers v m e Q Agent Local Administrators Applications Software Report
22 DESKTOP-BSQIOQ7
] Windows 10 Pro SEC-DEMO-2K16 View Generated Offline Codes Generate Code for Offline Use
& N main Compute
c-dh 16.SEC N.AWS.COM
Fo 22 KUMARAN-PC DNS sec-demo-2k16.SECURDEN.AWS. COI
Windows 10 Prc Operating System Windows Server 2016 Datacenter
npute
Domain SECURDEN.AWS.COM
28 SEC-BUILD-1
Windows Server 2016 Datacente;
& SECURDEN.AWS.CON Securden Agent Details m Uninstall
Status @ Running
Windows Server 2016 Datacente;
£ Version 6.0.2
28 SEC-SUPPORT-1 Last Connected Time 16 Aug 2023 14:47
Windows 10 Pro
1to60f6 25 v n
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A list containing all local users or administrators present on each computer
can be viewed in Computers >> User Accounts / Local Administrators

(as shown below). You can use the column chooser to filter the list and search

for users.
a Securden Endpoint Privilege Manager Q A v
Dashboard Computers Applications Privileges Users Reports Admin
= More ~
- All Computers v m vl Q Agent User Accounts Applications Software Report
22 DESKTOP-BSQIOQ7
D Windows 10 Pro The list of all local users present in this computer is displayed here
. .= m Showing1to4of4 25 v
te manAe
o Aent Windows 10 Pro Full Name Userame Privilege
KUMARAN KUMARAN Standard User
22 SEC-BUILD-1
Windows Server 2016 Datacente tempuser tempuser Standard User
& SECURDEN.AW
testuser testuser Standard User
23 SEC-DEMO-2K16
Nindows Server 2016 Datacente: work work Standard User
4> SECURDEN.AW M
showing1to4of4 25 v n
28 SEC-SUPPORT-1
Windows 10 Pro
1to60f6 25 v n

Application Policies for Specific Computers

When you install Securden agents on endpoints and servers, the agents
automatically start discovering the applications running at that time on the
computers and add them to the applications inventory. However, the
discovery process is not an instant one; applications are discovered over a
period of time. Typically, it takes about a couple of weeks to complete the
process. This is because the agent discovers and adds only the applications

that require elevated privileges.

Once applications are discovered and added to the list, you can whitelist these

applications from the Computers >> Application section. You can either
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create new control policies for selected applications or add selected
applications to existing control policies by navigating to Computers >>

Applications.

Note: The policies created from this GUI will be associated with this computer

alone. It will not be enforced on any other endpoint in the repository.

You can create a new control policy for specific users using this computer from
the Computers >> Applications section. Once the policy is enforced, the
selected application will be elevated on this computer for the specified user

automatically.

Create Application Control Policy

The control policy being created here works in the following way:

The selected applications can be elevated by specific users or user groups on this specific computer. As far as endpoints are concerned, they are typically
associated with a specific end-user. You may select the name of the user below (the user should have login privileges on that computer).

Policy 1 Description

Associate Policy with Local and Azure AD User Accounts in Securden

Search User

To add applications to an existing policy, select the applications and click
Add to Existing Policies. You can search the existing policies from the
drop-down and select the required policy. This application will be added to
the selected application control policy and will be elevated in accordance

with the policy specifications.
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Add Applications to Existing Control Policies

Applications

You can add the selected applications to an already existing policy. You can search for the required policy and
add the applications.

Search and Select the Required Policy

Select the policies to which the applications are to be added

Search Policy
Aircall Policy
Network Adaptors
Non Domain Policy
poicy

Testing

Computer Specific Reports

In this section, you can view analytical reports on applications that are
whitelisted and blacklisted on the selected computer along with the list of

elevated applications and processes.

9 Windows Privilege Manager Q av

- [rre— -
- All Computers v E=B) voer Q Agent  UserAccounts  Applications  Report

=)
mputer Groug

G 8 KUMARAN-PC pplicati iteli on this Comp

Windows 10 Pro
! & Non-domain Computers a ¢ m showing11070f7 25 v
Application + Des Status

& SEC-BUILD-1

ols Aircall Imported through Securden Agent v Active
‘Apache HTTP Server (httpd.exe) Imported through Securden Agent v Active
& SEC-DEMO-2K16
v 16 Datacenter
. Free Cam imported through Securden Agent + Active
Google Chrome Added through privilege elevation request v Active
& SEC-SUPPORT-1
W OPro Network Adaptors o Active
e
Windows Command Processor Added through privilege elevation request v Active
Zadarma - a lightweight softphone Imported through Securden Agent v Active

showing1to70f7 25 v -

The whitelisted and blacklisted applications are displayed along with their

application status.
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ws Privilege Manager Q o

= Morew C
8 All computers ~  [EEEE toe- Q Agent  Local Adminisuators  Applications
= DESKTOP-8SQI0Q7
=] yindows 10 Pr
P Elevated applications snapshot
P} = KUMARAN-PC
ke ‘ el m Showing 110250161 25 v
Ele
2 SEC-BUILD-1 Advanced User Accounts Control Panel (.. SECURDEN-AWS\bala pps

& SEC-SUPPORT-1

&8 SEC-TEST-2K19-1

Advanced User Accounts Control Panel (N.. SECURDEN-AWS\bala

You will also be able to view the list of all applications elevated on the selected

endpoint and the policy using which the application was elevated.
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SECTION 5: High Availability

Configure High Availability

Securden comes with high availability architecture to ensure an uninterrupted

and reliable supply of credentials.

Configuring High Availability (with PostgreSQL
database as the backend)

To configure high availability in Securden WPM, two or more servers have to

be deployed.

1. Primary server with bundled PostgreSQL database.
2. One secondary standby server with a bundled PostgreSQL database.

3. One more application server without a database (optional).

Securden uses an active-active approach to high availability support. A
primary server and a secondary server will be active at the same time and will
have their own databases. In the event of a primary server going down, users
can connect to the secondary standby server. Additionally, any number of

application servers can be deployed for load distribution.

Two types of secondary servers can be deployed and both have different use

cases. You may choose one of the options below:
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Case 1: Automatic failover with active-standby

When the secondary server is deployed as a standby server, the database will
be replicated and periodically synchronized with the primary server database.
You will be able to enable automatic failover only when one of the secondary
servers deployed is of this type. Only one such server can be deployed and it
has to be deployed in the same subnet as the primary server for the automatic

failover to work.

Case 2: Load distribution using application servers without a
database

You can also deploy a secondary server as an application server without a
database. The secondary server will only have the securden application
installed and not a database. Since there is no separate database other than
the one in the primary server, automatic failover will not be possible. This type
of secondary server is useful when you need to deploy more than one
secondary server. It is mainly used for load distribution by ensuring no single
server bears too much demand and reduces application response time for

users.

Notes
1. For automatic failover to work, the database port (5252) of the standby
server must be accessible from the primary application server. Also,

ensure that the standby server is in the same subnet as that of the

primary server.
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2. The primary and secondary servers must be running the same version
of Securden. Navigate to User Details (User icon at the top right
corner) >> About >> Version to check the current product version.

Contact Securden Support if you need any assistance.

Pre-requisites: A primary server with Securden WPM up and running and
using the bundled PostgreSQL database. Refer to our installation guide to

install the application.

Summary of Steps
Step 1 Setting up a Secondary Server
Step 2 Configuring High Availability Server
Step 3 Downloading and Transferring download package
Step 4 Configuring the Secondary Server
Step 5 Verifying the High Availability Setup

Step 1: Setting up a Secondary Server

1. Identify a machine that would act as a secondary server. Consider the
current Securden WPM installation as the primary server.
2. Install Securden WPM on the chosen machine. Refer to our installation

guide if you need help with the installation process.
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Note: Make sure both the machines are running the same version of Securden
WPM. Navigate to User Details (On the top right corner) >> About >>
Version to check for the current product version. Contact Securden Support
for any Assistance.

Step 2: Configuring HA in the primary server

1. Navigate to Admin>> High Availability in the GUI of Securden WPM

in the primary server.

s Securden Endpoint Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
min > Hi 3 > Configure Secondary Application Server

Configure Secondary Application Server

You can configure any number of secondary application seivers. Seiver identifier is just a name that helps identify the specific secondary application seiver. The machines where secondary application servers are installed
should be able to access the database running with the primary server. You need to specify the hostname/IP address of the machine where your Securden secondary server instance has been installed

rtant Note: Whenever you add or change the IP addiess or hostname of the machines where you have installed Securden secondary application seivers, you need to restart the Securden primary seiver. Ensure that the
standby server is in the same subnet as that of the primary server for failover to work

SecHA-1

Address*

~Select- v

2. Click the Configure Secondary Application Server button and enter
the following details regarding the secondary server.
a. Server Identifier - Provide a name that helps identify the
secondary application server.
b. Address - Hostname/ IP address of the machine where the
secondary server instance has been installed.
c. Secondary Type - Two types of secondary servers can be
deployed: An application server without a database and Standby

Server. Select Standby and click Save.

Step 3: Downloading and deploying the high availability
package
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1. Once the details of the secondary server have been saved, a pop-up
with the title Download and Deploy the High Availability Package
will appear in which you will have an option to download the package as

a zip file.

Download and Deploy High Availability Package

Pre-requisites

1. The secondary application server should be able to access the port 5858 of primary server through the address
10.1.1.85. For failover to work, the database port of the standby server must be accessible from the primary
application server.

2. You are at present running Securden version 7.3.8 in the primary server. The secondary instances should also be
of the same version. Contact Securden support if you need any assistance.

3. Restart the primary server and then proceed with downloading the package and other steps.

Step 1: Download High Availability Package

The high availability package for this instance is ready fopdownload now. You need to deploy the package on the machine where
Securden secondary server is running

Step 2: Carry out the following steps in the machine where you have installed Securden Secondary instance

You can also download the package from the main High Availability GUI
too. Navigate to Admin >> High Availability >> High Availability.
In this GUI you will have the download option right next to the secondary

server in the server list.

1 > m Configure Secondary Application Server Showing 1103 of 3 25 v

Configuration Status Connectivity URL Actions
Primary 10.1.1.85 Primary

DB.Less 10.1.1.65 App Server without DB »

Sec 10.1.1.62 Standby L ‘ D

2. Transfer the downloaded zip file to the secondary server.

Step 4: Configuring the secondary server
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1. Stop the server if it is running. Open windows service manager (run

services.msc) and stop Securden WPM Service.

2. Put the high availability package under the /bin directory in the

installation folder on the Secondary Server.

o

3. Open command prompt with administrator privileges and navigate to
the < Securden Installation folder(Secondary)>/bin directory.
Then execute the following command: ApplyHAPackage.exe-

<Secondary server Identifier>.zip
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4. Securden secondary server shares the same encryption key as the
primary server. Ensure the location of securden.key as mentioned in
/conf/securden_key.location is accessible from the secondary
server. (You can open securden_key.location using any text editor)

5. Start the service again on the secondary server. To start the service,
open Windows service manager (run services.msc) and start Securden

WPM service.
Securden High availability setup is now ready.

Step 5: Verifying High availability

1. Navigate to Admin>>High availability in the GUI of the primary
server.
2. Check the status column for the secondary server. If the status shows

Running, it means high availability is available and working properly.

Deploying additional secondary application servers without
DB (Optional)

You can deploy any number of secondary application servers without a
database. You need to deploy additional servers only if you need to distribute

the load between multiple servers.
To deploy additional secondary application servers without a database, follow

Step 1 through Step 5 again, and except for Standby as a secondary type in
Step 2, select App server without DB.
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Troubleshooting Tips

Issue: Status column for the secondary shows Data sync in progress for a

long time or Data replication to standby stopped.

Solution: This issue can occur when the database port (5151) of the primary
server is not accessible from the secondary standby server or vice-versa. Run

the following Telnet commands to verify these connections:

In secondary server: Telnet 5151

In primary server: Telnet 5151
If these two connections are not working, you should be able to resolve it by
creating an inbound firewall rule to allow access to the database port in both

primary and secondary standby servers.

To add an Inbound rule,

1. | Open Windows Defender Firewall with Advanced Security

Go to Inbound Rules and select New Rule. Add the following rule.

Rule type: Port

Protocols and Port: TCP,5151

Action: Allow the connection

Profile: Domain, Private, Public

Name(Example): TCP5151

o I R 4 ol

Click Finish
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Configuring High availability with MS SQL Server as the
Backend Database

To configure High availability in Securden WPM, you will need two or more

application servers and a database server with an MS SQL server installed.

Securden enables the configuration of multiple application servers for high
availability. You can configure any number of application servers as a measure
to ensure high availability. In the event of the primary server going down,

users can connect to a secondary server.

To provide high availability for the Database, you need to set up your MS SQL

server database with SQL clustering or Always On high availability groups.

Prerequisites: A primary server with Securden WPM and MS SQL database
should be installed and kept running. Refer to our installation guide to install
the application. You can refer to the Optional: Change Backend database
to MS SQLserver section in the document to set up an MS SQL Server as the

backend database.

Summary of Steps:

Step 1 | Setting up a Secondary Server

Step 2 | Configuring High availability in the primary server.

Step 3 | Downloading and transferring the high availability package.

Step 4 | Configuring the Secondary Server.

Step 5 | Verifying the High Availability Setup.

Step 1: Setting up a Secondary Server
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3. Identify a machine that would act as a secondary server. Consider the
current Securden WPM installation as the primary server.
4. Install Securden WPM on the chosen machine. Refer to our installation

guide if you need help with the installation process.

Note: Make sure both the machines are running the same version of Securden
WPM. Navigate to User Details (On the top right corner) >> About >>
Version to check for the current product version. Contact Securden support

for any assistance.

Step 2: Configuring HA in the primary server

1. Navigate to Admin>> High Availability in the GUI of Securden WPM
in the primary server.
2. Click the Configure Secondary Application Server button and enter
the following details regarding the secondary server.
a. Server Identifier - Provide a name that helps identify the
secondary application server.
b. Address - hostname/ IP address of the machine where the

secondary server instance has been installed.

Step 3: Downloading and deploying the high availability
package

1. Once the details of the secondary server have been saved, a pop-up

with the title Download and Deploy the High Availability Package
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will appear in which you will have an option to download the package as
a zip file

Download and Deploy High Availability Package

Pre-requisites

1. The secondary application server should be able to access the port 5858 of primary server through the address
10.1.1.85. For failover to work, the database port of the standby server must be accessible from the primary
application server.

2. You are at present running Securden version 7.3.8 in the primary server. The secondary instances should also be
of the same version. Contact Securden support if you need any assistance.

3. Restart the primary server and then proceed with downloading the package and other steps.

Step 1: Download High Availability Package

The high availability package for this instance is ready fopdownload now. You need to deploy the package on the machine where
Securden secondary server is running.

Step 2: Carry out the following steps in the machine where you have installed Securden Secondary instance

2. You can also download the package from the main High Availability GUI
too. Navigate to Admin>>High Availability>> High Availability. In
this GUI you will have the download option right next to the secondary
server in the server list.

] (o] [w meirusus [~
erver dentifier Address Configuration Status Connectivity URL Actions

Primary 10.1.1.85 Primary ® Connected now

DB_Less 10.1.1.65 App Server without DB & Au

Sec 10.1.1.62 Standby ® Running B

3. Transfer the downloaded zip file to the secondary server.

Step 4: Configuring the secondary server

184



ks Securden EPM Administrator Guide

1. Stop the server if it is running. Open windows service manager (run

services.msc) and stop Securden WPM service.

Filo Action View He

- 3 7] LI
Services (Local) Services (Local)

Salect an item to view its description

1bib L Running _ Automatic De.. e

2. Put the high availability package under the /bin directory in the

installation folder on the Secondary Server.

utilities

=0

3. Open Command Prompt with administrator privileges and navigate to
the < Securden Installation folder(Secondary)>/bin directory.
Then execute the following command: ApplyHAPackage.exe-

<Secondary server Identifier>.zip
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4. Securden secondary server shares the same encryption key as the
primary server. Ensure the location of securden.key as mentioned in
/conf/securden_key.location is accessible from the secondary
server. (You can open securden_key.location with any text editor)

5. Start the service again on the secondary server. To start the service,
open Windows service manager (run services.msc) and start Securden

WPM service.

Securden High availability setup is now ready.

Step 5: Verifying High Availability

3. Navigate to Admin>>High availability in the GUI of the primary
server.
4. Check the status column for the secondary server. If the status shows

Running, It means high availability is available working properly.

Troubleshooting Tips

Issue: The secondary server fails to start after startup.

Solution 1: Make sure both the machines are running the same version of
Securden Unified PAM. Navigate to User Details (On the top right corner) >>
About >> Version to check for the current product version. Contact

Securden support for any assistance.

Solution 2: Verify the location of the encryption key in the secondary server.
Whenever Securden is run, the key should be accessible to the server.

Otherwise, the server won't start. Securden secondary server shares the same
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encryption key as the primary server. Ensure the location of securden.key as
mentioned in /conf/securden_key.location is accessible from the

secondary server. (You can open securden_key.location with any text editor)

Solution 3: Database port (by default 1433) of MS SQL and web server port
(5151) should be accessible from the secondary server.
Run the following telnet commands in your secondary server to verify the

connections:

Telnet <database server address> <Port Number>

Telnet <primary server address> 5151
If any of the ports are inaccessible, you can resolve it by creating an inbound
firewall rule for that particular port in the primary server or the database

server.

To add an Inbound rule,

1. | Open Windows Defender Firewall with Advanced Security

Go to Inbound Rules and select New Rule. Add the following rule.

Rule type: Port

Protocols and Port: TCP, <Port Number>

Action: Allow the connection.

Profile: Domain, Private, Public

Name(Example): TCP5151

e I S A Bl I A

Click Finish

187



Securden EPM Administrator Guide

Database Backup

To ensure uninterrupted access to passwords even in the unlikely event of a
disaster, you can take a backup of the entire database and store it in a secure
location. If something goes wrong with the existing installation, you can do a
quick recovery of data. Backup can be taken anytime on-demand and at

periodic intervals by creating a scheduled task.

Configuring Backup

To configure database backup, navigate to Admin >> High Availability >>
Database Backup section in the GUI. There are two options to choose from
when scheduling a backup. You can choose to take a backup once whenever

required or at periodic intervals.

If you want to take a backup instantly, you can click on Backup Now.

Q Windows Privilege Manager

Will be executed next on 02 Aug 2022 01:00 hrs

Take Backup Once Take Backup Periodically

ich Securden runs is 01 Aug 2022 05:20 hrs. The execution time you set here will
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If you choose Take Backup Once, follow the steps below:

9 Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Database Backup

Take Backup Once ( 7 Take Backup Periodically

Note: The current time on the server in which Securden runs is 29 Apr 2022 17:47 hrs. The execution time you set here will follow the server time.
Take database backupon 01Apr2022 at 01 v 00 Vv hrs

C:\Program Files\Securden\Windows_Privilege_Manag

1. Select the date and time when you want to take backup once.

2. If needed, change the backup destination from its default location by
providing the destination folder path. When the backup file is to be
stored in another machine, you can specify the network path to that
destination.

3. Specify the maximum number of backups to be retained in that location.
For example, if you specify this as five, only the most recent five backup
copies will be retained.

4. Click Save.

If you choose Take Backup Periodically, follow the steps below to create a

scheduled task:
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v' Windows Privilege Manager act T al's G Q av

Dashboard [NES Applications Privileges Users Reports Admin

Admin > Database Backup

‘:, Take Backup Once Take Backup Periodically

Note: The current time on the server in which Securden runs is 29 Apr 2022 17:47 hrs. The execution time you set here will follow the server time

Take backup periodically starting from 01 Apr2022 at 01 v 00 v hrs

Take database backup every 1 Days Vv

C:\Program Files\Securden\Windows_Privilege_Manag

Backup Now Cancel

1. Choose the date and time of the first backup.

. Thereafter, you can schedule backups on an hourly, daily, weekly, and

monthly basis. Choose an option between Hours, Days, Weeks, and
Months from the drop-down menu. Specify the number of

hours/days/weeks/months in the adjacent space.

. If needed, change the backup destination from its default location by

providing the destination folder path. When the backup file is to be
stored in another machine, you can specify the network path to that
destination.

Specify the maximum number of backups to be retained in that location.
For example, if you specify this as five, only the most recent five backup

copies will be retained.

. Click Save.
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Disabling the Database Backup

You can use the disable option to delete an already existing backup schedule

along with its configurations.

Take Backup Once

Important Note:

1. If you choose to store the backup files on a shared drive, you need to
ensure that the user accounts used to run Securden WPM service have
read/write access to the folder.

2. Every installation has a randomly generated, unique encryption key,
using which sensitive data are encrypted and stored in the database. By

default, the encryption key is located at /conf/securden.key.

Securden doesn't allow the encryption key and encrypted data to reside
together. It has to be moved to some other location. When you start the
Securden server, the key should be available in the path specified every
time. Otherwise, the server won't start and you won't be able to access
the passwords. This encryption key is needed to restore the data from

the backup copy. If you don’t have the encryption key, data cannot be
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restored. Ensure that you have a copy of the encryption key for disaster

recovery.

Steps for Data Recovery

In the event of a disaster, you can restore the data and the configurations

from a backup file.

Important Note: The backup data is encrypted using the same encryption
key as the original. For data restoration, Securden requires access to the

encryption key.

Ensure the key is available at the location specified in the current (new)
installation of Securden. By default, the encryption key is located at
/conf/securden.key.

You can also identify the current location of the encryption key by navigating
to Admin>>Security>> Change encryption key location, and hovering
the pointer over the “i” icon (or) Open the file named Securden_key.location

using a text editor. This file can be found at
/conf/Securden_key.location
To Recover the backed-up data, follow the steps below
e Install Securden in a new machine without disturbing the existing
installation.

e Stop the Securden server.

® Open services.msc and Navigate to Securden WPM Service.
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e Stop the service.

r

Services - O

File Action View Help

& F B o= HmE »eumpn

*. Services (Local) . Services (Local)

Securden WPM Service Name Description Status Startup Type Loc
) -S;’; Secondary Logon Enables start... Manual Loc

ﬁ—faf: :::rsvelrcveice Q Securden PAM Service Privileged Ac.. Running  Automatic (De.. Loc
& Securden PAM Web Service Apache/244.. Running  Manual Loc

a Securden WPM Service Privileged Ac.. Running  Automatic (De.. Loc

Description: ) Gk Securden WPM Web Service  Apache/245.. Running  Manual Loc
:;Ir\cilfge‘j el e {,?: Secure Socket Tunneling Pro.. Provides sup.. Running  Manual Loc
&l Security Accounts Manager  Thestartup .. Running  Automatic Loc

SJ Security Center The WSCSVC.. Running  Automatic (De.. Loc

& Sensor Data Service Delivers dat... Manual (Trigg.. Loc

;Q"; Sensor Monitoring Service Monitors va... Manual (Trigg.. Loc

{:); Sensor reset service Sensorreset.. Running  Automatic Loc

S( Sensor Service A service for ... Manual (Trigg.. Loc

& Server Supports file.. Running  Automatic (Tri.. Loc

.CJ Shared PC Account Manager ~ Manages pr.. Disabled Loc

f_" Shell Hardware Detection Provides not.. Running  Automatic Loc

‘,C;";, Smart Card Manages ac... Manual (Trigg.. Loc

\Q; Smart Card Device Enumerat.. Creates soft... Manual (Trigg.. Loc

Q Smart Card Removal Policy Allows the s.. Manual Loc

-S“’; SNMP Trap Receives tra.. Manual Loc

-S;’; Software Protection Enables the .. Automatic (De.. Ne

Q; Spatial Data Service This service i.. Manual Loc

|
ExtendedAStandard/

e Open Command Prompt by clicking on Run as Administrator.

e Navigate to /bin.

e In the cmd window, use the following command. RestoreDatabase.exe
C:\Program Files\(backup file location)

e Start Securden WPM service from services.msc. (You can safely ignore
the other service named Securden Web Service, which is automatically

taken care of).
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SECTION 6: Audit, Compliance &
Reports

Securden Windows Privilege Manager lets you generate detailed reports of all
privileged activity across your organization. This allows you to get clear
visibility to always stay in control of your IT security as well as fulfilling

compliance requirements.

Who can view reports?

Reports generated in WPM, are visible to the default roles of Administrator
and Auditor. Although you can configure custom user roles to to granularly

view, access and download generated reports.

Reports in WPM are accessible from the Reports Tab, shown in the screenshot

below.

s Windows Privilege Manager l Q A~
Dashboard Computers Applications Privileges Users Reports Admin
Standard Reports Exported Reports
Admin Rights Analysis
) | " ; :
o0al : b : lol ¢ 2
a f— \/

Local Administrator Accounts

Find the list of all local administrator
accounts in your environment.

Application Elevation Activity

Find the list of application elevations
performed within each computer

Application Privilege Privilege Elevation Requests

Find the list of whitelisted and
blacklisted applications and their
privilege status

Find the list of all privilege elevation
requests raised and their details.
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Standard Reports: These are a set of reports built to give you a complete
visibility of all the privileged activities happening in an organization. You may
find reports that provide detailed insights about the list of elevated
applications, inventory of local admin accounts, list of privileged elevation
requests raised and so on. In addition to this, there are reports about the user
activity, application privileges, inventory of processes and software included

under this category.

Exported Reports:You can view the reports that were already exported in
various formats. In case you need, there is also an option to download them

from here.

Standard Reports

There are different reports that are classified under standard reports. They

are explained in brief below.

Activity Reports

All user activity and privileged activity are captured under these reports.
Activity reports also come in handy when auditors wish to track specific tasks
performed by specific users. There are two reports under this category as

below.

e Privilege Management Trails: All privilege management related
activities performed in the application are captured here as audit trails.
e User activities: All activities performed by the users in Securden are

captured here as audit trails.
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Admin Rights Analysis

Admin rights reports give an insight into all application privilege requests
granted and revoked, these reports also capture users who have local
administrator rights and a report of all whitelisted and blacklisted applications.

Admin rights analysis reports consists of five reports listed as below

e Local Administrator Accounts: List of all local administrators in your
organization.

e Application Elevation Activity: List of application elevations
performed within each computer.

e Application Privilege: Whitelisted and blacklisted applications and
their approval status.

e Privilege Elevation Requests: List of all privilege requests raised and
their status

e Automatic Approval Policy: List of computers configured under

Automatic Approval Policies.

Processes and Software Reports

Users can view a list of all processes and software running on endpoints using
these reports. They also include information on the Securden Agent installed
on systems and the version they run with. Processes and Software reports

consists of the following four parts.

e Processes and Software Inventory: List of processes and software
installed on each computer.
e Process Inventory: List of processes across all computers

e Software Inventory: List of software installed across all computers
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e Securden Agents on Computers: Version of Securden Agents

installed on computers.

Privilege Management Trails Report

The Privileged activity report can be accessed from Reports >> Standard

Reports >> Activity Reports >> Privilege Management Trials. All

privilege management related activities performed in WPM are captured here

as audit trails.

v, Securden Endpoint Privilege Manager Q 2 v

Standard Reports Exported Reports

Activity Reports

Privilege Management Trails User Activity

Find all privilege management related Find the activities performed by users

Admin Rights Analysis

The privilege management report includes the fields:

Name -The name of the account performing the activity

Address - The device address associated with the privilege activity
Activity Type - Description of the activity

Performed by - The name of the user/device performing the activity
Performed from - The device from which the activity was performed
Performed at - The time and date at which the activity was performed
Reason - A short brief of why the activity was performed (Supplied by

the user performing the privileged activity)
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Q Windows Privilege Manager Q a&v

Dashboard Computers Applications Privileges Users Reports Admin

Privilege Management Trails < Report Export: Export + Schedule Export | Last generated on 25 Nov 2020 13:41 Download as XLSX

All privilege management related activities performed in the application are captured here as audit trails

a e m Showing 1to250f 501 25 v
Name Address Activity Type Performed By Performed From Performed At Reason
SEC-DEMO-2K16 (Computer)  sec-demo-2k16.SECURDEN... Technician Access Ended System SEC-DEMO-2K16 13 Jul 2022 14:16 Elj SECURDEN-AWS\b
SEC-DEMO-2K16 (Computer)  sec-demo-2k16.SECURDEN... Technician Access Started System SEC-DEMO-2K16 08 Jul 2022 13:43 Elj SECURDEN-AWS\b

SECURDEN-AWS\bala

SECURDEN-AWS\bala

SECURDEN-AWS\bala

SECURDEN-AWS\bala

sec-demo-2k16.SECURDEN

sec-demo-2k16.SECURDEN

sec-demo-2k16.SECURDEN.

sec-demo-2k16.SECURDEN

Application elevated

Application elevated

Application elevated

Application elevated

Balasubramanian Venkatra.

Balasubramanian Venkatra.

Balasubramanian Venkatra.

Balasubramanian Venkatra

SEC-DEMO-2K16

SEC-DEMO-2K16

SEC-DEMO-2K16

SEC-DEMO-2K16

08 Jul 2022 07:03

08 Jul 2022 06:56

07 Jul 2022 20:14

07 Jul 2022 12:28

Eh Advanced User Acc

Bl Advanced User Acc

Bl Advanced User Acc

B} Advanced User Acc

User Activities Report

The user activity report can be accessed from Reports >> Standard
Reports >> Activity Reports >> User Activities. All user activities

performed in WPM are captured here as audit trails.

Q Securden Endpoint Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports Exported Reports

Activity Reports

T ®)

Privilege Management Trails User Activity

Find all privilege management related Find the activities performed by users.

Admin Rights Analysis

The user activity report includes the fields:
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e Username - The name of the user performing the activity

e Activity Type - Description of the activity

e Performed by - The name of the system user/device performing the

activity

e Performed from - The device from which the activity was performed

e Performed at - The time and date at which the activity was performed

e Reason - A short brief of why the activity was performed (Supplied by

the user/device performing the privileged activity)

g Windows Privilege Manager

Dashboard Computers Applications

User Activities < Report Export:  Export v

Privileges

Schedule Export

All activities performed by the users in Securden are captured here as audit trails

Q c m

Username Activity Type
N/A User logged out
N/A User logged in
N/A User logged out
N/A User logged in
N/A User logged out
N/A User logged in

Performed By

Securden Administrator

Securden Administrator

Securden Administrator

Securden Administrator

Securden Administrator

Securden Administrator

Users Reports Admin

Performed From Perfomed At

static-242.224.97.14-tataidc.co.in 15 Jul 2022 09:15

static-242.224.97.14-tataidc.co.in 15 Jul 2022 09:03

static-242.224.97.14-tataidc.co.in 15 Jul 2022 08:09

static-242.224.97 14-tataidc.co.in 15 Jul 2022 07:01

static-242.224.97.14-tataidc.co.in 15 Jul 2022 06:43

static-242.224.97.14-tataidc.co.in 15 Jul 2022 06:23

Local Administrator Accounts Report

Showing 1 to 25 of 3862 25 v

Reason

El User logged out due to inacti

El Securden Authentication

El User logged out due to inacti

E} Securden Authentication

El) User logged out due to inacti

El Securden Authentication

This report can be accessed from Reports >> Standard Reports >> Admin

Rights Analysis >> Local Administrator Accounts.
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v Securden Endpoint Privilege Manager Q Qv

Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports Exported Reports

Admin Rights Analysis

-
Local Administrator Accounts Application Elevation Activity Application Privilege Privilege Elevation Requests
Find the list of all local ad Find the | f appl Find the list of whitelisted and blacklisted Find the list of all privilege elevation

unts in your en perfor mputer applications and their privilege stat ts raised a

All local administrator accounts present in your environment are listed here.
You can drill down and view the list of local administrator accounts in each
computer in your network. This report helps you to gain complete visibility on

the presence of local administrator accounts.

v Windows Privilege Manager Q ] v

Dashboard Computers Applications
Windows Local Administrator Accounts Report Report Export: Export | Schedule Export | Last generated on 04 May 202210:58 [ Downioad as = m
Summary Computers having the most number of local users as Computers having the most number of domain users as
administrators administrators
Number of Computers 6
mbe 5
al Us 4
0
1

showing1t050f5 25 v

Administrator SEC-DEMO-2K16 SEC-DEMO-2K16

The report includes a dashboard with a summary

Summary: Count of all computers, admins, users and other information

compiled as a quick count list.
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Computers with most local users as administrators: This bar graph
shows the devices with most local administrators and helps you revoke rights
from them and effectively reduce risks.

Computers with most domain users as administrators: This bar graph
shows the devices with most domain administrators and helps you revoke

rights from them and effectively reduce risks.
The attributes included in the report are:

e Member- The members on each device having local administrator
rights.

e Distinguished name- If the member was given a distinguished name
this is displayed here.

e Domain- The name of the system user/device performing the activity.

e Computer - The computer that has local administrator rights.

Application Elevation Activity Report

The user activity report can be accessed from Reports >> Standard

Reports >> Admin Rights Analysis >> Application Elevation Activity.
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Q Securden Endpoint Privilege Manager Q v

Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports Exported Reports

Admin Rights Analysis

-
-

Local Administrator Accounts Application Privilege Privilege Elevation Requests
Find the of application elevations Find the telisted and blacklis Find the list of all privile: evation
P vithin each computer applications and their privilege reque: ed and their details

This report shows which applications were elevated and when they were

elevated within each computer in your environment.

Q Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Application Elevation Activity Report Export: Export = Schedule Export

This report shows which applications got elevated and when they were elevated within each computer in your environment

Q (¢] m Showing 1 to 25 of 131 25 v

Application Username Elevated Time Computer

L CHRISTUS (9 Audits)

zCefAgent.exe ChristusCSK 08 Sep 2021 14:45 CHRISTUS
zCefAgent.exe ChristusCSK 08 Sep 2021 14:43 CHRISTUS
zCefAgent.exe ChristusCSK 08 Sep 2021 14:43 CHRISTUS
zCefAgent.exe ChristusCSK 08 Sep 2021 14:43 CHRISTUS

The application elevation activity report includes the fields:

e Application -The name of the application being elevated.

e Username - The name of the user elevating the application.
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e Elevated Time - The date, and the time in minutes for which an

application was elevated.
e Computer - The computer on which application was elevated.

Application Privilege Report

The user activity report can be accessed from Reports >> Standard

Reports >> Admin Rights Analysis >> Application Privilege

g' Securden Endpoint Privilege Manager

Standard Reports Exported Reports

Admin Rights Analysis

Y 1 =3

Local Administrator Accounts Application Elevation Activity Application Privilege Privilege Elevation Requests

Find the list of all local administrator Find the list of application elevation:
nts in v t y ned with mputer

itelisted and blacklisted

Domain Level Application Privileges - All users

This report shows the list of applications which are either blacklisted or

whitelisted on all computers for all users in the domain.

203



Securden EPM Administrator Guide

v Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Application Privilege Report Export: Export v | Schedule Export

This section shows the list of applications which are either blacklisted or whitelisted on all computers for all users in the domain.

Domain-Level Application Privileges - All Users

Q c . m Showing 1to 1 of 1 25 v
Application Name Privilege Elevation
Free Cam Local Administrator Privilege

Showing1to1of1 25 v n
Non-Domain Level Application Privileges - All users

This section shows the list of applications which are either blacklisted or

whitelisted on all non-domain computers for all users.

v Windows Privilege Manager Q Qv
Dashboard Computers Applications Privileges Users Reports Admin
Application Privilege Report Export:  Export = Schedule Export m

Non-Domain-Level Application Privileges - All Users

] Showing 1106016 25 v

Application Name Privilege El

Aircall Local Administrator Privilege
Apache HTTP Server (httpd.exe) Local Administrator Privilege
Free Cam Local Administrator Privilege
Google Chrome Local Administrator Privilege
Network Adaptors Local Administrator Privilege
Zadarma - a lightweight softphone Local Administrator Privilege

Showing1t060f6 25 v n

These application privilege reports include the fields:

e Application Name -The name of the application being elevated
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e Privilege Elevation - The level of elevation for this application

Computer-Level Application Privileges - All users

This section shows the list of computers which are associated with at least one

application control policy. If you click on the computer, you can view the list

of applications and their privilege status for all user on a particular computer

Q Windows Privilege Manager Q av
Computers Applications Privileges
Application Privilege Report Export: Export~ | Schedule Export m
This section shows the list of computer which are associated to at least one application control policy. If you click on the computer, you can view the list of applications and their privilege status for all user on a particular computer

Computer-Level Application Privileges - All Users
a ¢ m Showing01000f0 25 v

Computer Name

Showing0t000f0 25 Vv n

User-Level Application Privileges - All computers

This section shows the list of all users who are associated with at least one
application control policy applicable on all computers. If you click on a user,
you can view the list of whitelisted and blacklisted applications and their

privilege status for that particular user in all computers.

205



Securden EPM Administrator Guide

g Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Application Privilege Report Export: Exportw | Schedule Export m

This section shows the list of all users who are associated to at least one application control policy. If you click on a user, you can view the list of whitelisted and blacklisted applications and their privilege status for that particular user in all
computers.

User-Level Application Privileges - All Computers

a c m Showing0t000f0 25 v
User Name
Showing 0to 0 of 0 25 v n

User-Level Application Privileges - Specific computer

This section shows the list of users on each computer who are associated with
at least one application control policy. If you click on a user, you can view the
list of whitelisted and blacklisted applications and their privilege status for that

particular user on a specific computer.

a' Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Application Privilege Report Export: Export» | Schedule Export

User-Level Application Privileges - Specific Computer

a ¢ m Showing1to4of4 25 v

User Name Computer Name
DESKTOP-BSQIOQ7 (1Users
Christus DESKTOP-BSQIOQ7
(J SEC-DEMO-2K16 (3Users)
Administrator SEC-DEMO-2K16
SEC-DEMO-2K16

SEC-DEMO-2K16

Showing 1to 4of 4 25 v n
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Privilege Elevation Requests Report

The privilege elevation requests report can be accessed from Reports >>
Standard Reports >> Admin Rights Analysis >> Privilege Elevation

Requests

@ Securden Endpoint Privilege Manager

Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports Exported Reports

Admin Rights Analysis

=¥ l% % ?J

Local Administrator Accounts Application Elevation Activity Application Privilege Privilege Elevation Requests

Find the list of Find the list of application elevations Find the list of whiteli

all local inistrat listed and blacklisted Find the list of all privilege elevation
s in your environment performed within each computer applications and their privilege status requests raised and their details

This report shows the list of all privilege elevation requests, their current

status, and other details.
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g Windows Privilege Manager

Dashboard

Privilege Elevation Requests

Computers Applications Privileges Users Admin

Report Export:  Export « Schedule Export

This report shows the list of all privilege elevation requests, their current status, and other details.

1} Showing 1 to 25 of 33 25 v

Requested By Requested For Computer Current Status Approved By Rejected By

christus Zoom Meetings SEC-SUPPORT-1 Request Inactive Detai
christus Zoom Meetings SEC-SUPPORT-1 Waiting for Approval Detai
christus Full Admin Access SEC-SUPPORT-1 Request Inactive Details
christus Zoom Meetings SEC-SUPPORT-1 Request Rejected etails
christus Zoom Meetings SEC-SUPPORT-1 Request Closed Securden Administrator (ad. Details
christus Google Chrome SEC-SUPPORT-1 Request Closed Securden Administrator (ad. Details

The privilege elevation requests report includes the fields:

Requested by-The name of the user who has requested elevated
privileges

Requested for- The application for which elevation has been requested
Computer - The computer on which the application has to be elevated
Current Status - Shows if the request was approved, rejected, in use
or inactive

Approved by - Name of the administrator who had approved the
request

Rejected by - Name of the administrator who had rejected the request

Clicking on Details will take you to the Privilege Elevation Request History

revealing the below details.

Status - The status of the request (Active/Inactive etc.)
Performed By - The user/device which obtained elevated privileges
Performed At - The date and time at which the privilege elevation was

performed
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Q Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Request History Details a|
Reports > Privilege Elevation Requests > christus requested for Zoom Meetings on SEC-SUPPORT-1

This report depicts the details of request-related activities including the performer, date, and time of the activity.

Privilege Elevation Request History

c m Showing1to20f2 25 Vv
Status Performed By Performed at
Request Inactive SYSTEM 04 Nov 2021 22:00
Request Created christus 04 Nov 2021 21:25
Showing 1to 2 of 2 25 Vv n

Automatic Approval Policy Report

The admin rights analysis report can be accessed from Reports >> Standard

Reports >> Admin Rights Analysis >> Automatic Approval Policy

= mgm
Activities.
v Securden Endpoint Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports Exported Reports

=2 \_lJ 2] Ln-]

Local Administrator Accounts Application Elevation Activity Application Privilege Privilege Elevation Requests

Find the list of all local administr

on elevations Find the list of whitelisted and blacklisted Find the list of

all privilege elevation

accoun environment h computer applications and their privilege s raised and their details

‘o

Automatic Approval Policy Activi...

Find the list of computers configured under
the Automatic Approval Policies.
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This report contains two sections, the first one shows a dashboard of

automated approval policies created for all users and computers.

Computer Level Automatic Approval Activity - All Users

This section shows the list of specific computers which have automatic

approval policy activity for all users.

Q Windows Privilege Manager Q Av
Automatic Approval Policy Activity Report Export: Export v | Schedule Export m
This section show the number of auto approval policies with all users and all computers on domain level and non domain level
Summary Policies
Total Domain Computers 3 | users - Dom ®
Total Non Domain Computers 3 I ! ®
h c approval pol I

Computer-level Automatic Approval Activity- All users

com showing0to0of0 25 v

User Level Automatic Approval Activity - All Computers

This section shows the list of users who have automatic approval policy on all

computers.
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gll Windows Privilege Manager

Dashboard Computers Applications Privileges Users Reports

Automatic Approval Policy Activity Report Export: Exportw | Schedule Export

This section shows the list of users who have automatic approval policy on all computers.

User-level Automatic Approval Activity - All Computers

User Name

Showing 0to 0 of 0 25 v

Computer-Level Automatic Approval Activity - Specific

User

This section shows the list of computers which have Automatic Approval

activity for specific users.

Automatic Approval Policy Activity Report Expoit

This section shows the list of computers which has Automatic Approval Policy for specific users

Computer-level Automatic Approval Activity - Specific User.
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Processes and Software Inventory Report

The processes and software report can be accessed from Reports >>
Standard Reports >> Processes and Software >> Processes and

Software Inventory

v Securden Endpoint Privilege Manager Q Qv

Standard Reports Exported Reports
RO R Pprovan roncee

Processes and Software

] | 1 m‘
= = -—

Processes and Software Inventory Processes Inventory Software Inventory Securden Agents on Computers

iew the list of processes and soft v the e ed acro: iew the version of Securden age
installed on each compute mputer mputer installed on each compute

This report presents an inventory of all processes and software installed on
each computer. Securden discovers the processes and the software installed
on endpoints and servers on which the Securden agent is installed. The list of
computers is displayed along with the processes that had run until the time of
discovery in the Processes table. The list of computers along with the

software installed on each of them is displayed in the Software table.

This report includes the following fields:

Processes Table

Process - Name of the process run on the computer.
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Version - Version of the Securden Agent installed on that computer.
Publisher - Verified publisher of the process.
Last Run - Time and date the process was run last.

Computer - The computer on which the process was run.

v Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Processes and Software Inventory Report Export: Export v Schedule Export

This report presents an inventory of all processes and software installed on each computer. Securden discovers the processes and the software installed on endpoints and servers on which the Securden agent is installed. The list of
computers is displayed along with the processes that had run until the time of discovery in the 'Processes’ table. The list of computers along with the software installed on each of them is displayed in the 'Software' table.

System Processes run on this Computer

a c m Showing0to0of0 25 Vv

Process Version Publisher Last Run Computer

Showing 0to 0 of 0 25 VvV n

Software table

Software - Name of the software installed on the computer.
Version - Version of the Securden Agent installed on that computer.
Publisher - Verified publisher of the software.

Installed on - Time and date the software was installed.

Computer - The computer on which the software was installed.
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9 Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Repoits Admin
Processes and Software Inventory Report Export: Export « Schedule Export m

Showing 0to 0 of 0 25 v

Software Processes run on this Computer

> m Showing0to0of0 25 v

mputer

Showing0to00f0 25 v

Processes Inventory Report

The processes report can be accessed from Reports >> Standard Reports

>> Processes and Software >> Processes Inventory.

9 Windows Privilege Manager

Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports Exported Reports

Processes and Software

¥ | & | & @

Processes and Software Inventory Processes Inventory Software Inventory Securden Agents on Computers

iew the list of processes and software View the list of processes across all are installed across all View the version of Securden agents
r installed on each computer

nstalled on each computer.

This report presents an inventory of all processes running on each computer.

Securden discovers the processes on endpoints and servers on which the

214



Securden EPM Administrator Guide

Securden agent is installed. The list of computers is displayed along with the

processes that had run until the time of discovery.

v Windows Privilege Manager

0
X
<

Dashboard Computers Applications Privileges Users Reports Admin

Processes Inventory Report Export: Exportw | Schedule Export

This report depicts the list of all processes discovered across all computers on which the Securden agent is installed. The discovery process runs periodically and the processes that had run until the time of the last discovery are
displayed. You can select a process to view the list of all computers on which it had run until the time of discovery.

Showing0to0of0 25 Vv

Showing 0to 0 of 0 25 Vv n

This report includes the following fields:
Process - Name of the process run on the computer.

Version - Version of the Securden Agent installed on that computer.

Publisher - Verified publisher of the process.

Software Inventory Report

The software report can be accessed from Reports >> Standard Reports
>> Processes and Software >> Software Inventory.
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9 Windows Privilege Manager Q

Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports Exported Reports

Processes and Software

Processes and Software Inventory Processes Inventory Software Inventory Securden Agents on Computers

View the list 0

View the list of processes across all View the list of software installed across all View the versios

den agents
nstallec

This report presents an inventory of all software installed on each computer.
Securden discovers the software installed on endpoints and servers on which
the Securden agent is installed. The list of computers along with the software

installed on each of them is displayed in the table.

v Windows Privilege Manager Q &v
Dashboard Computers Applications Privileges Users Reports Admin
Software Inventory Report Export:  Export v Schedule Export

This report depicts the list of all software installed across all computers on which the Securden agent is installed. The discovery process runs periodically and the software that were found installed until the time of the last discovery are
displayed. You can select a software to view the list of all computers on which it was installed until the time of discovery.

Qa c m Showing0to0of0 25 Vv
Software Version Publisher
1 No data found
Showing0to0of0 25 V n

This report includes the following fields:
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Software- Name of the software run on the computer.
Version - Version of the Securden Agent installed on that computer.

Publisher - Verified publisher of the process.

Securden Agent Report

The processes and software report can be accessed from Reports >>
Standard Reports >> Processes and Software >> Securden Agents on

Computers.

g Windows Privilege Manager Q Qv

Dashboard Computers Applications Privileges Users Reports Admin

Standard Reports  Exported Reports

Processes and Software

K o
o)
Processes and Software Inventory Processes Inventory Software Inventory Securden Agents on Computers

iew the list of processes and software iew the list of processes across all iew the list of software installed across iew the version of Securden agents
nstalled on each compute mputer computer installed on each computel

This report shows the list of computer names and agent versions installed on

each computer.
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v Windows Privilege Manager

Q Av

Dashboard Computers Applications Privileges Users Reports Admin
Computer Agent versions Report Export:  Export v Schedule Export

This report shows the list of computer names and agent versions installed on each computer.

Computer agent version snapshot

a c m Showing1to30f3 25 Vv

Computer Name Agent Version Status Operating System Last Connected Time

DESKTOP-8SQI0Q7 572 Not Running Windows 10 Pro 12 Jul 2021 19:09

SEC-SUPPORT1 575 Not Running Windows 10 Pro 15Nov 2021 15:38

SEC-DEMO-2K16 575 Running Windows Server 2016 Datacenter 19 Jul 2022 04:59

Showing 1to 3 of 3 25 Vv n

This report table has the following fields:

Computer - The computer on which Securden Agent has been installed.
Agent Version - The version of the Agent installed on this computer.
Status - The running status of the Agent installed.

Operating System - The operating system of the computer.

Last Connected Time - The date and time the agent was last connected.
Exporting and Scheduling Exports for Reports

All reports generated in WPM can be exported from the interface in a similar
manner. First navigate to the report you would like to export. On the relevant

GUI you have a few options to customize your report.
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Column chooser

The column chooser lets you determine which fields/attributes of the report

will be displayed in the interface. Click on the icon as shown below.

9 Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
User Activities & Report Export:  Export v Schedule Export

All activities performed by the users in Securden are captured here as audit trails.

@ © E Showing 1to 25 of 447 25 v

Performed By Performed From Perfomed At Activity Type Username Reason

Shyam Senthil Shyam-EMP16 18 Jul 2022 12:07 User logged in N/A El Securden Authentication
System (Schedule) localhost 18 Jul 2022 07:16 Schedule task execution ended  N/A El Database Backup
System (Schedule) localhost 18 Jul 2022 07:16 Database backup completed N/A ER Database Backup
System (Schedule) localhost 18 Jul 2022 07:15 Database backup initiated N/A El Database Backup

Select the attribute that you want to display and click Save.

Column Chooser X

Performed By

Performed From

Perfomed At
Activity Type
Username

Reason

Save Cancel
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Export reports

Reports in WPM can be exported as a PDF, CSV or an XLSX file. Click on Export

as highlighted below and select the format in which you would like to export

the report.

9 Securden Endpoint Privilege Manager

Dashboard Computers Applications Privileges Users Reports Admin

Privilege Management Trails <

Report Export:  Export v Schedule Export Last generated on 11 Jul 2023 03:12 Download as PDF u Preview PDF

All privilege management related activities performed in the application are captured here as audit trails.

Q c m

Schedule Export

Name Activity Type Performed By Performed From
N/A Elevated privileged access en.. System localhost

N/A Elevated privileged access en.. System localhost

N/A N/A Elevated privileged access be.. System localhost

N/A N/A Privilege elevation request rai Balasubramanian Venkatia. SEC-DEMO-2K16
N/A N/A Privilege elevation request au...  System localhost

N/A N/A Application imported for privil.. System SEC-DEMO-2K16
SECURDEN-AWS\bala sec-demo-2k16.SECURDEN.A... Application elevated Balasubramanian Venkatia, SEC-DEMO-2K16

Performed At

16 Aug 2023 15:35

16 Aug 2023 15:35

16 Aug 2023 15:17

16 Aug 2023 15:17

16 Aug 2023 16:17

16 Aug 2023 16:17

16 Aug 2023 15:15

Showing 1 to 25 of 1480 25

Reason

Elj Reason: Request auto surr

Bl Reason: Request auto surr

B} Reason: Elevated access

Bl Computer : SEC-DEMO-2K.

B Computer : SEC-DEMO-2K

B} Edit Security

B perfmon (C:\Windows\sys

v

On clicking the format, a file with the specified format will be generated and

be ready for download. Refer to the screenshot below. On clicking Download,

you will be able to save a copy of the report.
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9 Windows Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin

User Activities & Report Export: Export v Schedule Export | Last generated on 18 Jul 2022 12:17 R4

All activities performed by the users in Securden are captured here as audit trails.

Q c m Showing 1to 250f 447 25 v
Performed By Performed From Perfomed At

Shyam Senthil Shyam-EMP16 18 Jul 2022 12:07

System (Schedule) localhost 18 Jul 2022 07:16

System (Schedule) localhost 18 Jul 2022 07:16

System (Schedule) localhost 18 Jul 2022 07:15

Schedule exports

WPM allows you to schedule individual reports to be exported once, or
periodically. All reports can be scheduled for export in a similar manner. Click

on Schedule Export to configure.

v Windows Privilege Manager Q av

Dashboard Computers Applications Privileges Users Reports Admin
User Activities & Aepon gt Export+ [ scheau o ] +——

All activities performed by the users in Securden are captured here as audit trails

Q c o m Showing 1 to 25 of 3894 25 v
Username Activity Type Performed By Performed From Perfomed At
N/A User logged in Securden Administrator static-242.224.97.14-tataidc.co.in 18 Jul 2022 09:2
N/A User logged out Securden Administrator static-242.224.97.14-tataidc.co.in 18 Jul 2022 09:C
N/A User logged in Securden Administrator static-242.224.97.14-tataidc.co.in 18 Jul 2022 08:¢
N/A User logged out Securden Administrator static-242.224.97.14-tataidc.co.in 18 Jul 2022 08:¢
N/A User logged in Securden Administrator static-242.224.97.14-tataidc.co.in 18 Jul 2022 08:2
N/A User logged out Securden Administrator 14.97.224.242 18 Jul 2022 08:1

To schedule an export you need to select/fill the following fields:
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e Report format - You can choose the format in which reports will be
exported - PDF, CSV or XLSX.

e Interval - You can choose to export the report once, or at a specific
time interval

e Notifications - You can select users based on their roles and specify
individual users in WPM who will be notified that a report has been

exported as per the schedule.

0 Windows Privilege Manager Q v

Periodically Export m

> Periodically Export

Select Report Format

POF QO csv XLSX

Specify the Interval
) Export Once Export Periodically

Note: The current time on the server in which Securden runs is 18 Jul 2022 08:22 hrs. The execution time you set here will follow the server time

at 04 v 20 v hr

Notify
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Exported reports

V Windows Privilege Manager Q Av

Dashboard Computers Applications Privileges Admin

Standard Reports Exported Reports

You can view the repoits already exported in various formats and download them.

Q com Configure Export Location Showing 110 4 of 4 25 v

Report Name Generated By Date : Download / Preview

Privilege Management Trails Report (PDF) Securden Administiator 15 Jul 2022 09:31 R

Windows Local Administrator Accounts Repoit (PDF) Securden Administiator 04 May 2022 10:58 R

Privilege Management Trails Report (XLSX) Securden Administrator 25 Nov 2020 13:41 &

Privilege Management Trails Report (PDF) Securden Administrator 25 Nov 2020 13:41 & &

Showing 1to 4 of 4 25 v n

You can configure the location at which exported reports are to be stored. This
can be on your device or a shared location. To modify the download location,
click Configure Export Location. In the GUI that opens, select the path of
the location and click Save.

Configure Location to Store Exported Reports

You can configure the location at which the exported repoits are to be stored.
This can be on your device or a shared location

C:\Program Files\Securden\Windows._Privilege_Manager\export_reportg
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Event Notifications

You can choose to send or receive email alerts upon the occurrence of any
specific event like password retrieval, addition, deletion, and other
modification activities. You can choose which events are to be notified of. The
notifications can be sent out in real-time as and when the event occurs or as

a consolidated email once a day.

Configure Event Notifications

Prerequisite: Before configuring event notifications, you should have
configured the Mail Server Settings that enable Securden to send email
notifications. You can configure this from Admin >> General >> Mail

Server Settings.

Q Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Q Search
Privilege Management Authentication Security
l@l Privilege Elevation Requests 8 Two Factor Authentication &5, Domain Administrator Groups
5 Automatic Approval Policies Q Email to SMS Gateway & Change Encryption Key Location
& T Pol = R . Sahili
Z% Technician Access Policies ADIUS Server Settings ngh AVaI|abI|Ity
Notifications Integrations € Database Backup
L Event Notifications <> Active Directory Domains 00 High Availability

\9 Syslog for SIEM

Customization Maintenance & Upgrades

# samLSSO

€% custom User Roles @ Product Upgrades

L& Securden Anent Tevt Custamizatinn Canara 1

To configure event notifications, navigate to Admin >> Notifications >>

Event Notifications and move the toggle Configure Notifications to green.
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@ Securden Endpoint Privilege Manager a Qv

Event Notifications

Securd

il notifications upon the occurrence of certain events such as password retrieval, deletion, change in share permissions and others. You can choose the events for which you want to receive notifications. The notifications can be triggered reaktime or as one
aday.

Configure Notifications (@D

Select the events for which you want to receive notifications from the list below.
Events related to actions on privilege activities

ocal Admin Account Identified x

Events related to user activities

User Added to Group x
When do you want to receive notifications?

/s and when the events occur

a consolidated email, once a day
Send the notifications to

All administrators

All auditors

Step 1 - Select the events

After enabling notifications, you need to select the events for which the
notifications are to be triggered. These can be selected from a range of user

activity notifications or privileged activity notifications.

e You will see two fields named Events related to actions on privileged
activities and Events related to user activities. Search these two
fields for the required activities and add them.

e The selected events are shown in a green box. Any of the selected

events can be removed by clicking on the X present adjacent to the

event. To clear all selected events, click on the Clear all button.

Step 2 - Configure notifications
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9 Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Event Notifications

Events related to user activities

When do you want to receive notifications?

As and when the events occur

As a consolidated email, once a day

Send the notifications to

All administrators
All auditors

Select users/groups

Others (specify email address)

Choose when you want to receive notifications
Choose the option As and when the events occur if you want to get

notifications in real-time. Instead, if a consolidated report once a day would

be sufficient, select the option As a consolidated email, once a day.

Send notifications

You can trigger the notification upon the occurrence of the selected events to
any specific user(s) or user group(s). You may even choose to trigger
notifications for certain specific roles of users too - for example, All
Administrators, All Auditors, etc.

You can also send notifications to people who are not registered users in
Securden by specifying their email address in the field named Others

(specify email address).
Finally, click Save.

Note: You may also modify the notification settings anytime as desired.
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In addition to this, you may enable and disable mail notifications for privilege

elevation activities by navigating to Admin >> Notifications >> Mail

Notifications.
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SECTION 7: Miscellaneous

Admin Dashboard

The Dashboard gives a snapshot of everything that is happening inside
Securden. You will get a bird’s eye view of details regarding users, endpoints,
servers and also some valuable insights on application usage.

In addition to this, the dashboard also provides a consolidated count of the
privileged applications installed and discovered, number of users, number of
local administrator accounts, and the total number of application policies in
place.

The Securden agents graph provides insights on how many agents are
installed and running, how many are installed but not running, and how many
endpoints are running without an agent deployed.

118 26

The Dashboard also provides insights on the most used application and the
user who has used the most number of applications in Securden.
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Users Vs Most elevated applications during the past 30 days Role distribution

[ christus requested privilege elevation for Zoom Meetings

Computer Account Reason Start Time End Time
SEC-SUPPORT-1 christus test ® 02 Nov 2021 17:35 © Forever

Active elevation requests, if any, can also be viewed in the Dashboard. You
can approve or reject the raised requests from here without navigating to the
Privilege Elevation Requests section.

While the dashboard helps with an overview of what is happening across your
organization, clicking on the individual sections in the dashboard will redirect
you to the respective reports section where you can derive further insights.
See the reports section of this guide for further details.

Customize Securden WPM

You can customize Securden WPM to suit your organization’s unique needs.
Securden WPM allows you to create custom user roles, granularly switch on
and switch off certain features, add your company logo, modify the text
appearing at certain places, select the display language of the product

interface, and so on.

Navigate to Admin >> Customization section to check the various

customization options.
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Q Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin
Q Search
&, Technician Access Policies —1 RADIUS Server Settings
High Availability
Notifications Integrations £} Database Backup
EZL Event Notifications > Active Directory Domains [ High Availability
&= Ssyslog for SIEM
Customization Maintenance & Upgrades
£ SAMLSSO
G Custom User Roles £@ Product Upgrades
C& Securden Agent Text Customization General
2= Configurations B Mail Server Settings
B33 Logo, Theme and Text @ Proxy Server Settings
(@] Product Language Selection @ securden Server Connectivity
g License

Create and Manage Custom User Roles

The user roles help control access to platform resources. Securden WPM offers
three predefined user roles carrying various access privileges. These include
User, Auditor, and Administrator. Additionally, a custom role named

Approver is also comes as a built-in role out-of-the-box.

Navigate to Admin >> Customisations>> Custom User Roles to manage

user roles.

Q Windows Privilege Manager
Dashboard Computers Applications Privileges Users Reports Admin
Admin > Custom User Roles

Custom User Roles

You can create custom user roles assigning specific access permissions to users based on the specific needs of your organization. You can assign features at granular level selecting specific features. After creating a role, if the permissions are to be modified, the changes will have to be
approved by another administrator.

Descrip! Status Actions

Administrator All features accessible
Auditor General access and auditing features
User General access Active

Showing1to30f3 25 Vv n
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User: Users with this role will be granted general access to the web interface.

This default role has minimal privileges and represents a standard user.

Auditor: Users with this role will be able to access audit records in addition

to the basic privileges similar to a standard user.

Administrator: This default user role carries the highest level of privileges
inside the web interface. Users with administrator roles will be able to control
application access, customize the interface, control all aspects of the web-
interface. It is recommended to limit the number of administrators to two or

three as a security best practice.

Additionally, you can create custom user roles assigning specific access

permissions to users based on the specific needs of your organization.

You can assign privileges at a granular level by selecting the required actions.
As an additional security measure, dual controls are enforced for custom role
creation and modification. The custom role created or modified by one

administrator will have to be approved by another administrator.

Create a Custom User Role

Navigate to Admin >> Customisations>> Custom User Roles >> Create

Custom Role to create a new custom user role.
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9 Windows Privilege Manager Q Qv
Dashboard Computers Applications Privileges Users Reports Admin

min > Custom User F > Create a Custom Role

Create a Custom Role

ou can create custom user roles from here. You need to select the privileges required for the role fiom the list below

Role Description

Features
Select All Features

Privilege Management

B Admin Privilege Request Add Applications, Commands. Configure Privilege Elevation Remove Admin Rights

User Management

Specify a name and description for the new role and then select the privileges
required for that specific role from the list. Various actions and operations in
Securden are listed as checkboxes. You can granularly select any or all actions

within each category.

These features are categorized under privilege management, user
management, user group management, computer management, computer

group management, reports, and admin operations.

e The features listed under privilege management are related to aspects
of managing application privileges, removing admin rights, managing

elevation requests, creating policies and so on.

e User and group management section contains features that help
onboard and offboard users individually and in bulk, managing 2FA,
creating and managing user groups, configuring temporary access,

manage authentication methods, manage concurrent logins and so on.
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e Computer and Computer group management contains features that let
a user add, delete and modify computers individually and in bulk

respectively.

e Reports section contains features that lets an user to access and export

different types of reports.

e Admin management section contains features that help manage the
Securden WPM user interface and lets the user configure and manage
security features such as 2FA, automated privilege elevation requests,
etc.

After selecting the required features, click Save.

Approval for the new role

The newly created role will have to be approved by another administrator for

it to become active.

When another administrator logs in and navigates to the Custom Roles page,

the link to approve or reject the new role will appear as shown below.
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Q: Windows Privilege Manager

Dashboard Computers Applications Privileges Users Reports Admin

Admin > Custom User Roles
Custom User Roles

You can create custom user roles assigning specific access permissions to users based on the specific needs of your organization. You can assign features at granular level selecting specific features. After creating a role, if the
permissions are to be modified, the changes will have to be approved by another administrator

acom Dot Roks Showing 1104 of 4

Role Name

2% v
Description

Status Actions

Administrator All features accessible

Active
Auditor General access and auditing features Active
User General access v Active

Showing1to4of4 25 v n

On clicking Approve/Reject, you will be able to see the privileges that are
associated with the user role.

@' Securden Endpoint Privilege Manager
Dashboard Computers Applications Privileges Users Reports Admin

> Cust t Roles > Approve/Reject User Roles

Computer Group Management

Add Computer Group Edit Computer Group Delete Computer Group mport Computer Groups from AD
Reports
Standard Reports Export Reports Dashboard Reports

Admin Operations

Approve P!

Delete Tec

hange Product

Configure 2FA Manage Email to Sh

1ail Server Settings Manage Proxy Server Settings Manage Securden Server Canne. Manas

Configure Database Backup Configure High Availability Maintenance & Upgrades

You may choose to Approve or Reject and Delete the user role.

Managing Custom Roles

The Admin >> Customization>> Custom User Roles page displays the

list of all user roles that are already present. The Role nhame, Description,
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Status, and Actions are displayed in a tabular format. The status shows

whether that user role is in an Active status or awaiting approval.

9 Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
Admin > Custom User Roles > Approve/Reject User Roles

Custom User Roles

You can create custom user roles assigning specific access permissions to users based on the specific needs of your organization. You can assign features at granular level selecting specific features. After creating a role, if the
permissions are to be modified, the changes will have to be approved by another administrator

m Delete Role Showing 1to 4 of 4 25 v
Role Name Description Status Actions
Administrator All features accessible / Active
Auditor General access and auditing features Active
Content Writer Access to all data and Repoits Active
Usel General access v Active

Showing1tod4of4 25 Vv n

Actions

Under Actions, you can View Role Entitlements, Edit, and Delete user

roles. The system-defined roles cannot be edited or deleted.

View Role Entitlements

This page shows you the list of all permissions granted to the selected custom

role.

Edit Custom Role

You can edit the permissions granted for any custom role. When you do so,

the changes will have to be approved by another administrator.
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Delete Custom Roles

You can delete a custom role anytime. If the role has any associated users,
you won’t be able to delete the role. You will have to assign a different role

for the associated users before deleting the role.

Configurations

You can customize the features of Securden WPM in a granular manner. You
can switch on and switch off certain features anytime as desired. Navigate to
Admin >> Customization >> Configurations section to exercise the

customization options.

The customization options have been classified into different categories.
The categories include Default Selection, Privilege Management, Temporary
Full Admin access, Elevation using MFA, Technician Access using MFA, and

General configurations.

Each option under Default Selection helps configure Securden WPM to
establish default options for different aspects such as logging in to the

interface, importing a new user and so on.

Options under privilege management are involved in managing privilege

requests and helps automate helpdesk tasks upto a certain level.

You can also configure certain parameters concerned with granting temporary
admin rights to users. This includes limiting the maximum duration of elevated
privileges, allowing wusers to request additional time duration for

administrative access and so on.
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You can setup mandatory MFA for users and technicians while elevating
privileges from the Elevation Using MFA and the Technician Access using

MFA sections respectively

General section has options that help configure the basic preferences inside
the Securden WPM user interface. The options include setting up the default
date and time format, session timeout, enabling and disabling local
authentication, allowing users to reset passwords using the forgot password

option.

The exact configuration options are quite simple. You can set the options as

required.

9’ Windows Privilege Manager Q Qv
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Configuration

Configurations

Defaults Selection

X User
When importing users fiom AD o file, what should be the default role?
Local
What should be the default authentication option in the login page?
e
5 No
Do you want to disable the default login form? If you set this as ‘yes’, the product login page
will contain only the Single Sign On options and Smart Card Login option alone Chang
NI AD/A A No
While importing user groups from AD/Azure AD, do you want to configure automatic
synchronization with Securden groups? Chang
Yes
e
espective group.
No

Do you want to receive an email alert on the remaining user license count (when you can
add less than 5 users)?
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Changing Logo, Theme, and Text

You can replace the Securden logo that appears on the login page and on the
browser extension GUI with your own logo. Navigate to Admin >>

Customization >> Logo, Theme and Text.

v Windows Privilege Manager Q &v
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Logo, Theme and Text

Logo Login Page Text Color Theme Securden Agent - Terms and Conditions

You can replace the Securden logo that appears in the login page and throughout the GUI with your own logo

Current Logo Upload Your Logo (PNG or JPG)

¥ Securden

Click on Logo and you can upload your logo which will replace the Securden
logo that appears throughout the GUI. The logo can be uploaded in PNG or
JPG format and the selected file should not exceed 1 MB in size.

Once uploaded, Click Save.
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Login Page Text

a Windows Privilege Manager Q av
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Logo, Theme and Text

Logo Login Page Text Color Theme Securden Agent - Terms and Conditions

You can change the text that appeais on the Securden login scieen, including the product name and description. If you want to display any information or instructions on the login scieen for your end-users or prompt them to agree for
certain terms and conditions related to the usage of the product, you may do so from here

Windows Privilege Manager

Remove
whitelist

admin rights, elevate applications for standard users,
ed applications, and prevent malware propagation, cyber
attacks.

Show Instructions/Terms and Conditions

You can change the text that appears on the Securden login screen, including
the product name and description. If you want to display any additional
information or instructions on the login screen for your end-users or prompt
them to agree to certain terms and conditions related to the usage of the
product, you may do so by switching the toggle ON in this page. Click the
Admin >> Customization >> Logo, Theme and Text >> Login Page
Text.
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Show Instiuctions/Terms and Conditions (@D

Color Theme

By default, Securden web interface follows the green color theme. You may
change it and assign a different color theme by selecting a color below. The
theme you set here will be the default theme for your organization and take
effect for all users. However, end users can overwrite this and can choose a
theme of their choice for their own views. If any of your users have already

changed their theme, the change you make here will not take effect for them.

Click on Admin >> Customization >> Logo, Theme and Text >> Color

Theme.
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v Windows Privilege Manager Q a&v
Dashboard Computers Applications Privileges Users Reports Admin

Admin > Logo, Theme and Text

Logo Login Page Text Color Theme Securden Agent - Terms and Conditions
By default, Securden web-inteiface follows the gieen color theme. You may change it and assign a different color theme by selecting a color below. The theme you set here will be the default theme for your organization and take effect
for all users. However, end users can overwiite this and can choose a theme of their choice for their own views. If any of your users have already changed their theme, the change you make here will not take effect for them.
Theme Color

: N NON N
- 000O

After selecting the theme mode and theme color, click on the Save button.
Product color theme changed successfully will be displayed on top of the

screen after it is saved.

Securden Agents - Terms and Conditions

If you want to display any Terms and Conditions the users need to agree to
upon using the Securden Agent, you may do so from this section. To display
the terms and conditions, enable the feature by toggling the button and
provide the text to be displayed in the appropriate fields. There is an option
to display a checkbox using which users can express their consent to the terms

and conditions displayed while requesting privilege elevation.
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Product Language Selection

Securden WPM supports multiple languages and you can select the desired
language here. The language of the machine in which Securden WPM is
installed, is taken as the system default language. From the list of supported
languages, you can select the ones required for your organization. You can
then select one of the languages as the Default selection for your
organization. When you do so, all your users will see the product in that
language. Individual users will have the option to select any language from

the list of languages approved by you.

Navigate to Admin>> Customisations >> Product Language Selection.
The screen will display the languages that are currently supported by
Securden. You will have to select the language from Pick Desired

Languages according to your organization’s requirements.

Once the desired language is enabled, a message Language Activated

Successfully will be displayed on top of the screen. When you disable any
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language, it will display the message, Language deactivated successfully.

End users will get the option to use one of the languages selected by you.
The languages currently available and supported by Securden at present are:
e English

e French

e Deutsch

9‘ Windows Privilege Manager Q Av
Dashboard Computers Applications Privileges Users Reports Admin
dmin > Product Language Selection

Product Language Selection

Securden supports multiple languages and you can carry out the desired language selection here. The language of the machine in which Securden is installed, is taken as the system default language. Fiom the list of supported
languages, you can select the ones required for your organization. You can then select one of the languages as the ‘default’ selection for your organization. When you do so, all your users will see the product in that language. Individual
useis will have the option to select any language from the list of languages approved by you

Pick Desired Languages
Securden supports the following languages at present. Select the ones that are required for your organization. End users will get the option to use one of the languages selected by you

English (Default)
Deutsch

French

System Default Language

You can specify one of the languages selected above as the system default language. The language that is set as the default language will appear for all your users, However, they can later override the default selection and use one of the
languages approved by you

Then you can specify one of the languages selected above as the System
Default Language. The language selected as default here will appear for all
your users. However, they can later override the default selection and use one

of the languages approved by you.
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Security Settings

You can carry out certain security settings to protect the Securden installation

and control access to the interface.

Monitor Changes to Domain Admin Groups

Manipulating a domain administrator group such as the Domain Admins
could make the organization susceptible to security risks. You can create a
scheduled task to get notified if there is any modification to the domain

administrator groups.

When new members get added to or removed from the domain administrator
groups, you will get notified about the change. Securden can monitor the
changes to the domain admin groups of all the Active Directory domains added
to the product. You can create a scheduled task to periodically monitor and

send notifications.

How to Schedule Notifications?

To Schedule Notifications, navigate to Admin >> Security >> Domain
Administrator Groups section. In the GUI that opens, click the button
Schedule Notify.
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group could make the organization susceptible to security risks. You can create a scheduled task to get notified if there is any modification in the domain administrator groups. When new members get added to or

Domain Name: SECURDEN.AWS.COM

Define Periodicity

ecurden runs is 15 Jul 2022 11:26 hrs. The execution time you set here will follow the server time

tify periodically starting from at HH v v

Send information about security group change to

You have two options here - carry out the check once (Notify Once) at the
required time slot and trigger notification (or) carry out the check at periodic

intervals (Notify Periodically). Select the required option in the GUI.

You can choose to send notifications to all Administrators or all Super
administrators or to both administrators and super administrators. Select
the checkbox as needed. You can even add email addresses directly in a

comma-separated form in the Specific Email Address field.
When you navigate to Admin >> Security >> Domain Administrator

Groups section in the GUI, it typically shows the list of all administrator

groups present in the selected domain.
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Domain Name: SECURDEN.AWS.COM @

Sy - | Showing 1100013 100

You can click the button Sync Members to view the latest data anytime.

As mentioned above, you can monitor the changes to domain admin groups
for multiple domains. You can add the domains to be monitored by clicking
the button Add New Domain.

Follow the steps below to add a new domain.

Click on Add New Domain in the Domain administrator groups interface. In
the GUI that opens, enter the following details:
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Add Domain

Supply Administrator Credentials

Domain IP Address

Specify the FQDN or IP address of the domain to be scanned. You have the
option to enter any number of secondary IP addresses in a comma-separated
form. This will help Securden establish a connection if the primary IP address

is not working.

Secondary IP Address
Specify the secondary IP address of the domain, this is useful in case the

primary IP is not reachable.

Connection Mode

Specify the mode (SSL/non-SSL) through which Securden has to establish a
connection with the AD domain. If SSL mode is selected, the domain controller
should be serving over SSL in port 636 and the certificate of the domain
controller should have been signed by a CA. If the certificate of the domain
controller is not signed by a certified CA, you need to import all the certificates
that are present in the respective root certificate chain - that is the certificate

of the domain controller and all the intermediate certificates if any.
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Supply Administrator Credentials

You need to supply administrator credentials so as to enable Securden to scan
the members in the domain. You may enter the username and password
manually once and this will be stored in Securden for use during subsequent

import attempts.

Once you are done filling up the form, you can click Add Domain to complete

the process.

Change the Encryption Key Location

Every installation of Securden is protected with a unique encryption key. By
default, this encryption key is located at <securden installation

folder>/conf/securden.key for evaluation purposes.
Securden doesn’t allow the encryption key and the encrypted data to reside
in the same location to ensure security. Hence, the key has to be moved

outside the Securden installation folder.

When deploying the product to production, Securden enforces moving the key

out of the installation folder.
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9 Windows Privilege Manager Q ]v
Dashboard Computers Applications Privileges Users Reports Admin
Admin > Change Encryption Key Location

Change Encryption Key Location

Securden stores sensitive data in encrypted foim in the backend database. As a security best practice, Securden does not allow the encryption key to be kept along with the encrypted data. In a fresh installation, by default, the encryption
key is available as ion-Fold

key. The key has to be moved to a new location outside the Securden installation. After moving it, you need to specify the new location to Securden in the field below.
Whenever you start the Securden server, the key should be accessible to the server. If you have already moved the key to another location, the current location is depicted below. You may change it anytime below.

Note: If you are storing the encryption key in a shared drive, ensure that the folder where the key is stored, is accessible to Securden. If you are using high availability setup, the key should be accessible to the secondary too. The same
applies if you are using multiple application servers architecture. Click here for more informatio

C:\work\WPM\

Important Note: If the encryption key is not present in the location specified above, Securden server will not start next time.

The encryption key is essential to start the Securden server. If the key is not
present in the new location, Securden server won't start. After moving the key

to some other secure location, you need to specify the new location as
explained below:

To specify the new location, Navigate to Admin >> Security >> Change
Key location.

249



Securden EPM Administrator Guide

o
Do
<

9

Dashboard Computers Applications Privileges Users Reports Admin

ws Privilege Manager

Admin ) C

Change Encryption Key Location

Securden stores sensitive data in encrypted form in the backend database. As a security best practice, Securden does not allow the encryption key to be kept along with the encrypted data. In a fresh installation, by default, the encryption key is available as <Securden-Installation-
Folder>\conf\securden.key. The key has to be moved to a new location outside the Securden installation. After moving it, you need to specify the new location to Securden in the field below. Whenever you start the Securden server, the key should be accessible to the server. If you have

already moved the key to another location, the current location is depicted below. You may change it anytime below.

Note: If you are a shared drive, ensure that the folder where the key is stored, is accessible to Securden. If you are using high availability setup, the key should be accessible to the secondary too. The same applies if you are using multiple application servers

ring the encryption key
architecture. C rein

npoitant Note: If the encryption key is not present in the location specified above, Securden server iill not start next time.

Save Cancel

Specify the location.

Click Test to check whether the key is found in the specified location.
a. If the floating screen states Securden encryption key not
found in the path specified, the specified file path is incorrect.

Try again with the correct file path.

I Securden encryption key not found in the path specified. I

Privileges

Change Encryption Key Location

d data. In a fresh installation, by defaul, the encryption key is available as <Securden-installation-

Securden stores sensitive data in encrypted form in the backend data practice, Securden does not allow the encryption key 1o be kept along with the enc
Folder>\conflsecurden.key. The key ha
already moved the key to anather location, the current location is d

 moving it you need to specify the new location to Securden in the field below. Whenever you start the Securden servet. the key should be accessile to the server.if you have

oved to a ne

Youmay change it anytime below.

Note: If you e storing the encryption key in a shared drive. ensure that the foider where the key is stored.is accessible to Securden. If you are using high availabilty setup, the key should be accessible to the secondary 100. The same applies if you are using multiple application servers

architecture

Ifthe encryption key i not present n the location specifed above. Secusden server will not start next time.
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b. If the encryption key was found in the specified location, A floating

screen will appear containing a message stating Encryption key

found in the path specified.

Change Encryption Key Location

able as <Securden-Installation-

Once the location is verified, click on Save.

Note: If the server fails to start, you can view the current location of the
encryption key by opening the Securden_key.location file using any text
editor. This file is located at <Securden Installation
folder>/conf/Securden_key.location. You need to have the encryption

key in the location specified in this file for the Securden server to start.
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Product Upgrade

Securden products are upgraded to keep security measures always proactive
which in turn enables you to stand a step ahead of the looming threats. To
upgrade Securden WPM, navigate to Admin >> Maintenance and

Upgrades >> Product Upgrade.

Check for the latest updates to Windows Privilege Manager here.

https://www.securden.com/windows-privilege-manager/release-notes.html

vsecurden Product: Solutions ompany Resources

Privilege Manager Overview  Featuresv  HowlItWorksv  Pricing  ContactUsv DEMO VIDEO FREE TRIAL

Windows Privilege Manager (WPM) Release Notes

This page shows the product versions release history of Privilege (WPM). You can upgrade from
any version to the latest version in a single step. Contact Securden support (mentioning the version you are currently using)
and we will send you the upgrade pack and the instructions.

Release Timeline

Version 8.4.x Securden Privilege Manager Upgrade Pack - 8.4.5
Version 8.3.x
Version 8.2.x ¥ Download
—
Version 8.1.x
Version 8.0.x Windows_Privilege_Manager_Patch.sum (107 MB)
Version 7.9.x MDS5 Sum Valu 43c¢58¢3592d1c2a3bfd9dfbd543b2810
Version 7.8.x
Version 7.7.x
Jersion 7 6 X

Steps to upgrade:

Step 1: How to download the upgrade pack?
Download the upgrade pack from the link below.

https://www.securden.com/windows-privilege-manager/release-

notes.html#upgrade-pack
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Step 2: How to stop Securden WPM service?
e Open Run on the primary server by pressing Win+R.

e Open services.msc.

e Search and locate Securden WPM Service from the list of all available

services.

Services o X
File Acion View Help
- 3 G 3 e
Services (Local)  Services (Local) |
Securden WPM Service Name Description  Status  StartupType  Log On As
) Secondary Logon Enables start.. Manual Local System
't‘x’h“""‘“ ) Securden PAM Service Privileged Ac.  Running  Automatic (De.. Local System
s Securden PAM Web Service  Apache/244. Running  Manual Local System
Description: Apache/245.  Running  Manual Local System
::::f’d Accam Secuely - Securoen ervice Jp- Running  Manual Local Service
Thestartup . Running  Automatic Local System
The WSCSVC. Running  Automatic (De. ~Local Service
Delivers dat.. Manual (Trigg.. ~ Local System
Monitors va.. Manual (Trigg-. ~ Local Service
Sensorreset . Running  Automatic Local System
Aservice for - Manual (Trigg.. Local System
X Supports file-  Running  Automatic (Tri  Local System
Shared PC Account Manager  Manages pr-. Disabled Local System
& Shell Hardware Detection ~ Provides not..  Running  Automatic Local System
& smart Card Manages ac. Manual (Trigg.. Local Service
& Smart Card Device Enumerat.. Creates soft.. Manual (Trigg-.  Local System
& Smart Card Removal Policy  Allows the s Manual Local System
& SNMP Trap Receives tra.. Manual Local Service
& Software Protection Enables the Automatic (De.. Network Se.
& Spatial Data Service This service i Manual Local Service
& Spot Verifier Verifies pote.. Manual (Trigg.. Local System
&, SSOP Discovery Discoversne. Running  Manual Local Service
&, State Repository Service Provides req.  Running  Automatic Local System
& still Image Acquisition Events ~ Launches ap.. Manual Local System
& Storage Service Providesena. Running  Automatic (De.. Local System
&), Storage Tiers Management  Optimizes th.. Manual Local System
&, Synaptics helper service Synaptics he... Automatic Local System
& Sync Host_Te78dbe Thisservice . Running  Automatic (De.. ~Local System
& sysMain Maintainsa  Running  Automatic Local System
&, System Event Notification S Monitors sy.. Running  Automatic Local System
&, System Events Broker Coordinates . Running  Automatic (Tri. ~ Local System
& System Guard Runtime Mon_. Monitorsan_  Running  Automatic (De-.  Local System
&, System Interface Foundatio.. Thelenovo .. Running  Automatic Local System
&0, Task Scheduler Enablesaus. Running  Automatic Local System
£ TCP/P NetBIOS Helper Provides sup.. Running  Manual (Trigg-. Local Service
\ Extended / Standard /

e Stop Securden WPM Service from services.msc.
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Securden WPM Service Name cription atus Startup Type

mart Card Removal Policy
Gl SNMP Trap

Extended / Standard /

Note: You do not have to stop Securden WPM Web Service explicitly. It is

automatically taken care of.

Step 3: How to upgrade the primary server?

Important: Copy the entire Securden installation folder from C:\Program
Files\Securden\Windows_Privilege_Manager and keep that as a backup copy.

This has to be done on the primary server.

e Ensure that you have taken a copy of the Securden installation folder
from C:\Program Files\Securden\Windows_Privilege_Manager

e Ensure that the Securden WPM Service is stopped

e Navigate to
C:\Program Files\Securden\Windows_Privilege_Manager\bin folder and
execute SecurdenUpgradeManager.exe and in the upgrade manager
GUI, select the downloaded upgrade pack file and click Apply Upgrade

Pack button. The upgrade process will be completed in a few minutes.
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Now, start the Securden WPM Service from services.msc. You may
ignore Securden WPM Web Service, which is automatically taken care
of.

Connect to the web interface https://localhost:5151 (or)
https://DESKTOP-VP5DDOP:5151

Make sure to clear the browser cache.

Your Windows Privilege Manager instance is now up to date and running.

Replace Self-signed Certificate

By default, Securden comes bundled with a self-signed certificate. You can

add your own authorized signed certificate by following the steps below.

Securden requires the certificate and the private key separately. If you have

the CA certificate in .pfx format, follow the steps below:

1. Download OpenSSL (if you don't have that installed already).

You can download OpenSSL from
http://www.slproweb.com/products/Win320penSSL.html. Make sure
the bin folder under the OpenSSL installation is included in the PATH

environment variable.

Copy your certificate (e.g. certificate.pfx) and paste it in the
system from where you can execute OpenSSL exe. The *.pfx file
is in PKCS#12 format and includes both the certificate and the private
key.

. Run the following commands to export the private key.

openssl pkcsl12 -in certificate.pfx -nocerts -out securden-key.pem -

nodes
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openssl rsa -in securden-key.pem -out securden-key.pem
4. Run the following command to export the certificate.
openssl pkcs12 -in certificate.pfx -nokeys -out securden-cert.pem

Once you execute the above steps, you will get a SSL certificate and a

private key.

5. Copy the certificate and private key created above and navigate to
<Securden-Installation-Folder> /conf directory and paste the keys.

6. In services.msc, restart Securden WPM Service.

Manage Product License Key

You can apply the Securden license key and get information about the existing

license from Admin >> General >> License section. The following details

are displayed:

License Details
tomer Name

Contact Name

Apply License

eeeeee

To apply a license key, browse and upload the required license file.
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