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Remote Assist – Administrator Guide
Securden provides secure remote access provisions for administrators and helpdesk technicians to
troubleshoot devices remotely. Administrators can launch remote assist sessions through three
different workflows.

Remote Assist
Mode

Session Type Pre-requisite When to Use

Attended Access Agent Based 1. An active user must be present.
2. Agent must be installed on
remote client.
3. Launcher must be installed on
both remote client and host.

Recommended for launching
sessions on managed
machines when users on
active sessions need
assistance.

Unattended
Access

Agent Based 1. Agent must be installed on
remote client.
2. Launcher must be installed on
both remote client and host.
3. Username and password of an
account on the target machine.

Recommended for launching
sessions on managed
machines for maintenance
and troubleshooting outside
business hours.

On-demand
Access

Browser
Based

1. An active user must be present
on the remote device.
2. A browser must be installed on
both remote client and host.
3. Connectivity between client and
host must be possible.

Recommended for seamless
one-time connections to
machines without installing
the agent.

Attended and Unattended Sessions
To launch agent-based attended and unattended remote assist sessions, you must follow the steps
below.

1.  Install the agent on both the remote client and remote host endpoints.

2.  Create a remote assist policy and associate the policy with the technician and the required
endpoints (remote client).
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Once these steps are completed, technicians can start launching attended and unattended access
sessions.

Installing the Securden Agent on Endpoints
You must download and install the Securden agent available on the web-interface. You can start
downloading the agent installer by navigating to Admin >> Securden Agents >> Windows Agents.

Important: To install the Securden Agent, you must generate an installation key which must be
provided at the time of installation. This is a one-time process. If you have already generated a key,
you don’t have to regenerate the key.

You may install the agent through methods listed below:

1.  Direct installation on individual devices

2.  Bulk deployment through:

a.  Group Policy Objects (GPO) - refer this document for detailed steps.

b.  Microsoft Configurations Manager – refer this document for detailed steps.

c.  Any patch management tools like Intune, PDQ, etc.
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Creating a Remote Assist Policy
Securden Remote Assist works through policy-based access controls you can use to control which
technicians are allowed to launch attended and unattended remote connections to specific devices.

For a technician to launch an agent-based remote assist session on an endpoint, a policy must exist
allowing the technician to launch a session to that endpoint. You can create a remote assist policy by
navigating to Admin >> Remote Assist and following the steps below.

1.  In the Remote Assist module, go to Policies and select Add Remote Assist Policy.
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2.  You must specify the Policy Name for this policy. You can optionally add a description to provide
context for other administrators.

3.  The next step is to associate the required remote computers with this policy. You can associate the
policy with every computer managed using Securden or pick and choose specific computers and
computer groups.
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Note: The drop-down menu will only include the devices on which the agent is installed.

4.  Once all the required computers are selected, you must choose which users must be associated
with the policy. You can simply associate the policy with all applicable users, select a few users and
user groups from the drop-down, and associate the policy with them, or specify a few users and
groups to associate the policy with everyone else.

Note: The preferences you select here will apply only to users with the role of Administrator or any
custom user role with the Launch Agent Remote Assist permission.

5.  You can choose to enforce a consent from the user before assisted remote sessions can be
launched. Click Approval for Remote Assist Sessions >> Edit to configure consent requirements.

6.  You have the option to auto-approve all connections, basically taking the control away from the
remote user or enforce consent every time an admin launches a connection. You can configure whether
to assume consent and non-consent when the consent prompts timeout.
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7.  Once all the policy attributes are selected, you may Save the policy.

Launching Unattended and Attended Remote Access Sessions

Pre-requisite: The Securden Remote Launcher must be installed on both the client and host
machines. If you initiate a remote session, the system will automatically prompt you to install the
utility. Optionally, you may use the same method you used to deploy the Securden Agent to install
the launcher on all the required endpoints pre-emptively.

Technicians and administrators have two different ways to launch agent-based remote assist sessions.
They can launch sessions through their agent or directly from the web interface.

Launching Sessions from the Web Interface

Admins with a remote assist policy can simply follow the steps below to launch a remote assist
session.

Navigate to Admin >> Remote Assist and go to Attended & Unattended Access.
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Here, you will see the computers to which you are allowed to launch remote sessions.

To launch an attended remote session, click on Launch Remote Assist and select Attended Access.

If the system has an active session, a remote session will be initiated. If consent is enforced, the
session will be initiated after the user consents.
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To launch an unattended remote session, click on Launch Remote Assist and select Unattended
Access.

The session will be established immediately. You must login using the credentials of an account on the
device manually.

Launching Attended Sessions Using the Agent

You can launch remote assist sessions directly using the Securden Agent.

Important: All sessions launched using agent are attended access sessions.

Technicians and Administrators with an active Remote Assist Policy can see the option to launch
remote assist. Click Launch Remote Assist.
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In the window that opens, you can see the devices to which you can launch remote sessions and the
remote sessions that are currently going on. You can launch a new session to available devices or join
active sessions.
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Note: Remote devices will only be listed here if they have the Securden Agent installed and running.

Click Connect to launch a remote assist session to a target device.

Gaining Temporary Admin Privileges in Remote Assist Session

Once you have successfully launched a remote session, you can temporarily gain local admin
privileges at the endpoint if required. Once you launch a remote assist session and connection is
established, Click the Agent Tray icon on the remote device and select Start Admin Mode (Remote
Assist).
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Once the need for elevated privileges is over, you can stop admin mode using the agent tray icon. Even
if the technician fails to submit admin access, the permissions granted will be automatically revoked
when the session ends.

On-demand Remote Assist
Administrators and helpdesk technicians need to connect to remote endpoints for installing new
applications, updating existing ones, and for general troubleshooting. Securden allows you to instantly
launch remote assist sessions to any endpoint in your organization through a one-time access link.

In this guide, we will explore the steps the technician must follow to launch a remote connection to
endpoints.

Pre-requisites: If you are using the on-premises edition of Securden, the server sends the remote
assist URL directly to the remote user via email. You must configure Mail Server Settings from the
admin console to send the emails to the remote user. If you haven’t configured the Mail server
settings, follow the steps below.

1.  Navigate to Admin >> General >> Mail Server Settings. 

2.  Choose between basic authentication and modern authentication. Basic authentication uses
credential-based authentication for your SMTP server. Modern Auth lets you connect to your email
service through API based authentication.
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3.  Provide the required details based on your selection and send a test email to verify your
configuration.

4.  Click Save.

Establishing an On-Demand Remote Assist Session is a three-step process.

Step 1: Admin generates the session URL

Step 2: User joins the remote session (covered separately in the user guide)

Step 3: Admin joins the active session

Step 1: Generating the Session URL
Whenever a user needs help with installing/updating an application or with general troubleshooting,
they will reach out to their IT admin or raise a helpdesk ticket. If the request requires the technician to
log in remotely, they can launch an on-demand assist session in Securden to initiate secure remote
access.

Follow the steps to generate the session URL:

Navigate to Admin >> Remote Assist >> On-Demand Assist Sessions.

Select Create Session from the left-hand menu.

• 

• 

Remote Assist 13



Provide a suitable Name for the session. This is completely optional. By default, the date and time
of the remote session are used as the session name.

Specify the Email Address of the user on the remote machine. If you specify the email address,
the session URL will be directly sent to the email recipient. However, this is completely optional.
You can share the URL with the user directly through any method.

You can optionally choose to route the session through a preferred gateway when connecting with
users in a remote network. Select the preferred remote gateway from the drop-down.

You can add a Reason for initiating the remote session for the record.

Launch Session with Admin Rights

If you require local administrator rights on the remote device, you must select the checkbox
“Launch Session with Admin Rights”.

• 

• 

• 

• 

• 
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You can explicitly provide the credentials of the local admin account or select an account stored in
Securden. This account must have local admin privileges on the remote endpoint.

Once completed, select Start Now to create the session URL. Once created, the URL will be displayed
on a new tab as shown below.

• 
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Note: You can simply click Start Now without specifying any details. The session URL will be
created with the date and time of creation as the session name.

Sharing the Session URL with Remote User

Once the session URL is created, you can copy the URL to your clipboard using Copy Link button and
share the URL with the user on the remote endpoint. You can use a method of your choice for this
purpose.
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Note: This URL is valid only for a limited time. The user must join the session within this time.

Step 2: Wait for the User to Join the Remote Assist Session
Once the user receives the session URL, they have to go through a few steps to join the remote
session. These steps are covered separately in the user guide.
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Once the user opens the shared URL, the session progress will provide updates.

Once the status changes to “Connection established successfully”, you can join the session. The
steps are explained below.

Step 3: Join the Remote Session
After the user starts the session, you can join the session by clicking on Join Session. 

Pre-requisite: The Securden Remote Launcher must be installed to join any active remote assist
session. If you try to join a session without the launcher, you will be prompted to download and
install the software. You can download the installer from the pop-up as shown below.

• 

• 
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After installing the launcher, you will be able to join the remote assist session by clicking on Join
Session again.

Collaborate with Multiple Technicians
Multiple technicians can join a remote assist session to collaborate and troubleshoot effectively.
Technicians can join an active session by following the steps below.

1.  In the Securden web-interface, navigate Admin >> Remote Assist >> On-demand Assist.

2.  Here, go to Ongoing Sessions. The list of active sessions will be displayed in the table.

Remote Assist 19



3.  Identify the required session by the session name and Click Join Session under the Actions 
column to join the session.
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Operations in an Active Remote Assist
Sessions
Securden supports actions like transferring files between the connected devices and hiding the remote
device pointer in the session.

Transferring Files from/to the Remote Device
During active remote assist sessions, technicians can transfer files from their machine to the remote
machine and vice versa. This option allows the technician to export logs from the remote machine and
push software installations seamlessly.

To transfer files from the technician’s machine to the remote device, open the menu on top left corner
and select “Download File”. In the pop-up, select the file(s) required and proceed.

To transfer files to the technician’s machine from the remote device, open the menu on top-left corner
and select “Upload File”. In the pop-up, select the file(s) required and proceed.
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Hiding the Remote User’s Pointer
In the menu available in the top-left corner, you (technicians) can select “Show/Hide User’s Pointer” to
show and hide the remote user’s pointer in the remote session.

Closing a Remote Session
An active remote session can be terminated by the technician on the remote session, and any
administrator or technician using the web interface.

1.  Technicians on an active remote session can click Disconnect by using the menu available in the
top-left corner of the assist screen to close the session.

2.  From the web-interface, administrators and technicians can terminate open sessions by using the 
Terminate Session Button as shown below.
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A confirmation pop-up will be displayed. You can click Okay and proceed to terminate the session.

Session Recordings
All Remote Assist sessions are automatically recorded for auditing purposes.

You can view and replay these recordings at any time by navigating to Sessions → Assist Session
Recordings 
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Here, click on the Playback button in the Review & Playback column against the required session.
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